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B munnomuo# paborte 33 cTpanwmi, 2 wnmoctparuu, 16 mctounukos, 10

IIPUIIOKECHUM.

KPUIITOCUCTEMA, NTRU, PEIIETKM, NHOOPMAILIMOHHBLIE
CUCTEMBI, OBPATHBIN [TOJIMHOM, KOJIBLIO YCEUEHHBIX
MHOI'OYJIEHOB.

B pasgene 1.1 ommceiBatorcs Kombla MuorowneHos Z[x]/ (xV —1) n Z,[x]/

(x ¥ —1) . Cocrapnsercsa BepOATHOCTHBIA KpHTepuii 0OpaTuMocTd. ONMCHIBAIOTCA
aJIrOPUTMBI OMCKA 0OpaTHOro daemMenTa B kobuax Z[x]/ (x ¥ — 1) n
Zylx]/ (x N —=1).

B paznene 1.2 wuzyuarorcs anroputmsl kpunrocucteMbl NTRU, BeinmonHsieTcs ux
peanu3anus, OMHCHIBACTCS aITOPUTM BbIOOpA MPaBUIIBLHBIX MAPAMETPOB ISl 33JIAaHHOTO
YpOBHS 0€30MaCHOCTH 3a(PPOBAHHOTO COOOIICHMUS.

B pasmene 1.3  BeimonHsieTcs KpunroaHaiu3 mmmdpa. Ilpoucxonutr mouck
YSI3BUMOCTEM KPUNTOCUCTEMBI U B3JIOM IIHM(PPOBAHHOTO COOOIIECHUS.

B paspmene 1.4 mnpoucxoauT peanu3anus aTakd Ha OCHOBE PELIETOK, KOTOpas

3aKJIF0YAETCS B IOCTPOCHUU PEIIETKU U MOMCKE KpaTyalllliX BEKTOPOB B HEW.

HoBu3Ha pe3ynbTaToB COCTOMT B pEaIM3alUM AJTOPUTMOB MOWCKAa OOPaTHOTO

anemenTa, kpunrocucteMbl NTRU u atak Ha Hee B mathematica.

JuniomHast paboTa HOCUT TIPAKTUYECKUN XapakTep. Ee pe3ynbrarsl MOTYT OBITH

HCIIOJIB30BAaHBI B I[&J'IBHCfIH.IHX HCCJICA0OBAaHUAX I[aHHOfI KPUIITOCHCTCMBI.

Bce pesynbrarhl OUIUIOMHOW pabOThI CTPOTO JOKa3aHbl B COOTBETCTBUU C
NPUHATHIMK B MareMmaTuke mnpaBuiamMud. (OOOCHOBAHHOCTh M JIOCTOBEPHOCTH
MTOJTYYEHHBIX pe3yJIbTaToOB o0ycioBjeHa CTPOTUMU MaTEMATUYECKUMHU
JI0Ka3aTebcTBaMu C(HOPMYITUPOBAHHBIX B pabOTE JIEMM U TEOPEM M COTIIACOBAHHOCTHIO

C pe3yjibTaTaMu, U3BCCTHBIMHU PAHCC AJISI KOHKPETHLIX YaCTHBIX CIIy4acB.

JluniomHast paboTa BBITIOJIHEHA aBTOPOM COBMECTHO C PYKOBOJIUTEIIEM.



There are 33 pages, 2 illustrations, 16 sources, 10 applications in the thesis work.

CRYPTOSYSTEM, NTRU, LATTICE, INFORMATION SYSTEMS, REVERSE
POLYNOMIAL, RING TRUNCATED POLYNOMIALS.

Section 1.1 describes the polynomial rings Z[x]/ (x ¥ — 1) and

Z,[x]/ (x N —1). Composed probabilistic criterion of reversibility. Presents the algorithms

search inverse element in the ring Z[x]/ (x ¥ — 1) and
Zylx]/ (x N —=1).

In Section 1.2 we study algorithms cryptosystem NTRU, performed their
implementation, describe an algorithm for selecting the correct parameters for a given level
of security encrypted message.

In Section 1.3 is performed cipher cryptanalysis. There is a search
cryptosystem vulnerabilities and hacking encrypted message in this section.

In Section 1.4, we implement an attack based on lattices which consists in

constructing a lattice, and finding the shortest vectors in it.

The novelty of the results is to implement an inverse element of search algorithms,

NTRU cryptosystem and attacks her in mathematica.

Diploma work is practical. Its results can be used in further studies of this

cryptosystem.

All results of the thesis rigorously proved in accordance with the rules of
mathematics. Validity and reliability of the results is due to the strict mathematical
proofs formulated in the lemmas and theorems and consistency with the results

previously known for certain special cases.

Diploma work performed by the author together with the supervisor.



