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Äèïëîìíàÿ ðàáîòà ñîäåðæèò:

� 71 ñòðàíèöó.

� 25 ðèñóíêîâ.

� 4 òàáëèöû.

� 2 ïðèëîæåíèÿ.

Êëþ÷åâûå ñëîâà: êîíå÷íîå ïîëå, ïåðèîä, ì-ïîñëåäîâàòåëüíîñòü, ïðèìè-

òèâíûé ìíîãî÷ëåí, àâòîêîððåëÿöèÿ, àëãîðèòì Áåðëåêàìïà-Ìåññè, ïîñòóëà-

òû Ãîëîìáà, ëèíåéíàÿ ñëîæíîñòü, äèñêðåòíîå ïðåîáðàçîâàíèå Ôóðüå, òåîðå-

ìà Áëýéõóòà.

Â äèïëîìíîé ðàáîòå ðàññìîòðåí ïîòîêîâûé øèôð WG-16.
Öåëüþ äèïëîìíîé ðàáîòû ÿâëÿëîñü èññëåäîâàíèå è äîêàçàòåëüñòâî ñëó-

÷àéíûõ ñâîéñòâ ïîòîêîâîãî øèôðà WG-16, à òàêæå àíàëèç äâóõ àòàê íà ïîòî-
êîâûé øèôð WG-16: àòàêè Áåðëåêàìïà-Ìåññè è àòàêè ñ ïîìîùüþ äèñêðåòíîãî
ïðåîáðàçîâàíèÿ Ôóðüå.

Äëÿ äîñòèæåíèÿ öåëè èñïîëüçîâàëèñü:

� òåîðèÿ êîíå÷íûõ ïîëåé â êîäèðîâàíèè.

� òåîðèÿ ïñåâäîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé ðåãèñòðà ñäâèãà ñ ëèíåéíîé
îáðàòíîé ñâÿçüþ.

� àëãåáðàè÷åñêàÿ òåîðèÿ êîäèðîâàíèÿ.

� ìåòîä äèñêðåòíîãî ïðåîáðàçîâíèÿ Ôóðüå íàä êîíå÷íûì ïîëåì.

Â äèïëîìíîé ðàáîòå ïîëó÷åíû ñëåäóþùèå ðåçóëüòàòû:

� äîêàçàíû ñëó÷àéíûå ñâîéñòâà ïîòîêîâîãî øèôðà WG-16: ñâîéñòâî áîëü-
øîãî ïåðèîäà, ñâîéñòâî áàëàíñà, ñâîéñòâî èäåàëüíîãî ðàñïðåäåëåíèÿ t-
êîðòåæåé, ñâîéñòâî (èäåàëüíîé) äâóõóðîâíåâîé àâòîêîððåëÿöèè è ëèíåé-
íàÿ ñëîæíîñòü.

� ñôîðìóëèðîâàíî è äîêàçàíî ñâîéñòâî ïåðèîäà ïðîèçâåäåíèÿ ìíîãî÷ëåíîâ.

� èññëåäîâàíà âçàèìîñâÿçü ìåæäó ÷èñëîì ëèíåéíîé ñëîæíîñòè è ýôôåêòèâ-
íîñòüþ àòàêè Áåðëåêàìïà-Ìåññè è àòàêè ñ ïîìîùüþ äèñêðåòíîãî ïðåîá-
ðàçîâàíèÿ Ôóðüå.
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� ðåàëèçîâàí àëãîðèòì àòàêè Áåðëåêàìïà-Ìåññè â ïàêåòå Wolfram Mathema-
tica.

� ïîñòðîåí è èññëåäîâàí ðÿä ïðèìåðîâ, èëëþñòðèðóþùèõ ðàññìàòðèâàåìóþ
òåîðèþ.

Íîâèçíà ðåçóëüòàòîâ äèïëîìíîé ðàáîòû ñîñòîèò â äîêàçàòåëüñòâå ðÿäà
ïðàêòè÷åñêè âàæíûõ ñâîéñòâ ïîòîêîâîãî øèôðà WG-16.

Äèïëîìíàÿ ðàáîòà íîñèò òåîðåòè÷åñêèé õàðàêòåð. Åå ðåçóëüòàòû ìîãóò
áûòü èñïîëüçîâàíû â äàëüíåéøèõ èññëåäîâàíèÿõ êðèïòîãðàôè÷åñêèõ ñâîéñòâ
ïñåâäîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé, â ðàìêàõ èõ ïðàêòè÷åñêîãî ïðèìåíåíèÿ
â êîäèðîâàíèè.

Âñå ðåçóëüòàòû äèïëîìíîé ðàáîòû ñòðîãî äîêàçàíû â ñîîòâåòñòâèè ñ ïðè-
íÿòûìè â ìàòåìàòèêå ïðàâèëàìè. Îáîñíîâàííîñòü è äîñòîâåðíîñòü ïîëó÷åííûõ
ðåçóëüòàòîâ îáóñëîâëåíà ñòðîãèìè ìàòåìàòè÷åñêèìè äîêàçàòåëüñòâàìè ñôîðìó-
ëèðîâàííûõ â ðàáîòå òåîðåì è ñëåäñòâèé è ñîãëàñîâàííîñòüþ ñ ðåçóëüòàòàìè,
èçâåñòíûìè ðàíåå äëÿ êîíêðåòíûõ ÷àñòíûõ ñëó÷àåâ. Äèïëîìíàÿ ðàáîòà âûïîë-
íåíà àâòîðîì ñàìîñòîÿòåëüíî.
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The diploma thesis contains:

� 71 pages.

� 25 pictures.

� 4 tables.

� 2 appendices.

Keywords: �nite �eld, period, m-sequence, primitive polynomial, autocorrela-

tion, the Berlekamp-Massey algorithm, Golomb's postulates, linear complexity, dis-

crete Fourier transform, Blahut's theorem.

The diploma thesis describes WG-16 stream cipher.
The aim of the thesis was to study and prove the randomness properties of the

WG-16 stream cipher WG-16, as well as the analysis of the two attacks on the WG-
16 stream cipher: the Berlekamp-Massey attack and the discrete Fourier transform
attack.

The following background knowledge was used:

� the theory of �nite �elds in coding.

� the theory of pseudo-random linear feedback shift register sequences.

� the algebraic coding theory.

� the method of discrete Fourier transform over a �nite �eld.

In the the diploma thesis, the following results are obtained:

� the following randomness properties are proved: the long period property, the
balance property, the ideal t-tuple distribution property, the (ideal) two-level
autocorrelation property and linear span.

� the property of the period of the polynomials product was formulated and
proved.

� investigated the relationship between the number of linear span and the e�cien-
cy of the Berlekamp-Massey attack and the discrete Fourier transform attack.

� The Berlekamp-Massey algorithm was implemented in Wolfram Mathematica.

� built and studied a number of examples to illustrate the proposed theory.
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The novelty of the results of the thesis consists in proving a number of practical-
ly important properties of the stream cipher WG-16.

The diploma thesis is theoretical in nature. The results can be used in further
studies of properties of cryptographic pseudorandom sequences in the context of
their practical use in coding.

All results of the thesis rigorously proved in accordance with the rules of
mathematics. Validity and reliability of the results is based on the strict mathematical
proofs formulated in the theorems and corollaries and on the consistency with the
results previously known for certain special cases.

The diploma thesis performed by the author independently.
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