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Juriomaasi paboTa, COIEeP>KUT:
— 71 crpanumy.
— 25 PUCYHKOB.
— 4 TabanInL.
— 2 NIPUJIOKEHUsI.

Kittouenbie ciioBa:  Koneunoe noae, nepuod, m-nociedosamesvbHocms, NpuMU-
MUBHBLT MHO204AEH, ABMOKOPPENAUUA, arzopumm Beprexamna-Meccu, nocmyaa-
mot Toromba, aunetinasn croocrnocms, duckpemmoe npeobpasosanue Pypve, meope-
ma Bastixryma.

B juniomuoit pabore paccmorpen 1motokosbiit mdp WG-16.

[lenbio JUMJIOMHON pabOTHI SBJIAJIOCH MCCJEOBAHAE W JIOKA3ATEIHCTBO CJIY-
JaiiHbIX cBOMCTB nmoTokoBoro mudpa WG-16, a Tak:ke aHaju3 JByX aTak Ha MOTO-
koIt mudp WG-16: araku Bepiekammna-Meccn u aTaku ¢ IOMOIIBIO IMCKPETHOTO
npeodbpasoBanus Dypbe.

st TOCTYKEHUs TeJTH UCITOJTh30BAJINCE:

— Teopud KOHEYHbIX HoJIe B KOINPOBaHHWMU.

— TEeOpHUs MCEeBIOCIYIANHBIX TOCTETOBATEILHOCTEN PEruCcTpa CABUTra C JUHEHHON
00paTHOI CBSI3bIO.

— ajrebpanyeckas Teopusl KOJUPOBAHUSI.
— MeTo/Ji JIMCKPeTHOTo 11peobpazoBhust Pypbe Ha)i KOHEUHbBIM [1OJIEM.
B guniomuoit pabore 1moJiydeHbl CIeAyIonie pe3yabTrarh:

— JIOKa3aHblI ciydaiinbie cBoiicTBa mnotrokoporo mudpa WG-16: cBoitcTBo 601b-
IIOr0 Mepuojia, CBOMCTBO OaJjiaHca, CBOWCTBO MJieaJIbHOIO pacipejeseHus t-
KOpPTEeXKeil, CBOMCTBO (Hﬂeaﬂbﬂoﬁ) JIBYXYPOBHEBOW aBTOKOPPEJIAINNA U JINHEH-
Hasl CJIOXKHOCTD.

— ¢OopMYIUPOBAHO U JIOKA3aHO CBOMCTBO IIEPHUO/IA TPOU3BEICHNT MHOTOUICHOB.

— KCCJIEJIOBAHA B3aMMOCBS3b MEXKJIY YMCJIOM JIMHEHHOM CJI0KHOCTU U 9P DEKTUB-
HOCTHIO aTaku Bepiekamna-Meccu n aTaky ¢ TTOMOIIBIO JIMCKPETHOTO MTPeod-
pazoBanus Oyphe.



— peanunz3oBaH ajaropuTMm ataku bepiaekamma-Meccu B makere Wolfram Mathema-
tica.

— TOCTPOEH U UCCJIEJOBAH PsiJl MIPUMEPOB, WIJIOCTPUPYIONINX PACCMATPUBAEMYIO
TEOPHUIO.

Hosuzna pe3sysibraToB JMIJIOMHOW PabOThl COCTOUT B JIOKA3aTEJIHCTBE Psijia
IMPaKTUIECKN BayKHBIX CBOMCTB moTokosoro mudpa WG-16.

Jwunmomuast paboTa HOCAT TEOpeTHUEeCKHil xapakrep. Ke pesyiabraTbl MOryT
OBITH MCIOJB30BAHBI B JIAJbLHEHIINX MCCAEJOBAHUSIX KPUITOIPA(DUIECKUX CBOMCTB
IICEBJIOCY YallHbIX II0CJIE/I0BATE/IbHOCTEl, B paMKaX MX IPAKTUUECKOIO IPUMEHEHUsT
B KOJIMPOBAHUMU.

Bce pesybTaThl JUIJIOMHOM pabOThl CTPOro JIOKA3aHbI B COOTBETCTBUU C IIPU-
HSITBIMHU B MaTeMaTruKe mnpasuaamMu. OOOCHOBAHHOCTH U JIOCTOBEPHOCTH MMOJIY YeHHBIX
pe3yabTaTOB 00YCJIOBJIEHA CTPOIrUME MaTeMaTUuICCKUMHU JI0KA3aTeIbCTBAMU CPOPMY-
JIMPOBAHHBIX B paboTe TeopeMm ¥ CJEACTBUI W COTJIACOBAHHOCTHIO C PE3yJIbTaTaMHu,
M3BECTHLIMU PaHee JJisi KOHKPETHBIX YaCTHBIX caydaeB. JdumioMuass padboTa BBITIOJI-
HEHa aBTOPOM CaMOCTOSITETHHO.



The diploma thesis contains:
— 71 pages.
— 25 pictures.
— 4 tables.
— 2 appendices.

Keywords: finite field, period, m-sequence, primitive polynomial, autocorrela-
tion, the Berlekamp-Massey algorithm, Golomb’s postulates, linear complexity, dis-
crete Fourier transform, Blahut’s theorem.

The diploma thesis describes WG-16 stream cipher.

The aim of the thesis was to study and prove the randomness properties of the
WG-16 stream cipher WG-16, as well as the analysis of the two attacks on the WG-
16 stream cipher: the Berlekamp-Massey attack and the discrete Fourier transform
attack.

The following background knowledge was used:

— the theory of finite fields in coding.
— the theory of pseudo-random linear feedback shift register sequences.
— the algebraic coding theory.
— the method of discrete Fourier transform over a finite field.
In the the diploma thesis, the following results are obtained:

— the following randomness properties are proved: the long period property, the
balance property, the ideal t-tuple distribution property, the (ideal) two-level
autocorrelation property and linear span.

— the property of the period of the polynomials product was formulated and
proved.

— investigated the relationship between the number of linear span and the efficien-
cy of the Berlekamp-Massey attack and the discrete Fourier transform attack.

— The Berlekamp-Massey algorithm was implemented in Wolfram Mathematica.

— built and studied a number of examples to illustrate the proposed theory.



The novelty of the results of the thesis consists in proving a number of practical-
ly important properties of the stream cipher WG-16.

The diploma thesis is theoretical in nature. The results can be used in further
studies of properties of cryptographic pseudorandom sequences in the context of
their practical use in coding.

All results of the thesis rigorously proved in accordance with the rules of
mathematics. Validity and reliability of the results is based on the strict mathematical
proofs formulated in the theorems and corollaries and on the consistency with the
results previously known for certain special cases.

The diploma thesis performed by the author independently.



