AV C COBCPHICHCTBOBAHHEM JAKOHOTATCIBCTBA, PETYIHPYIOMETO NPOLECC
BOBMCIICHHA MOPAJBHOTO BPET), NPHYHHCHHOTO MPECTVILICHHEM, CETOIHSA
MPABOMEPHO TOBOPHUTH O HEOONOIUMOCTH (JOPMHPOBAHWA KPHMHHATHCTHNC-
CKOTO 00ECNIECUCHHA ¢TI0 KOMIICHCALHH,

K BOMPOCY TEXHUKO-KPUMUHANTUCTUHECKOI O
OBECTMNEYEHUA PACCNEAOBAHWUA NMPECTYNNEHWUN,
COBEPLUEHHBIX B CETU UHTEPHET

tUwy Y3sune L3e
beaopyeckuli cocvoapemeernelil yHueepcHment

CoBCpLUCHHC MPCCTYMICHHH B ccTH MHTCpHCT sBISICTCS HOBO# (hopMoii
MPOSIBICHUS TPCCTYMHOH JCHTCIBHOCTH, 00123200ICH UCIbIM KOMILICKCOM
MPUCYIIMX CH OCOOCHHOCTCH. JTO M ACHCTBHC B PAMKAX 4CTKO HC OMPCIC.ICH-
HOro mMpoCTPAHCTBA., U OTCYTCTBUC TPAJIWLHOHHBIX MATCPHA.IbHBIX CIICI0B HA
MECTE MPOUCIICCTBHA, H CHCUHA()HYHOCTS NPESCTYIMHOTO HAMEPCHHA M MOTHBA
MPECTVILICHUA, H HCBCILCCTBCHHbIH XAPAKTEP JOKABATCIIBCTB H CIIOZKHOCTD HX
ONMEepATHBHOH (PHKCAIIHH. a TAKKE BbICOKAA CTCMEHBb KOH(HICHUMATHHOCTH.
Bee BbimeyRa3aHHBIC (JAKTOPEI NO3BOJMIFOT TOBOPHTE O TPYIHOCTAX BBIAB.IC-
HUA TAOKUX NPECTYILICHMH H mpodiaeMax ¢Oopa JOKA3aTeNBCTB MPH HX PACCIe-
JOBAHHU,

IpectymicHuA. copepmacMelc B ¢eTH MHTCPHET. NPOABILIFOTCA B CNECIH-
(hHUCCROH Ccpeae OTPAHHYCHHOH PAMKAMH MPOCTPAHCTBA. KOTOPOE Mbl OObIMHO
HABBIBACM BHPTVATIBHBIM, 3TO MHpP. CVIOICCTBYIOIHIT B LU(POBOM (hopmarte.
HasparHOE 00CTOATEIBRCTBO TPEOVET paspabOTKH CHEIIH(IECCKHY TEXHOIO-
Tl paccieTOBAHHA NMPECTYIUICHUI, COBEPIIACMBIM B CeTH MIHTEpHET, OCHOB-
HbIM HABHAUCHHCM KOTOPBIX SIBILICTCS OOHAPYIKCHHUC, (PUKCALMS M M3BATHC
3ACKTPOHHbIN JOKABATC.ILCTB lTpCCT}’l'lHOﬁ ACATCIbHOCTH., Takoro Po.aa nos3Ha-
BATC/IbHbI AKT HOCUT ODIICC HA3BAHKMC «MPOLICCC TOAVUCHHS CCTICBBIX A0Ka-
3atenbCTB» (Network [orensics),

B cooTBCTCTBHM C YT00BHO-MPOLCCCY AIbHBIM KOACKCOM KuTas ans pac-
KPbITHSl TIPCCTYILICHUM, COBCPILACMBIN B CCTH MHTCPHCT. BO3MOKHO HCIIONb-
30BAHUC MPABOOXPAHUTCALHBIMU OPTAHAMHM TCXHHUCCKHMX CMOCOOO0B pacc.c-
NOBAHUS., KOTOPLIC OCHOBAHbI HA MPMMCHCHUHM CICLU(IMUCCKUN AMMAPATHO-
MPOTPAMMHLIX KOMITICKCOB. BbIMOTHAIIUX (]J_\'Hl(l[lfl[/l TOHUCKA, 3AKPCILICHUS,
UCCICI0BAHUS M COXPAHCHUSI HCOOXOAUMBIX JOKA3ATCABLCTB,

KpoMc Toro, opratbl MPCABAPUTCALHOrO PAcCacIoBaHus KuTast akTUBHO
HCTIONb3Y 0T TCXHHUCCKUC BOSMOMKHOCTH MHBIX CYOBCKTOB — MPOBaii1cpoB,
OPraHH3aLui, MOJICOCIUHCHHBIX K CCTH WHTCPHCT. FOPHIHMCCKUX ML, HC-
MO.TB3YIOMIMN COCIHHCHHS C MCHXKIYHAPOIHbIMH KOMIBIOTCPHBIMH H HH(Op-
MALMOHHBIMH CCTHMH, 4 TAKKC JPYTHN OPraHH3aLui.
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HenocpeacTBeHHBI ¢OOP HHGOPMAIHK O MPECTY NICHUAX PACCMATPHBAC-
MOH Ipy¥nmbl OCYIMECTBIACTCA NPABOONPAHHTC.IbHBIMH OPTAHAMH ABYMA My-
TAMH. OTKPBITOC MPHHYJHTCILHOC BMCIIATENLCTBO ¢ LE.TBIO MO.IVYCHHA HH-
(popMaIMH 0 COBEPIICHHOM MPECTYTUICHHW H HEITACHOS¢ BMEIIATE.THCTBO, KO-
TOPOE MOIAPAIVMEBACT MOTYYCHHE HHOOPMALUHHM ¢ NMOMOLUBI) PABJIMHBIX aI-
PECOB. COOTBETCTBYIOLUMX HH(OPMAUHOHHBIX MIATHOPM U OJOKHPOBKH HC-
TOUHUKA HHPOPMALMH M 47PCCa MPCCTY MHUKA,

Kpomc Toro. B COOTBCTCTBHM €O CT. | 10 Y roI0BHO-MPOUCCCYANBHOIO KO-
Ackca Kutasi CICICTBCHHBIC OPraHbl B MPOLCCCC PACC.ICIOBAHKS MPCCTYILIC-
HUif, COBCPILCHHBIX B CCTH MIHTCPHCT, HMCIOT MPABO 3ampalinBath HHPOPMa-
LUHIO ¥ IOPUAHUCCKUN H (JU3HUCCKHX ML, MO HAMHYMIO ¥ HUN MHDOPMALUH,
OTHOCHILCKCS K COBCPIICHHOMY MPCCTYIICHHIO.

B cayuac obHapyikcHMs ICHCTBMI ¢ MCnoab30BaHMCM MIHTCPHCTA. HaHo-
CALMX YTPO3Y roCy JAPCTBCHHOM OC30MACHOCTH, HAMPABICHHBIN MPOTHB rOCY-
MAPCTBCHHBIX, OOLUCCTBCHHBIX M KO.LICKTHBHBIX HHTCPCCOB H.IH HAPY LUAIOLLMN
3AKOHHBIC TIPABA W MHTCPCCHI MPIAH M IP., OPraHW3ILHH JT0.KHBI CONpa-
HUTb BCHO M3HAYAIBHYHO MHOPMALMIO O TAKUX COObITHAX. B Teuckme 24 ua-
COB O TAKMX MPCUCICHTAX JO.KHO ObITb HAMPABICHO COOOLUCHHC B OPraHbl
OOLUCCTBCHHON OC30MaCcHOCTH.

B cooteerereuu co cr. 16 INocranosichus [occosera KHP «O6 ympas.ic-
HUM  HH(OPMADMOHHBLIM OOCNYIKHBAHHCM B CCTH MHTCPHCT». HMHTCPHCT-
NPOBAHICD B CIy4aC ODHAPYIKCHHSI MPCCTY UICHUI, 11I0/PKCH HCMCIICHHO NpPH-
HSTb MCPbl K HMX MPCCCUCHHIO, COXPAHWUTbL COOTBCTCTBY HOLUKMC 3aMHCH H B
CPOMHOM MOPIKC COOOLUTD B COOTBCTCTBY HOLUUC HHCTAHLMH.

YKa3aHHbIC MCPbl. HAPSIy € MPOBOIMMBIM KOMIM.ICKCOM OMNCPATHBHO-
PO3BICKHBIX MCPOMPHITHIA W CACICTBCHHBIX ACHCTBMH N03BOMSIKOT 3(P(PCKTHB-
HO BbISBIATb, PACKPbIBATL M PACCICIOBATL MPCCTYIICHHS, COBCPIIACMBIC B
ceth UuTepHer.

O AONONHEHWN ONPEAENEHNA KPUMUUHANTNCTUKU
. . Jlysaun
Hosoyruit 2ocvoapemaenistit viisepeument

TpucaMHas CVIMHOCTL UCAOCTHOCTH KPHMUHATUCTHUCCKOH ACATCILHOCTH
COCTOMT W3 MPAKTHUCCKOTO. YUCOHOr0 MW HAVUHOrO KOMMOHCHTOB. B HayuHOM
ACTICKTC OHA HAMPABJICHA HA CO31AHHC PABIMUHBIN FPYMMNHPOBOK, KAacCH(u-
KALMIA. CHCTCMATHKH KATCTOPHE KAK HAYUHOrO HHCTPYMCHTAPHS Pa3BHTHS
KPUMMHATMCTHKN B LICIOM, TAK U BXOSLUMN B HCC YACTHBIN KPUMHHATHCTH-
YCCKMX TCOPHIl, KJIACCH(PUKAUMHA CICI0B, KIACCM(PUKALUMHA MPCCTY MICHHI,
KIaCCH(PUKADMH MPCCTYMHBIX FPYMM, KIACCH(PMKAUMH 3IKCNCPTHBIX MCCICIO0-
BAHWH. KIACCHM(PMKAUMH KOH().IMKTOB HA MPCABAPUTCILHOM CICICTBHH H
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