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Juninomuas padota: 63 c., 36 puc., 1 Tabi., 37 UCTOYHUKOB, 2 NPUIIOKECHUS.
NHOOPMALIMOHHAA CHUCTEMA, 3AUHIUTA HWH®OPMAILINUUA,

[TPOEKTHPOBAHU, HIND®POBAHMUE, NAEHTUOUKAILINA,
AYTEHTUOUKALUA, AHTUBUPYC

Hean padoThl: co31aTh CUCTEMY 3alllUThl MHPOpMAUU UHPOPMALITUOHHOM
cuctemMbl «OITJIATH», cOOTBETCTBYIOITYIO TPEOOBAHUSIM 3aKOHOAATEIIbCTBA.

O0beKT MccienoBaHusi: cuctema 3amuthl WHGopMaruu (manee — C3U)
uHpopmarmonHor cucremol (nmamee — HC) «OIUUIATH». UC «OIUTATH»
paspaborana OO0 «JIBO» [1] u sxcrutyatupyetcst OOO «OITIIATH» [2].

IIpeaMer ucciieoBaHuA: aBTOMATH3AIMS MPOIECCOB 3aIIUTHI THGOPMALIHH
B C «OIJTAT».

MeToabl HCCIAEAOBAHHMA: CHUCTEMHBIA aHajau3, CpPAaBHECHUE BapUAHTOB
peleHuii, TOpUHITHE  PEIICHUM, CXEeM, aHaJUTHYeCKue, Trpaduueckoit
UHTEPIPETALIUH.

HccaenoBanusi u pazpadorkm: omnucana apxutekrypa MC Ha ocHOBe
KJIMEHT-CEPBEPHON MOJIeNH, pa3paboTaHbl TpeOOBaHUs MO 3almTe MHpOpMaIuwy,
MPEIOKEHBI IUarpaMMbl CETEBOM 0€30MaCHOCTU U O00JAYHOTO Pe3epBUPOBAHUS,
MOJIYYeHBI PE3YNbTAThl HUCIBITAHUN TO OIEHKE COOTBETCTBUSA TPEOOBAHUSIM
3aKOHOAATENbCTBRA.

JJieMeHThl Hay4YHOH HOBH3HBI: cxema apxutekTypbsl UC OIUIATU u ee
onucaHue, TpeOOBaHUA K CHUCTEME 3alllUThl MH(POpPMAIMU, PEHICHUs MO 3aluTe
uHdOpMaIUH, PE3yNbTaThl MO OLIEHKE COOTBETCTBUS CO3JJaHHOM CHCTEMBI 3allUThI
uHdopMaIuu TpeOOBaHUAM 3aKOHOIATEIILCTBA — TIOJYUYEHBI BIIEPBHIE.

O0s1acTh  BO3MOKHOTO  NPUMMEHEHHA.  [OJYYCHHBIE  PE3yJIbTAThl
ucnons3oBanbl komnanueit OO0 «JIBO» [1] npu npoekTHpoBaHUU, CO3JaHUHU H
aTTecTanuu cuctemsl 3amuTthl nHbopmaruu MC OTUIATH.

TexHUKO-IKOHOMHYECKAs, COUUAJbHAS 3HAYUMOCTb: 3HAYUMOCTH
pabotel cocrouT B obOecrneueHnu 3amutbl UC OIIJIATM oT MOIICHHHKOB H
XaKepOB, UYTO SBIISIETCS OYEHb BAXKHBIM IPU COBPEMEHHOM YpPOBHE pPa3BUTHS
U(POBBIX TEXHOJOTUN M UX TMPOHUKHOBEHUH BO BCE CQPEpbl KUZHEACATEIHHOCTU
JIIOJIEH.

ABTOp pabOThl TONTBEPXKIACT, UYTO MPUBEAEHHBI B HEW pacyeTHO-
AHATUTUYECKUI MaTepuan TpPaBWIHBHO M OOBEKTHUBHO OTPAXKAET COCTOSTHUE
HCCIIEyeMOTO MPOIECCa, a BCE 3aMMCTBOBAHHBIE U3 UICTOYHUKOB TEOPETUUYECKUE U
METOJI0JIOTUYECKHUE TOJIOKEHUS U KOHIEMIIUA COMPOBOKAAIOTCS CChUIKAMU HA UX
aBTOPOB.



Thesis: 63 p., 36 fig., 1 tab., 37 sources, 2 attachments.

INFORMATION SYSTEM, INFORMATION SECURITY, DESIGN,
ENCRYPTION, IDENTIFICATION, AUTHENTICATION, ANTIVIRUS

The purpose of research: to create an information security system for the
«OPLATTI» information system that complies with legal requirements.

Object of research: information security system (hereinafter - ISS) of the
information system (hereinafter - IS) «OPLATI». IS «OPLATI» is developed by
LLC «LWO» [1] and operated by LLC «OPLATI».

Subject of research: automation of information security processes in IS
«OPLATI».

Research methods: system analysis, comparison of decision options,
decision-making, diagrams, analytical, graphical interpretation.

Research and development: IS architecture based on the client-server model
was described, information protection requirements were developed, network
security and cloud backup diagrams were proposed, and the results of tests to assess
compliance with legal requirements were obtained.

Elements of scientific novelty: scheme of architecture of IS «<OPLATI» and
its description, requirements to the information security system, information security
solutions, results on assessment of compliance of the created information security
system with legislative requirements - received for the first time.

Possible application: the obtained results were used by LLC «LWO» [1]
when designing, creating and certifying the information security system IS
«OPLATI».

Technical, economic, social significance: the significance of the work is to
ensure the protection of IS «OPLATI» from fraudsters and hackers, which is very
important at the current level of development of digital technologies and their
penetration into all spheres of human life.

The author of the paper confirms that the calculation and analytical material
presented in it correctly and objectively reflects the state of the process under study,
and all theoretical and methodological provisions and concepts borrowed from the
sources are accompanied by references to their authors.
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MbTa [gacielaBaHHM. CTBaphlllp CcicTAOMy abapoHbl  iH(apMalbli
iHapmaneiiinait  cictambel - «AIIIAILll», skas aanaBsgae maTpabaBaHHSIM
3aKaHa1ayCTBaA.

AG'exkT nmaciaemaBaHHs. cictoma abaponbl iH(Mapmanpl (marerdn — C3l)
iH(bapmanplitHaii cictamel (nanei — [C). IC « AIUTAL» pacnpamnaana TAA «JIBO»
[1] 1 skcmyatyenna TAA «ATTJIAL» [2].

IIpagMeT nacaenaBaHHs: ayTaMaThI3allbld Mpaipcay adbapoHsl iHbapMalibli
¥ IC «ATTJTAILD».

Metaa nacjegaBaHHsSI: CICTOMHBI  aHalli3, TapayHAHHE BapbISHTAY
PaIHHSY, MPBIHAIIIIE PANIIHHSY, CXEM, aHATITBIYHBIA, TpadiuHai IHTIPIPITALIBII.

JacaenaBanHi i pacnpanoyki: amicana apxiTkrypa IC Ha acHOBe KJIie€HT-
CEepBEpHail MajpIl, paclhpalaBaHbl MarpabaBaHHl ma abapoHe i1H(apmallbli,
mparnaHaBaHbl JIbISITPAMbI CETKaBal OsICIIEK] 1 XMapHara p33epBaBaHHs, aTPbIMAHbI
BBIHIKI BBITIpaOaBaHHSAY T1a allPHIIBI aJaBeIHACII TaTpabaBaHHIM 3aKaHa/1ayCTBa.

DJieMeHThI HABYKOBail HaBi3HbI: cxema apxiTIKTypbl IC «ATITALLD 1 sie
amicaHHe, narpabaBaHHi Jja CICTOMbI abapoHbI 1H(hapMallbli, paldHHI nMa adapoHe
iH(apmarlibli, BBIHIKI T1a amPHIBI aJIaBeJHACIll CTBOpaHall CICTAIMBI a0apOHBI
1H(apMaribli maTpabaBaHHIM 3aKaHaIayCTBA - aTPbIMAHBI YTIEPIIBIHIO.

Bobaacub MarybiMara npbIMAHEHHSI: aTPhIMAaHbBISA BBIHIKI BBIKAPHICTAHBI
kamnaHisii TAA «JIBO» [1] npel mpaekTaBaHHi, CTBApIHHI 1 aTA3CTAIbIl CICTIMBI
abaponsl iHpapmaripii [C «ATITTALI».

Thxnika-skaHamiuHasi, canbisJibHasi 3HAYHACHL. 3HAYHACIb IMPAIlbI
ckiagaernia ¥ 3abecmsiusnni adaponsl [C «ATTJIALLDY ax maxisipoy 1 xakepay, miTo
3'styJisieriia BeJIbMi BaKHBIM MPBI CyYaCHBIM Y3POYHI pa3BIlllIs JIiu0aBbIX TOXHAJIOTIN
11X IpaHIKHEHHI Ba Yce cephl KbIIIII3eHHACII JIFOA3CH.

A¥Tap mpanbl manBsip/Kae, IMITO MPBIBEA3EHBI ¥ €1 pa3iiikoBa-aHATITIYHBI
MaTIPBISIT IPaBUIbHA 1 a0'eKThIVHA aJTFOCTPOYBAE CTaH JIOCIeIHAra mpaipacy, a yce
3ama3pl4aHblsl 3 KPBIHII TYApITHIYHBISA 1 METaJalariuHblsd MaTaK HHI 1 KaHIIIIBI
CyIpaBaJXKaloIIlla CIachlIKaMi Ha 1X ayTapay.



