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Master’s thesis: 64 p., 55 sources, 2 tables.

PERSONAL DATA PROTECTION, LEGAL FRAMEWORK,
PERSONAL DATA, DIGITAL TECHNOLOGIES

The relevance of the topic

Personal data protection is a component of the inalienable human
rights related to the protection of privacy; However, the active refinement
of digital technologies and artificial intelligence technologies creates
serious threats to the existing mechanism for the protection of personal data
require an answer. Therefore, the study of the issues of modern challenges
in the field of personal data protection is undoubtedly relevant.

The purpose of the research

The purpose of the master's thesis is to conduct a comprehensive
study of key aspects of personal data protection in the context of new
challenges posed artificial intelligence technologies, big data as well as the
refinement of Internet technologies.

Object of the Research

The object of the research is to investigate and analyze the modern
challenges in the field of personal data protection.

Subject of the Research

The subject of the research is personal data protection.

Objectives of the research

1) study the basic principles of personal data protection provided for
by the norms of international law and national legislation;

2) study the impact of Al technologies, Big Data and algorithms
upon the mechanism for protecting personal data;

3) the impact of new Internet technologies (social networks, Internet
of Things) upon the protection of personal data;

4) refinement of proposals for improving the mechanism for
protecting personal data in the context of using new digital technologies.

Research methodology

The research methodology includes a comprehensive literature
review of existing studies, policy documents as well as industry reports to
identify key themes and gaps. Additionally, case studies of data breaches,
privacy violations as well as successful practices are analyzed to extract
lessons and best practices.



OBIIAA XAPAKTEPUCTUKA PABOTDI
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SAIIUTAITEPCOHAJIBHBIX JNAHHBIX, [TPABOBOE
PETYJINMPOBAHUE, ITTEPCOHAJIbHBIE JAHHBIE, ITU®POBLIE
TEXHOJIOT' MU

AKTYaJIbHOCTH TeMbI

3ammTa TNEpPCOHANBHBIX  JIAHHBIX  SABJISIETCS  COCTAaBJISIIOLLIEH
HEOTHEMJIEMBIX  MpaB  YEJIOBEKa, CBSI3aHHBIX  C  3alllUTOM
HETPUKOCHOBEHHOCTHU YaCTHOU KU3HU; Onnako aKTUBHOE
COBEpIIICHCTBOBaHWE  IU(PPOBBIX  TEXHOJOTUA W TEXHOJIOTHM
HCKYCCTBEHHOI'O MHTEJJIEKTA co3zaer CEpBbE3HBIC YIpO3bI
CYIIECTBYIOIIEMY MEXaHU3MY 3alllUThl  [EPCOHAJbHBIX  JIAHHBIX,
TpeOytome orBera. [loaTomMy wH3yueHHE BOMPOCOB COBPEMEHHBIX
BBI30BOB B c(pepe 3alTuThl IEPCOHATBHBIX TAHHBIX, HECOMHEHHO, SIBIISICTCS
aKTYyaJIbHBIM.

eab uccaenoBanus

[lempr0 MarucTepckoM JIHUCCEPTALMU  SBIAETCS  IPOBEICHUE
KOMIUIEKCHOTO  HCCJIIOBaHUSI  KIIOYEBBIX  ACHEKTOB  3aIUThI
MEPCOHATILHBIX JaHHBIX B KOHTEKCTE HOBBIX BBI30BOB, KOTOPBIE CTaBSIT
TEXHOJIOTMH WCKYCCTBEHHOTO WHTEJUICKTAa, OOJIBIIUX JAHHBIX, a TaKXKe
COBEPIIEHCTBOBAHUE MHTEPHET-TEXHOJIOTUMA.

OO0beKT uccjie0BaHusA

OOBEKTOM HCCIeIOBAaHUS SBIAETCS MCCICAOBAaHUE U aHAIU3
COBPEMEHHBIX BBI30BOB B c(pepe 3amuThl MePCOHATBHBIX JaHHBIX.

[Ipenmer uccienoBanus

[IpenMeToM wuccleOBaHMS SIBISETCS 3alUTa IEPCOHAIBHBIX
JTAHHBIX.

3anaum ucciie10BaHuA

1) wu3ydyeHHE OCHOBHBIX MPUHLMIIOB 3alIUTHl MEPCOHAIBHBIX
JNAHHBIX, MPETYCMOTPEHHBIX HOPMaMU MEXIyHApOJHOrO IpaBa H
HaIIMOHAJIBHOTO 3aKOHO/IaTEJIbCTBA;

2) U3y4deHHE BIUAHUS TEXHOJOTHM MCKYCCTBEHHOTO WHTEIJIEKTA,
OONBINX JAaHHBIX W AaJTOPUTMOB HA MEXAHU3M 3aIllUThI MMEPCOHATBHBIX
JAHHBIX;

3) BIMSIHUE HOBBIX HMHTEPHET-TEXHOJOTHH (COLMATIbHBIE CETH,
NuTtepHeT Belieil) Ha 3alUTy IEPCOHATBHBIX TaHHBIX;



4) nopaboTKa MPEJIOKEHUIN 10 COBEPIIICHCTBOBAHUIO MEXaHU3Ma
3aIATHl TEPCOHANBHBIX JTAHHBIX B KOHTEKCTE WCIIOJIH30BAaHUS HOBBIX
U(POBBIX TEXHOJIOTHIA.

MeTomosiorust MccJieI0BaAHUS

Meroponorus ucCIeOBaHUST BKIIOYACT B CE€0S KOMIUICKCHBIN
0030p JUTEpaTyphl CYIIECTBYIONMIUX HCCJICAOBAHUM, TMOJUTHICCKUX
JIOKyMEHTOB, & TaK)K€ OTPACIEBBIX OTYETOB IS BBISBJICHHS KITFOYEBBIX
TeM u 1pobenoB. Kpome Toro, aHaIM3UPYIOTCS TEMATHYECKUE
WCCTICIOBAHMS YTEUYEK JaHHBIX, HApYIICHUH KOH(MUICHIIMATHLHOCTH, a
TaK)K€ YCHENIHbIC MPAKTUKH JIs HW3BJICUCHUS YPOKOB W IEPEIOBOTO
OTIBITA.
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