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ANNOTATION

This master’s thesis is titled “Digital Rights in the Human Rights System.” It is
approximately 56 pages long, includes 55 references, and contains one table. The thesis is
primarily composed of an introduction, four main chapters, a conclusion, and a
bibliography.

Keywords: Digital Rights, Human Rights System, Privacy Protection, Data
Protection, Freedom of Expression

The Purpose of This Work

This study aims to systematically analyze the status, connotation, and main
influencing mechanisms of digital rights within the contemporary human rights system. It
delves into the expansion and implementation of fundamental rights—such as privacy,
freedom of expression, and access rights—in the digital environment, with the goal of
providing theoretical support and practical insights for human rights protection in the
digital age. By examining international and regional legal frameworks, the study
summarizes the evolution trends and core challenges of digital rights and proposes
strategies and recommendations for enhancing their protection.

The Object of This Work

The research focuses on the social relations and legal norms related to digital rights,
particularly examining the systems and practices developed by various countries and the
international community in protecting, regulating, and promoting human rights
(especially online rights) in the context of rapid advancements in the internet and
information technology.

Subject of the Research

The theme of this study is the positioning and development of “digital rights” within
the overall human rights system. It explores their legal nature, specific classifications, and
the connections and conflicts with traditional human rights, while also focusing on the
principal practices and legal mechanisms at the international, regional, and national levels
for protecting digital rights.

Research Methods

This thesis employs a comprehensive range of research methods, including:

Dialectical Method: Utilizing scientific abstraction, analysis and synthesis,
induction and deduction, the integration of quantitative and qualitative approaches, as
well as the combination of historical and logical reasoning to systematically examine
issues related to digital rights.

Comparative Law Analysis: Comparing the differences in digital rights legislation
and practice across various countries and regions (such as China, the European Union, the
United States, and the Eurasian Economic Union), and exploring the underlying causes of
these differences.

Expert Assessments: Drawing on research and commentary from international
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organizations, academic institutions, and relevant experts, alongside practical case studies,
for evaluation and synthesis.

Literature Review: Conducting a comprehensive review of international treaties,
regional human rights conventions, national laws and regulations, and related academic
works to form an overall understanding of the development of digital rights.

Research Results and Novelty

Through a systematic review of international and regional human rights regulations
and practices, this study reveals the increasingly prominent role of digital rights in
modern society. The specific achievements and innovations are mainly reflected in:

Systematic Analysis of Digital Rights: The study clarifies the theoretical
foundation and emerging trends of digital rights within the current human rights
framework, systematically discussing them from the perspectives of “new rights” and the
“extension of traditional human rights.”

Comparison of International Legal Mechanisms: A horizontal comparison is
made among global and regional practices—including United Nations conventions, the
European Union’s General Data Protection Regulation (GDPR), the United States’ free
speech system centered on the First Amendment, and the digital regulatory models of
China, the Eurasian Economic Union, and others—analyzing their legislative logic and
implementation effectiveness.

Protection Pathways and Policy Recommendations: Based on an assessment of
the current shortcomings in digital rights protection, the study proposes multi-level
(international-regional-national-societal) legislative and policy improvements. These
include enhancing cross-border cooperation in personal data protection, refining the
balance between online expression and cybersecurity, and establishing unified and
transparent governance rules for digital platforms.

Contribution to Human Rights Theory: The research further enriches the
response of human rights theory to technological change by emphasizing the importance
of protecting individual dignity, autonomy, and participatory rights in the digital era,
thereby providing a foundational reference for future research on digital human rights.

In summary, this study highlights the significant importance and practical challenges
of digital rights in contemporary society. It offers feasible suggestions for academia and
practitioners to collaboratively enhance the human rights protection mechanisms in the
digital environment worldwide, thereby contributing to and promoting the development
of human rights law theory and systems in the digital age.



AHHOTAIUA

JlanHasi MarucTepckas quccepraius HocuT Ha3Banue «L{udpossie npasa B
cucremMme npaB uenoBeka» (Digital Rights in the Human Rights System). Ilonublit
TEKCT pabOThI HACUUTHIBAET OKOJIO 56 CTPAHHULL, COAEPKUT 55 NUCTOUHUKOB U |
Tabnuiy. Pabota cocToUT U3 BBEACHUS, YETHIP IJ1aB OCHOBHOI'O TEKCTA, 3aKIIOUCHUS
U CIIMCKA JIUTEPATYPHI.

Kuarwuessbie cioBa:

[{udposkie npaBa, cucTeMa MpaB 4eJIOBeKa, 3allUTa MPUBATHOCTH, 3all[UTa
JAHHBIX, CBOOO/1a BBIPAYKEHUS

eap uccaenoBanus

JlanHoe uccneqoBaHue HAPABICHO HA CUCTEMAaTUYECKUI aHAIN3 MECTa,
COJICp>KaHUSI U OCHOBHBIX MEXAHU3MOB BO3/ICUCTBUS LIM(PPOBBIX MPAB B COBPEMEHHOMN
cucreMme npas yenoBeka. PaboTa rimy0oko paccMaTpUBaeT pacliupeHue U
peanu3aluio OCHOBHBIX MPaB, TAKUX KaK 3alllUTa MPUBATHOCTH, CBOOO/1a BHIPAKECHUS
¥ TIPaBO Ha JOCTYT B U(POBOiL cpere, CTPEeMsICh MPEIOCTABUTh TEOPETUIECKYIO
MOJJICPXKKY U MPAKTHUECKUE PEKOMEH IAIUU ISl 00eCIIeYeHUs IIpaB YeIOBEKa B
udpoByro 3moxy. MccnenoBanue MexXIyHAPOIHBIX U PETHOHATBHBIX TPABOBBIX
PaMOK MO3BOJISIET 000OIIUTh TEHAECHIIMN Pa3BUTHSI LIU(PPOBBIX MPAB U UX KIIOUEBHIE
BBI30OBBI, & TAKKE MPEAJIOKUTH MEPHI IIO COBEPIIEHCTBOBAHUIO MEXAHU3MOB MX
3aIIUTHIL.

O0beKT nccjie10BaHuA

OOBEKTOM JTaHHOM TUCCEPTALMU SIBJISIOTCS COLIMAIBHBIE OTHOIIIECHUS U
MIPaBOBBIC HOPMBI, CBsI3aHHBIE C ITU(POBBIMU MTpaBaMu. B paboTe ocHOBHOE
BHUMAaHUE YACISIETCA CUCTEMaM U MpaKTUKaM, GOPMUPYIOIIUMCS B CTpaHaX U
MEXTYHApPOTHOM COOOIECTBE B 00JIACTH 3aIUTHI, PETYIUPOBAHUS U MIPOABUKCHUS
paB YesioBeka (0COOCHHO OHJIAWH-TIPaB) Ha JOHE CTPEMUTEIHHOTO Pa3BUTHS
WHTEPHETA U UH(POPMAITMOHHBIX TEXHOJIOTHUH.

Tema ucciaenoBanus

Temoit uccnenoBaHus ABISETCA MO3UIIMOHUPOBAHUE U PA3BUTHE «ITUPPOBBIX
IpaB» B paMKax 00Ilei cucTeMbl IpaB yeloBeka. B uacTHOCTH, paccMaTpuBaeTcs Uux
IpaBoOBasi NPUPOJIa, KOHKPETHBIE TUIIBI, a TAKKE B3aUMOCBSI3b U IPOTUBOPEUUS C
TPaJUIIMOHHBIMU MPpaBaMu 4eJioBeka. Takxke y/enseTcs BHUMaHue OCHOBHBIM
MpaKTUKaM U MPABOBBIM MEXaHW3MaM, MPUMEHIEMbIM Ha MEKTYHAPOIHOM,
pPErMOHAILHOM M HAIlMOHAJILHOM YPOBHSIX JJISI 3alIUTHI ITU(POBHIX MPaB.

MeTtoabl ucciae10BaHus

B nannoit paboTe mpUMEeHEeH KOMIUICKCHBIN MOAXO0]] C UCTIOJIb30BAHUEM
Pa3JIMYHBIX METOJO0B, B TOM YHCIIE:

JuajieKTHYeCKUil MeTOo/I: IPUMEHEHHUE HAYyYHOT0 a0CTparupoBaHusl, aHAIN3a U
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CUHTE3a, UHIAYKIHUH U ICTYKIUH, a TAKKEe 00BbEIUHEHUE KOJIMUYECTBEHHOTO U
KAue€CTBEHHOI'O MOJIX0/I0B U HCTOPUKO-IOTMYECKON MEePCIIEKTUBBI JIsI
CHUCTEMATHYECKOTO U3YUYEHUS BOITPOCOB ITU(PPOBBIX MPaB.

CpaBHUTEJIbHO-IPABOBOI AHAJIN3: CONIOCTABJIECHUE PA3JINUU B
3aKOHOJIATEIHCTBE U MPAKTUKE IIU(PPOBHIX MPAB B PA3IMYHBIX CTPAHAX U PETHOHAX
(manpumep, Kuraii, EC, CIIIA, EBpazuiickuii 5KOHOMUUYECKUI COI03) C IIENTBIO
BBISIBJICHUS IPUYUH ATUX PA3ITUYUI.

JKcNepPTHBIE OLEHKHU: OTOpa Ha UCCIICIOBAaHMS U KOMMEHTapUU
MEXTyHAPOIHBIX OpraHU3aIui, aKaJeMUYECKUX YUPEKICHUN U HKCIIEPTOB, a TAKKE
aHaJIu3 MPAKTUYECKUX KEUCOB.

JlurepaTypHbIii 0030p: BCECTOPOHHUN aHAIN3 MEKIYHAPOIHBIX JOTOBOPOB,
pEruoHaIbHBIX KOHBEHIIUI MO MpaBaM Ye€JI0BEKa, HAIIMOHAIbHBIX 3aKOHOB U
HOPMAaTUBHBIX aKTOB, a TAKKE COOTBETCTBYIOIINX AKAJEMHUUECKUX TPYIOB JIs
dbopMHUpOBaHUSA LIETTOCTHOTO MPEACTABICHUS O PA3BUTHH HU(PPOBHIX MPAB.

Pe3yabTaThl HCCIe10BAHUS U HOBU3HA

HccnenoBanne CUCTEMATHUECKN aHAJIU3UPYET MEKAYHAPOJHOE U PETHOHAIBHOE
3aKOHOJIATEIBCTBO U MPAKTHKY B 00JACTH MpaB YEJIOBEKa, BBISBIISS BO3pacTalolee
3HauYeHHE HU(PPOBBIX MPaB B COBpEeMEHHOM o011ecTBe. OCHOBHBIE pPe3yIbTaThl U
HOBHU3HA padOThI 3aKJIIOYAIOTCS B CIIEAYIOLIEM:

CucremaTu4ecKui aHAJIM3 HUPPOBBIX NPAB: ONPEIECICHUE TEOPETUIECKON
OCHOBBI M HOBBIX T€HJICHIIMHN pa3BUTHUS HU(PPOBBIX MPaB B paMKax CYIIECTBYIOIIEH
CUCTEMBI IIPaB YEJIOBEKA, C TI0KA3aTEIbHBIM OOOCHOBAHHEM C JIBYX TOUYEK 3PEHUS —
KaK «HOBBIX IPaB» U KaK MPOJOJKEHUS TPAJAUIIMOHHBIX MIPAB YeIOBEKa.

CpaBHUTEJIbHBII AHAJN3 MEKITYHAPOIHBIX PABOBHIX MEXaAHU3MOB:
TOPU30HTAJILHOE CPABHEHHE II100aTbHBIX U PETHOHAIBHBIX TPABOBBIX MEXaHU3MOB
(Bxirouasi koHBeHIMHM Ha ypoBHe OOH, «OO0muit periamMeHT Mo 3aiuTe JaHHBIX
(GDPR)» B EC, cuctemy cB00601bI Cii0Ba Ha ocHOBe IlepBoii nmonpaBku KoHcTuTymum
CIIIA, a taxxe moaenu uudpoBoro peryiauposanus B Kurae, EBpasuiickom
SKOHOMHUYECKOM COI03€ U APYTIUX CTpaHaX/OpraHu3alusix) ¢ aHAJIM30M JIOTUKH
3aKOHOJIATENbCTBA U IP(HEKTUBHOCTH UX TPUMEHEHUS.

IIyTH 3aIIUTHI U NOJTUTHYECKHE PEKOMEHIALMU: HA OCHOBE BBISIBICHHBIX
HEJI0CTATKOB CYIIECTBYIONUX MEXaHU3MOB 3alTUThI MU(PPOBBIX MPaB MPEAJIaraloTCs
Mepbl COBEPIIICHCTBOBAHUS 3aKOHOAATENIHCTBA U MOJUTUKU HA MHOTOYPOBHEBOM
OCHOBE (MEXTyHApOIHOM, PETHOHAIBHOM, HAIIMOHATILHOM M OOIIIECTBEHHOM), TaKHE
KaK YKpEIJIEHUE MEXIYHApOAHOTO COTPYIHUYECTBA IO TPAHCTPAHUYHOM 3allUTE
MEPCOHATLHBIX JJAHHBIX, COBEPIIIEHCTBOBaHKE OajaHca MEX Iy CBOOO 101 OHJIalH-
BBIPAKEHUS U KNOEPOE30MaCHOCTHIO, a TAKXKE CO3JaHUE €AUHBIX U MPO3PAYHBIX
npaBuWJI ynpasjieHus HUGPOBLIMU TIATHOPMaAMH.

Bkiaa B Teopuio npas 4es10BeKa: paclIupeHUE TEOPETUUECKON MepCIIeKTUBI
pearupoBaHUs Ha TEXHOJOTHUECKHE U3MEHEHHUS, TTOTUEPKUBAHUE BAXKHOCTHU 3AIUThHI
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YeJI0BEYECKOIr0 JIOCTOMHCTBA, aBTOHOMUU U MIPaBa Ha y4acTue B IU(POBYIO IIOXY,
YTO CIY>KAT OCHOBOM JJISl TATbHEUIITUX MCCIICIOBAHUHN B 00J1aCTH ITU(POBBIX MTPaB
YEJI0BEKA.

Takum 06pa3om, MPOBEACHHOE UCCIIEIOBAHNE BBISBIISIET BAXKHOE 3HAUCHUE
1IU(POBBIX MPAB U MPAKTUIECKUE BBI30BBI, CTOSIIUE TIEPE]T COBPEMEHHBIM
0O0IIIECTBOM, U MpejiaraeT NpakTUYeCKue PEKOMEH AU JJI I100aIbHOTO
COBEPILIEHCTBOBAHMS MEXAaHU3MOB 3aIlIMTHI MPaB yejIoBeKa B IU(PPOBOI cpeie.
Pe3ynbTaThl pabOThI BHOCST ONPEACICHHBIN BKIIaJl B pa3BUTHE TEOPUU U
WHCTUTYLIMOHAJILHOM 0a3bl MpaB YeJIOBEKa B AMOXY HUGPOBBIX TEXHOJIOTUM.



