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AHHOTALIUSA
Junnomnas paboma, 52 cmpanuy, 4 mabauysi, S5 unrrocmpayuu, 15

UCMOYHUKOE.

KnroueBnie cJIoBa: PACIIPEJIEJIEHHAS CUCTEMA, OBMEH
COOBILIEHUAMU, MUKPOCEPBUCHAS APXUTEKTYPA, ILIN®POBAHUE,
BE3OITACHOCTb, MACHITABMPYEMOCTbBL, DOCKER, GO, REACT, C++,
POSTGRESQL, REDIS.

Obvexm ucciedo8amnus A61emcs Mporecc 0OMEeHa TeKCTOBBIMHA COOOIIEHUSIMH
B pacHpeAeciICHHbBIX CUCTEMAX.

Ilpeomemom uccnedosanusi SBIASIOTCS METOABI U TEXHOJOTUU TOCTPOCHUS
0e30mMacHBIX pacHpeleIeHHBIX CHCTeM OOMEHa COOOIIEHHUSIMH C TPUMEHEHUEM
COBPEMEHHBIX apXUTEKTYPHBIX MOJIXO0J/IOB U aJITOPUTMOB IMU(PPOBAHUS.

Llenvto pabomwvr  sensiemcss pa3zpaboTKa pachpefeaEHHON CHUCTEMBI st
0e30macHOro 0OMeHa TEKCTOBBIMU COOOIIEHUSMH C MCTIOJIB30BAHUEM COBPEMEHHBIX
TEXHOJIOTHHA U apXUTEKTYPHBIX MTOAXOI0B.

Memooamu uccnedoganusi AGNANOMC AHAIW3 CYIIECTBYIOIIUX PEUICHUM,
MIPOCKTUPOBAHUE CUCTEMBI, pa3pabOTKa U TECTUPOBAHHUE.

Tlonyuennvie pe3yibmamsl u uUX HOBU3HA: ONIPEACIICHBI KIIFOUEBbIE TPEOOBaAHUS
K paspabateiBacMoil cucteme. CHpOEKTUPOBaHA MHKPOCEPBUCHAS aApXUTEKTYpa,
oOecrieynBaroIiasl THOKOCTh, MacmTabupyeMocTh. CHCTEMa COCTOMT U3 TpPEX
OCHOBHBIX KoMIoHeHTOB. Database Service, Encryption_Service u Messenger Web.
PeanuzoBana cepBepHas dYacTh cC wucnoib3oBanuem gRPC s BHyTpeHHEro
B3aumonenictus 1 REST API ans BHemnero unrepdeiica. Pazpaboran Momysb
mmdpoBanuss ¢ agroputMoMm «Kysumeunk» (FOCT P 34.12-2015). Cosnman
COBpeMeHHBIN BeO-uHTEpdeiic Ha React. [IpoBeieHO KOMILUIEKCHOE TECTUPOBAHHME.

Jlocmogseprocmv  mamepuanog u - pe3yibmamos  OUNJIOMHOU  pabomul.
WCIIOJIb30BAHHBIC MaTepuajabl W PE3yJbTaThl JUIJIOMHOW pPabOTHI  SBISIIOTCS
JIOCTOBEpHBIMHU. PaboTa BBITIOJIHEHA CAMOCTOSTEIIBHO.

Obnacmvio  803MONCHO20 NPAKMUUECKO2O NPUMEHEHUsl A61Aemcsi JTUYHOE U
KOpPIOpaTUBHOE OOIIeHWe, TNe TpeOyeTcss BHICOKMH YPOBEHb O€30MaCHOCTH U

KOH(UIECHIIUAIBHOCTH TEePeIaBa€MbIX COOOIIECHUH.
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AHATALBIS

Hvinnomnas npaya, 52 cmaponax, 4 maobaiyset, 5 intocmpaysiii, 15 kpwiniysl.

Knrouaswis CJ1080bl. PASMEPKABAHA CICTOMA, ABMEH
I[TABEJJAMJIEHHMI, MIKPACSPBICHBIX APXITOKTYPA,
[IIBI®PABAHHE, BACITEKA, MAIIITABABAHACIIb, DOCKER, GO, REACT,
C++, POSTGRESQL, REDIS.

Ab'ekmam  OacnedasamHns — 3'aynseyya  WpamdCc  aOMEHYy — TIKCTaBBIMI
naBeJlaMJICHHsIMI ¥ pa3MepKaBaHbIX CiCTAIMAX.

Ilpaomemam Oacneoasanns 3'ayraioyya METaabl 1 TIXHAIOTI Ma0yI0BbI
OSICLICYHBIX pPa3MEpPKaBaHbIX CICTAM a0MEHy NaBeJaMJICHHSIMI 3 Y)KbIBAHHEM
CY4YacCHBIX apXiTAKTYPHBIX MaJbIX0Aay 1 aNrapeiTMay miblppaBaHHs.

Mbmaii oacnedsanus 3'aynseyya pacnpaioyka pasMepKaBaHall CICTAMBI s
OsicneyHara aOMEHy TOKCTaBbIMI TaBEJaMJICHHSIMI 3 BBIKAPBICTAHHEM CYYacHBIX
TIXHAJIOTIH 1 apXITAKTYPHBIX MMAJIBIX0JIAY .

Memaoami  Oacnedasanns  3'ayndaioyya  aHam3  ICHYIOUBIX  PAallldHHAY,
IIpacKTaBaHHE CICTAMBI, pacrparoyka i TacTaBaHHe.

Ampuimanvis evinixi 1 Ix Hagl3Ha: BhI3HAYAHBI KIIOYABBIS MMaTpaOaBaHHI J1a sKas
pacnpanoyBaenua cicrame. CrpaekraBaHass MHUKpPOCEPBUCHAs apXITIKTypa, sKas
3absicieyBae THYTKacllb, MalnTabaBaHacllb 1 aaMoBaycroimiBacips. CictoMa
CKJIaJlaellia 3 TpoxX aCHoYHbIX KamnaHeHTay: Database Service, Encryption Service i
Messenger Web. PoaanizaBanasi cepBepHast yacTka 3 BbikapeicTaHHeM gRPC mns
yHyTpanara y3aemanzesHHs 1 REST API nns BonkaBara inTapdeiicy. PacnpaniaBansl
Moaysib 1ibidpaBanHs 3 anrapeitMaM «Konik» (JJACT P 34.12-2015). CtBOopansl
cydacHsl B30-1HTIpdeiic Ha React. [IpaBea3eHa KoMIIEKCHae TACTaBaHHE CICTAMBI.

Jlacmasepnacyv mamapwvisanay i 6bIHIKA) ObINJIOMHAU NPAybl. BBIKAPHICTAHBISA
MaTIPBISIIBI 1 BBIHIKI JBIIJIOMHAN Tpambl 3’ Ayisioinia gactaBepHbiMi. [Ipara
BBIKAHAHA CaMaCTOMHA.

Bobnacyvio macuvimaca npaxkmuviunaea npviMsiHeHHs 3'syaseyya acabictae 1
KaprapaTbhIyHae 3HOCIHBI, /13¢ maTpalyeria BbICOKI Y3pOBEHb OsCIEKl 1 MPhIBATHACIT

repagaronla MaBeIaMIICHHAY .



ANNOTATION
Diploma work, 52 pages, 4 tables, 5 illustrations, 15 sources.

Keywords: DISTRIBUTED SYSTEM, MESSAGING, MICROSERVICE
ARCHITECTURE, ENCRYPTION, SECURITY, SCALABILITY, DOCKER, GO,
REACT, C++, POSTGRESQL, REDIS.

The object of the research is the process of exchanging text messages in
distributed systems.

The subject of the research is methods and technologies for building secure
distributed messaging systems using modern architectural approaches and encryption
algorithms.

The purpose of the research is to develop a distributed system for secure text
messaging using modern technologies and architectural approaches.

Methods of research are analysis of existing solutions, system design,
development and testing.

The results of the work and their novelty: key requirements for the developed
system have been defined. A microservice architecture has been designed, providing
flexibility and scalability. The system consists of three main components:
Database_Service, Encryption_Service, and Messenger Web. The server side has
been implemented using gRPC for internal interaction and REST API for external
interface. An encryption module with the "Kuznyechik" algorithm (GOST R 34.12-
2015) has been developed. A modern web interface has been created using React.
Comprehensive system testing has been conducted.

Authenticity of the materials and results of the diploma work: the materials used
and the results of the diploma work are authentic. The work has been put through
independently.

Recommendations on the usage. The results of the work can be used for personal
and corporate communication, where a high level of security and confidentiality of

transmitted messages is required.



