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ANNOTATION

1. Structure and scope of the master's thesis: 49 pages, 3 chapters, 58 sources.
2. Keywords: cybercrime, business security, international cooperation, digital
economy, cyber threats.

3. The content of the work
The object of the work is the legal relationships arising in connection with the
commission of cybercrimes against business entities in the global digital economy.

The subject of the work includes the national legislation of various countries,
international treaties, supranational regulations, court practice, and analytical reports
of international organizations related to the prevention and control of cybercrime in
the commercial sphere.

The purpose of this work is to deeply study and analyze the counteraction to
cybercrime in the sphere of business, to study the legal experience of combating it at
the international and national levels, as well as to develop proposals to improve the
effectiveness of the fight against cybercrime, taking into account the mechanisms of
international cooperation.

Research methods: the methodological basis of the research consists of the
dialectical method for studying social and legal phenomena, as well as formal-logical
methods such as deduction, induction, analysis, and synthesis. Private legal methods
such as formal-legal, comparative-legal, and structural-legal analysis are also
employed to assess different legal systems and international cooperation mechanisms
in combating cybercrime.

Research results: The study systematizes the main types of cyber threats
affecting businesses, identifies gaps and assesses the effectiveness of countering
crime at various levels. The thesis proposes a multi-level model for countering
cybercrime in the business sphere that systematically integrates international law,
national strategies and corporate risk management practices. The study develops an
approach to ensuring «business cyber resilience» that takes into account the need to
create adaptive legal mechanisms in which criminal prosecution takes into account
the intensity of technological evolution and the need to create corporate strategies
that form the basis for sustainable and secure development of the digital economy.

Reliability of materials and results of the thesis: the study contains references
to authoritative data sources to ensure the reliability and accuracy of the information.
The work is based on an analysis of national and supranational legislation,
international treaties and conventions, analytical reports and threat assessments by
international organizations, academic literature, and court practice in significant
cybercrime cases. The application of a range of scientific methods ensures the
validity of the conclusions.



Recommendations for the use of the results: states are encouraged to update
their criminal laws to keep up with the rapid development of new technologies,
making sure the rules are tech-neutral and criminalizing new forms of illegal activity.
International institutions and intergovernmental organizations should step up
institutional cooperation under the new UN Convention on Cybercrime (2024).
Commercial organizations are encouraged to implement integrated cyber resilience
strategies, including proactive risk management systems. The scientific community is
invited to focus its research on interdisciplinary analysis of challenges and responses
to them.



AHHOTALMS

1. CTpykrypa m coaep:kaHne MArUCTEePCKoOii Juccepranmuu: 49 cTpaHuIlsl, 3
IJ1aBbl, 58 NICTOYHUKOB.

2. KimroueBble  c¢jioBa:  KHOEpHpecTYNHOCTh,  0O€30MacHOCTh,  Ou3Heca,
MEXIYHApOTHOE COTPYAHUYECTBO, ITU(POBas SKOHOMHUKA, KHOSPYTPO3BI.

3. Conepxxanme padoThbl

O0bexTOM MCC/IeI0OBAHUSA SIBJIAIOTCS PABOBBIE OTHOILECHHSI, BOZHUKAIOIIUE B
CBSI3M C COBEPIICHHEM KHOEPIPECTYIICHUH MPOTUB CYyOBEKTOB XO3SHCTBEHHOU
JESTeIbHOCTH B IN100aIbHOM IM(POBOI SKOHOMUKE.

IIpeamerom padoThI SBIAETS HAMOHAIBHOE 3aKOHOJATEIBCTBO PAa3IUYHBIX

CTpaH, MEXIyHapOIHBIC JOTOBOPHI, HAJAHANMOHAILHBIC HOPMATUBHBIC AKTHI,
cyneOHas MpaKTHKA, a TaK)Ke OTYETHl MEKITYHAPOIHBIX OpPTaHHW3aIldi, Kacalolruecs
MpeayNpexaeHNs U 00pbObI C KHOEPIPECTYTHOCTHIO B KOMMEpPUYECKOH cdepe.

Henab nanHoii padorbl — rioyOOKOE M3YyYEHHE W aHAIW3 MPOTHUBOACUCTBUS
KHOEPNPECTYIMHOCTH B cpepe On3Heca, M3ydeHHEe MPABOBOTO OIbITa OOpHOBI ¢ HEMl Ha
MEXIYHApOJTHOM W HAIlMOHAIBHOM YPOBHSX, a TakKe pa3paboTKa MpeIOKEHUHN 110
MOBBINIEHUIO  3(P(HEKTUBHOCTH OOpPHOBI €  KHOEPIPECTYIMHOCTHIO C  YYETOM
MEXaHNU3MOB MEXTyHapOIHOTO COTPYTHHUYSCTBA.

MeTtomoJ10rust HCCAETOBAHMS: COCTOUT U3 IUAJICKTUYECKOT0 METO/Ia U3YUCHUS
COIIMAJIbHBIX M TIPABOBBIX SIBICHUH, a Takke (POpMambHO-JTOTUYECKUX METOJOB,
TaKMX Kak JeAYKIUs, WHAYKIUS, aHAIM3 W CUHTE3. [ OLIEHKH pa3IudHbIX
MPaBOBBIX CHUCTEM M MEXaHH3MOB MEXKIYHApOJIHOTO COTPYIHUYECTBA B OOpHOE C
KHOEPIPECTYITHOCTHIO TaK)KE HMCIOIL3YIOTCS YaCTHOMPABOBBIE METOBI, TAKHE Kak
(dbopMaIbHO-TIPaBOBOM, CPAaBHUTENBHO-TIPABOBOM U CTPYKTYPHO-TIPABOBOI aHATIH3.

Pe3yabTaThl Hcc/ieI0BAHUA: B HCCIICIOBAHUN CUCTEMATU3UPOBAHBI OCHOBHBIE
BHUJIBI KUOEpPYTpo3, BIMSIONIMX Ha OW3HEC, BBIABICHBI MPOOETbl W OICHCHA
3¢ ()EKTUBHOCTH TMPOTHBOACUCTBUS TPECTYITHOCTH Ha pPa3IUYHBIX YypOBHIX. B
TUCCEpPTAllMM  TPEIOKEeHa  MHOTOYPOBHEBAas  MOJEIb  IPOTHUBOJCHCTBHS
KHOeprpecTylmHOCTH B cdepe Oum3Heca, KOTOpas CHCTEMATHUYCCKH HWHTETPUPYET
MEXYHApOJAHOE MpaBO, HAIMOHAJIbHBIE CTPATETMM U KOPIOPATHUBHBIC MPAKTUKU
yOpaBJIeHUsT pUCKaMHU. B wHccienoBaHuu pa3paboTaH MOAX0A K 00eCleyeHUIo
«KUOEpyCTOMUMBOCTH  OW3HECA», YUYUTHIBAIOMIMKA  HEOOXOJUMOCTH  CO3JAHUS
aJanTUBHBIX TIPABOBBIX MEXAaHU3MOB, B KOTOPHIX YTOJOBHOE IIPECIICIOBAHUC
YUUTHIBAET MHTEHCUBHOCTh TEXHOJIOTHYECKOM SBOJIOLNU, a TaKKe HEOOXOIUMOCTh
CO37IaHUsl KOPIIOPATUBHBIX CTpaTeruid, (OPMHUPYIOINIUX OCHOBY JUIsl YCTOMYHMBOTO U
0e30macHOro pa3BUTHUS IU(PPOBOI IKOHOMUKH.

HagesxxHocTh MaTepuajioB U Pe3yJbTATOB JAUCCEPTANMHU: HCCICIOBAHUE
CONCPKUT CCHUIKM HAa aBTOPUTETHBIC WMCTOYHWUKH JaHHBIX JUII OOecreueHus
HAJKHOCTU M TOYHOCTH wuHpopmanuu. PaboTra OCHOBBIBaCTCS Ha aHaIU3e
HallMOHAJIBHOTO M  HAJHAIMOHAIBHOTO  3aKOHOJATENhCTBA,  MEXIYHAPOIHbIX



JOTOBOPOB M KOHBEHIMM, AaHAIMTUYECKUX OTYETOB M  OLIEHOK  yIpo3
MEXIYHAPOJHBIX OpraHu3alfil, akaJIeMUYECKON JIMTEpaTyphl U CyJIeOHON MpaKTUKE
[0 3HAYMMBIM JejlaM O KuOeprnpectyruieHusix. [IpuMeHeHne KoMIUIeKca Hay4YHbIX
METOJIOB 00ecrieurnBaeT 000CHOBAHHOCTH BHIBOJIOB.

PexoMeHganum 1m0  HMCHOJBb30BAHMI0O  Pe3yJIbTATOB:  TrocyJapcTBam
PEKOMEHyeTCsl MOJEPHU3HPOBATh YrOJOBHOE 3aKOHOAATEIIbCTBO C  YYETOM
MHTCHCUBHOTO Ppa3BUTHS HOBBIX TEXHOJIOTUH, O0OECIEYUB TEXHOJIOTHYECKYIO
HEUTPaJbHOCTh HOPM U KPUMHMHAJIM3AIMI0O HOBBIX (OpPM TMPOTHBOIIPABHOM
NEATENBHOCTH.  MEXIyHapOAHbIM  MHCTUTYTaM M MEXIPAaBUTEIbCTBEHHBIM
OpraHu3alMsIM CIeAyeT aKTHBU3UPOBAaTh WHCTUTYLHOHAJIBLHOE COTPYAHUYECTBO B
pamkax Koneniuu OOH mpotuB kubepnpectynHoctu (2024). Kommepueckum
OpraHu3alMsIM  pPEKOMEHAYETCS  BHEJIPEHUE  HWHTEIPUPOBAHHBIX  CTpaTerui
KHOEpyCTOMYMBOCTH, BKJIIOUAIOLIUX MPOAKTUBHBIE CUCTEMBl YIPABICHUS PUCKaAMHU.
Hayunomy cooOmiectBy mpennaraercsi Cc(HOKyCHpOBaTh  HMCCIEJOBaHHUS  HA
MEXIUCLHUIUIMHAPHOM aHAJIM3€ BBI30BOB U OTBETOB HA HHUX.



