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ANNOTATION

1.Structure and scope of the master’s thesis : 58 p, 58 sources.

2.Key words: CYBERSECURITY, INTERNATIONAL LAW, STATE
SOVEREIGNTY, REGIONAL COOPERATION, CYBER TERRORISM,
CRITICAL INFRASTRUCTURE, INSTITUTIONAL MECHANISMS

3.The purpose of this work is to analyze international legal regulation of
cybersecurity, its challenges, and future prospects.

4.The object of the work is international legal relations on cybersecurity,
including in regional context.

S5.Research methods are theoretical overview analysis, synthesis, legal
comparison, historical comparison.

6.Research Results and Novelty: the research results highlight the
multi-faceted nature of cybersecurity, integrating technical, legal, and geopolitical
dimensions. It identifies key international legal frameworks (e.g., UN GGE reports,
SCO agreements) and regional practices (EU’s NIS 2, African Union convention),
analyzing their effectiveness and gaps. The work confirms that cybersecurity threats
require a hybrid governance model combining hard law (existing international
treaties) and soft law (voluntary norms), with regional mechanisms, where practical
efforts are undertaken (like SCO’s cyber counter-terrorism exercises and
China-ASEAN cooperation serving as practical cases).

Novelty lies in its emphasis on balancing cyber sovereignty with global
collaboration, proposing a "progressive legislation" approach to address technological
evolution. It critiques the fragmentation of current norms and advocates for inclusive
governance, highlighting developing countries’ roles (e.g., African Union’s capacity
building). The study also innovatively links emerging technologies (Al, quantum
computing) to legal frameworks, urging proactive governance models to prevent
regulatory lag.



AHHOTALUA

1.Ctpykrypa 1 00beM IMIUIOMHOM padoTel: Ctpanuna 58, 58 UCTOUHHUKA.

2.KimoueBble caoBa: KubepOe3omacHOCTh, MEXAyHApOAHOE  MPaBo,
rOCy/IapCTBEHHBI CYBEPEHHUTET, PETHOHATBHOE COTPYAHHUECTBO, KHOEPTEPPOPU3M,
KpUTHUYECKast UHQPACTPYKTypa, HHCTUTYIIHOHATBHBIE MEXaHU3MbI

3.10eabr0 xaHHOM PadOTBI  SBISETCA aHAJIU3 MEXIYHAPOJHOIO MPABOBOIO
perynupoBaHusi KHOepOe30MacHOCTH, €ro MpoOieM U MEPCIEKTUB Pa3BUTHSI.

4.00bekTOM  padoOTBHI  MEXKAYHAapOJIHBIE  OTHOLIEHUS IO  INOBOAY
MEXTYHApOJHO-TIPABOBOTO PETYIUPOBaHMs KuOepOe30MmacHOCTH, B TOM YHCIE, B
PErMOHaILHOM KOHTEKCTE.

S5.Meroabl HCCICI0BAHMSA: AHAIU3 U CUHTE3, CPaBHUTEIbHO-IIPABOBOM
METO/I, ICTOPUYECKUI METO/I.

6.PesyiabTaTel M HOBH3HA McCCJeIOBaHUs: Pe3ynpraTbl umccienoBaHHS
MOTYEPKUBAIOT MHOTOTPAHHBIA XapakTep KuOepOe30macHOCTH, paccMaTpuBas
TEXHUYECKUE, TPaBOBbIE MU TECONMOJIUTHYECKUE H3MEpeHHus mpoliembl. B Hewm
AHAIM3UPYIOTCS  KIIIOUEBBIE MEXIYHAPOJHBIE MPABOBBIE OCHOBBI (Hampumep,
noknaasl ['TD OOH, cornamenus LLIOC) u pernonansHas npaktuka (dupextusa EC
o kubepoe3zonacHocTr, KoHBeHINSA AQpPHKAHCKOTO CO03a 0 KHOEpOe30IMacHOCTH H
3alUTe MEPCOHANBHBIX JAaHHBIX), aHATH3UpPyeTCcs UX A(PPEKTUBHOCTH M MPOOEIHI.
PabGota moaTBepKAaeT, 4YTO Yyrpo3bl KuOepOE30macHOCTH TPEeOYIOT THUOPUIHON
MOJIEJIA  YINpaBIEHHUsA,  COYETAWOIIEW  TBEpAOE  MpaBO  (CYIIECTBYIOIIME
MEXAYHApOJHbIE JIOTOBOPBI) M MATKO€ MpaBO (HOPMBI, MPEANOJararolue Hux
JT0OPOBOJILHOE coOMI0ICHHE), c pErHOHATBHBIMU MEXaHU3MaMH, rae
OCYLIECTBIISIOTCS TaKue PaKTUYECKUE MEpOTNPUATHS KaK
kubepkonTpTeppopuctuueckue yuenuss IIOC; nBycTOpoHHEE COTPYIHUYECTBO
(manpumep, mexnay Kutaem u ACEAH, ciyxamuMu B KadyecTBE MPAKTUYECKUX
IPUMEPOB).

HoBusna 3aKJII0YAETC B TOM, YTO MCCIEIOBAaHUE [€laeT AaKUEHT Ha
OamaHCHPOBAaHUU KHMOEPCYBEpPEHUTETA C TIIOO0ATBHBIM COTPYIHHUYECTBOM, IpeyIaras
«IPOTPECCUBHOE 3aKOHOAATENICTBO» MJIsl PEIICHUS MPOOJEMbl TEXHOJIOTHYECKOU
sBomonnd. B pabore kpuTHuKyeTcs ¢parMeHTalus CyIIECTBYIOMIMX HOPM. ABTOD
BBICTYIIAET 33 MHKIIFO3UBHOE YIIPaBJIEHUE, TOTYEPKUBAS POJIb PA3BUBAIOLIMXCS CTPaH
(HampuMep, HapallMBaHWE IMOTeHIIMada AQpPUKAHCKOTO CO03a). ABTOp TakKke
YKa3bIBaeT Ha HEOOXOAMMOCTh PEryIMpOBaTh MPUMEHEHHE HOBBIX TexHonoruit (MU,
KBAaHTOBBIE BBIYUCIICHHS) HOPMaMU MEXKIyHApOAHOrO MapBa, Mpu3bIBas K
IPOAKTUBHBIM  MOJENSIM  YOPABJICHUS JUIsl NPEAOTBpPALIEHUS  3aJEpKEK B
peryaupoBaHUH.



