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Annotation

Structure and scope of the master's thesis: 46 pages, 3 chapters, 70 sources.

Keywords: CYBERCRIME, INFORMATION SECURITY, DIGITAL
CRIME, INTERNATIONAL COOPERATION, PREVENTIVE MEASURES,
TRANSNATIONAL CRIME.

The aim of the thesis is to examine cybercrime as a multifaceted socio-legal
phenomenon, identify its patterns, criminogenic determinants, classifications, and
determine effective preventive mechanisms at the national and international levels.

The object of the study is cybercrime and its impact on legal systems and
international relations. The subject is the legal norms, doctrines, practices, and
institutional measures used to combat cybercrime at the global and national levels.

Methods of research: general scientific methods (dialectical, systemic,
analysis, synthesis, analogy, deduction), traditional legal methods (formal-logical,
comparative-legal), and methods used in specific sociological studies (statistical,
expert assessments, etc.).

Research Results and Novelty: the rapid transformation and growth of
cybercrime worldwide, fueled by digital globalization, requires urgent response
measures, not only criminal law measures, but also softer, preventive measures—
criminological measures. The dissertation analyzes the phenomenon of cybercrime,
its properties as a special criminological phenomenon, criminogenic determinants,
and specific issues of international legal cooperation in the fight against cybercrime.
It also evaluates the 2024 UN Convention against Cybercrime and analyzes its
practical implications. The experience of combating cybercrime in the People's
Republic of China and the Republic of Belarus is studied.

Recommendations for the use of the results: The results of this work are
aimed at developing ideas about cybercrime and formulating recommendations for
the development of international legal cooperation and the implementation of
national criminological policy.



AHHOTAIUSA

CTpyKkTypa M coaep:kaHue MArucTepckou aucceprauum: 46 crpanun, 3
ryaBbl, 70 UCMOJIB30BAHHBIX HCTOYHUKOB.

Kimrouesbie ciaoBa: KUBEPIIPECTYIIHOCTb, MTHOOPMAILIMOHHAA
BE3OITACHOCTDB, HU®POBAA IIPECTYIIHOCTbH, MEXIYHAPOJHOE
COTPYIHHUYECTBO, [MPODOUNITIAKTUYECKUE MEPBI,
TPAHCHAIMOHAJIbBHAA ITPECTVYIIHOCTb.

Henbto naHHOM auccepTalvy SIBIISIETCS PACCMOTPEHHE KUOEPIPECTYITHOCTH
KaKk  MHOTOIPAHHOTO  COLMAJIBHO-TIPABOBOTO  SIBJICHWS,  BBISIBJICHHE €€
3aKOHOMEPHOCTEHN, KPUMUHOT€HHBIX JETEPMHUHAHT, KJIACCU(PUKAIMI U OnpeAeTieHre
(pdEKTUBHBIX MPEBEHTUBHBIX MEXAaHU3MOB Ha HAIMOHAJIBHOM U MEXIyHAPOTHOM
YPOBHSIX.

O0beKTOM HCCIIeIOBAaHUS SBISIETCS KUOEPNPECTYMHOCTh U €€ BIMSHUE Ha
IPaBOBbIE CHUCTEMbl M MEXIYHApOAHbIEe OTHOmIeHUs. IIpeamerom sBISIOTCA
NPaBOBbIE HOPMBI, JOKTPUHBI, NPAKTUKK M HUHCTUTYLUUOHAIbHBIE MEPHI,
UCIIOJB3YEeMbIe JUII  OOpbObI € KHOEPHPECTYNMHOCThIO Ha TJIOO0AJIBLHOM U
HAIlMOHAIBHOM YPOBHSIX.

Metoabl wuccienoBaHuMsi: oOIME HAy4YHbIE METONbI (AMAIEKTUYECKUH,
CUCTEMHBIN, aHAIN3, CHHTE3, aHAJIOTUS, NeIyKILIHUs ), TPAAUINOHHBIE IOPUINIECKUE
MeToabl  (hopMaIbHO-JIOTHYECKHUM, CPaBHUTEJIBHO-IPABOBOM) W METOJIBI,
UCITI0JIb3yEeMbI€ B KOHKPETHBIX COLIMOJIOTHYECKUX UCCIIEIOBAHUSIX (CTATUCTUYECKUE,
AKCTIEPTHBIC OLIEHKH U T. ]1.).

HoBu3Ha u 3HaunMocTh UcciaeaoBanus: CTpeMuTeNbHas TpaHCHOpMaLIHs
U POCT KHUOEpHPEeCcTymHOCTH BO BCEM MHUpPE, MOAIUTHIBAEMbIN UG POBOH
riobanuzanuen, TpeOyeT HEOTIOKHBIX MEpP pearupoBaHUs, HE TOJbKO YrOJOBHO-
NpPaBOBBIX, HO U 0o0Jiee MSATKUX, YNPEKIAAIOUUX - KPUMHUHOJIOTHYECKUX. B
JUCCepTaIMM aHAM3UpYyeTcsl (EHOMEH KHOEpnpecTymHOCTH, €€ CBOMCTBA Kak
0CO00ro KPUMHUHOJIOTHYECKOTO (EHOMEHA, KPUMHUHOTEHHbIE JETEPMHUHAHTHI,
OTJICJIbHBIE BOMPOCHI MEXIYHAPOIHO-IIPABOBOIO COTPYJAHHUYECTBA B OOpnOE ¢
kubepnpectynHocThio. B Helt Takke oneHuBaercs Konsenuuwss OOH mnpoTtus
kuOepnpectynHocty 2024 roja v aHAIM3UPYIOTCS €€ MPAKTUYECKHUE TTOCIEACTBUS.
N3yyaeTcst onbIT IpOTUBOAEHCTBUA KubeprpecTynHoctd B Kuraiickoit HapogHoii
Pecnybnuke u Pecniy6iuke benapyce.

PexkomMeHaanum 1o HMCIOJB30BAHUIO Pe3yJbTaToB: Pesynprarsl 310U
pa®oThl HampaBlieHbl HA pa3BUTHE MPEJICTaBICHUA O KHOEPHpPECTYyNMHOCTH U
dbopMyJIMpoBaHHE PEKOMEHAALMNA JJIs Pa3BUTHS MEKIYHApOJIHOTO IPABOBOIO
COTPYIHHMYECTBA U PEATM3ALUU HAIMOHAIBHOW KPUMHHOJIOTUYECKON TOJIUTUKH.
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