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AHHOTALIUS

Jlunnomnas paboma, 56 cmpanuy, 1 npunoscenue, 15 ucmounuxos

Knwouesvie cnosa: OIIEPALIMOHHASA CUCTEMA, LINUX, MOJVJIb
SAIPA, KPUIITOITPAONYECKAA OYHKIUS, BCTPAMBAHUE B AJMPO,
HINDOPOBAHUE.

O6vexm ucciedosanus — MPoOLECC CTATHIECKOTO BCTPaNBaHUS MOAYIEH B PO
LINUX.

IIpeomem uccnedosanus —UCXOIHBIN KO sipa Linux, CBsI3aHHBIN € 3arpy3Koii
¥ VHUIUAIA3AIACH CTaTUYECKUX MOMYJICH, a TakKe MEXaHH3Mbl pPabOTHI
Kpunrorpadpudecknx QyHKIUN B IPOCTPAHCTBE SApa.

Lenv uccredosanus — pa3padboTKa M ONTHMH3AIIHS CTATHYECKOTO MOYJIS sApa
Linux, peanu3yromiero Kpunrorpaguieckyto GyHKIHIO MUGPOBaHUS, C OIEHKOM
€T0 TPOU3BOIUTEIIFHOCTH B CPABHEHUH C TIOJIH30BATEIbCKUMHU aHAIOTAMH.

Memooul uccnedosanus — aHanu3 UCXOJHOTO Kojaa siapa Linux, pazpaboTka u
KOMIWISAIINAS CTATHYECKUX MOAYIICH, TECTHPOBAHHUE HA Pa3IMIHBIX KOHPUTYpaLIHsIX
Anpa.

Ilonyuennvie pe3yrbmamsl U UX HO8U3HA' YCIEIIHO PEaM30BaH MOAYNb Sapa
Linux, comepkammuii kpunrtorpadpudeckyro (QyHKIu0 mudpoBaHUs, MPOBEIEH
CPaBHUTENIbHBIA aHAIN3 CKOPOCTH PabOThl OJWHAKOBBIX pealid3allis aJIropuTMa
mHU(pPOBAHUSA B MOJIH30BATEIBCKOM MPOCTPAHCTBE U B SJIPE, TOKA3aHA MMOBBIIICHHAS
3 (PEeKTUBHOCTH aNropuT™Ma, paboTaloIIEero B MPOCTPAHCTBE AJIpa.

Jocmosepnocms  mamepuanog u - pe3yrbmamos OUNIOMHOU pPAOOMbL:
JIOCTOBEPHOCTh MaTEpUAJIOB U PE3YJIbTATOB IUILTIOMHOM pabOTHI: UCIIOJIH30BAHHBIC
MaTepHUaIbl U PE3YNIbTAThl JUTUIOMHON pabOTHI SBISIOTCS JHOCTOBEpHBIMU. PaboTta
BBITIOJTHEHA CAMOCTOATEIBHO.

Obnacmeb 803MONCHO2O NPAKMUYECKO20 NPUMEHEeHUsi — 3alliTa JTaHHBIX B
OTepaIMOHHBIX CUCTEMAX, MOBBIIIEHUE TPOU3BOAUTEIBHOCTH KPUITOIpahUIECKUX
orepaluii, HCIOJb30BaHUE B CHUCTEMax HHQPOPMAIMOHHOM Oe30macHOCTH |
BCTpamBaeMbIX perieHusx Ha 6aze Linux.



AHATALBIS

Jvinnomuas npaya, 56 cmaponax, 1 oaoamax, 15 kpuiniy

Kntouaswis cnoser: ATIEPALIBIMHAST CICTOMA, LINUX, MOJYJIb SI/IPA,
KPBITITATPA®TUHA ST ®YHKIIBIS, YCTAVKA ¥V SIIPO, IIILI®GPABAHHE.

Ab6’exm dacnedasanus — panpC cTaTbluHal ycrayki Moaynsy y sapo LINUX.

IIpaomem Oacneoasanmnsi — 36IXOHBI KOJ siapa Linux, 3Bsi3aHbl 3 3arpy3kaif 1
IHIOBISTI3AIBIIA  CTaTBIYHBIX  MOIYJISIY, a TakcamMa MEXaHI3Mbl  Ipallsl
KpbInTarpa@iyHbiX GYHKUBIN y IPaCcTOPHI SApa.

Mbsma 0acnedasanns — pacupalioyka 1 anTbIMi3allbls CTaThIYHAra MOJYJIS SApa
Linux, sxi paanizye kpbinTarpadiunyio (QyHKIbIO IIbIpaBaHHA, 3 alPHKa sro
npaayKIbIiHACI ¥ TapayHaHH1 3 KapbICTallKiM1 aHaJlaraMi.

Memaoul dacnedasanns — anani3 3bIXOAHAra koaa siapa Linux, pacmpamoyka i
KaMTUISIIBIS CTAaTBIYHBIX MOIYIISTY, TICTaBaHHE HA PO3HBIX KaH(Iryparplsix sapa.

Ampuimansla 8bIHIKI [ IX HAGI3HA' . TIACTIIXOBA prallizaBaHbl MOYJb sapa Linux
3 KpbinTarpadiuHail GyHKUbISH mibihpaBaHHs, MpaBel3eHbl MapayHalbHbl aHAII3
XyTKacii paboThl airapbITMa Y KapbICTANBHIIIKAH MPAcTOphl 1 ¥ SApHI, JakazaHa
naBbllianas 3(peKThIYHACIH aJTrapbIT™Ma, sIKI Ipallye ¥ MpacTopsl sapa.

Jlaxnaonacyv mamapwvianay i 6vlHIKAY ObINJIOMHAU Npaybl. AaKIaTHACI
MaTIphIsUIAY 1 BBIHIKAY JBITIIIOMHAN paOOThI: BEIKAPBICTAHBIS MATIPBISUIBI 1 BBIHIKI
JBITIIOMHAN paboThl 3'aystonia nakiaaaeimi. [Ipana BeikaHaHa caMacToiHa.

Bobnacyv macuvimaca npakmviunazca npvivaHenHs — abapoHa NAI3€HBIX Yy
ameparpIfHbIX  CiCTAMaX, TMAaBBIIIPHHE TMpaAyKIbIHHACII  KpbIITarpadiqHbIX
amepariblii, BRIKapbICTaHHE ¥ cicTaMax iHdapmalplitHail Oscreki 1 YOymaBaabHbIX
panmHHAX Ha 6a3e Linux.



ANNOTATION

Diploma work, 56 pages, 1 appendix, 15 references

Keywords: OPERATING SYSTEM, LINUX, KERNEL MODULE,
CRYPTOGRAPHIC FUNCTION, KERNEL INTEGRATION, ENCRYPTION.

The object of the research — the process of statically embedding modules into
the Linux kernel.

The subject of the research — Linux kernel source code related to loading and
initializing static modules, as well as mechanisms for operating cryptographic
functions in kernel space.

The aim of the research — analysis of Linux kernel source code, development
and compilation of static modules, testing on various kernel configurations.

Research methods — analysis of the Linux kernel source code, development and
compilation of static kernel modules, testing on various kernel configurations.

The results of the work and their novelty: successful implementation of a Linux
kernel module containing an encryption function, comparative analysis of
encryption algorithm performance in user space vs. kernel space, demonstrated
higher efficiency of the kernel-space implementation.

Authenticity of the materials and results of the diploma work: reliability of
materials and results of the thesis: the materials used and the results of the thesis are
reliable. The work was done independently.

Recommendations on the usage — data protection in operating systems,
increasing the performance of cryptographic operations, use in information security
systems and embedded solutions based on Linux.



