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AHHOTANIMUA

Junnomnasn paboma, 42 cmpanuywl, 3 mabauysl, 7 pucynxos, 13 ucmoyHukos.

Kntoueswie cnosa: JTELIEHTPAJIM3OBAHHBIN MECCEH])KEP, SOLANA,
BJIOKYEMH, IN®POBAHUE, KPUIITOIPA®US, ANCHOR FRAMEWORK,
JAVASCRIPT, REACT, TWEETNACL, ARGONZ2, ED25519, BIP39, BIP44.

Obvekmom uccnedosanusi AGNAOMCA ACTCHTPATU30BAHHBIE MECCEHKEPHI,
TEXHOJIOTUS OJIOKYEHH U METO bl KpUNTOrpaduueckon 3amuThl THHOPMALIUH.

Ilpeomemom  uccnedoganus  A61AI0MCA  APXUTEKTYPHBIE  pEUICHHUS |
TEXHUYECKUE MOAXOAbl K pa3padO0TKe 3alIUIIEHHBIX JIEIEHTPAIM30BAHHBIX CHCTEM
oOMeHa cOOOILIEHUIMHU C UCIIOJIb30BaHUEM OJIoKuYeiiHa Solana.

Llenvio pabomwi sBASIETCST pa3pabOTKa ACIEHTPAIU30BAHHOTO MECCEHIKEepa,
oOecrieynBaoIIero 0e30macHblii M KOH(MUICHIUATBHBIT OOMEH COOOIIECHUSIMU C
NPUMEHEHUEM COBPEMEHHBIX KPHUMNTOTPAPUIECKUX METOAOB M  TEXHOJOTHUH
OJI0KueiHa.

Memooamu uccnedosanus sA61A0MCA aHAIU3 CYHIECTBYIONIUX PEIICHUN B
00J1aCTH 3aNTUIIEHHBIX KOMMYHHUKAIIANA, TPOCKTUPOBAHUE CMAPT-KOHTPAKTA Ha S3BIKE
Rust ¢ ucnons3oBanuem Anchor Framework, pa3paboTka KIMEHTCKOTO MPUIOKEHUS
Ha JavaScript m React, a Takke peanuzauus MWUPPOBaHUS COOOUIEHUN C
ucnonb3oBanueM TweetNaCl, Argon2, Ed25519 u crannapros BIP39/BIP44.

Ilonyuennvie pesynromamuvl U ux Hoeusna: pa3paboTaHa Oera-Bepcus
JELIEHTPAIIM30BaHHOTO MECCEeHIKepa Ha miatgopme Solana, peanusyromias 6a30ByIO
(GyHKIIMOHATBHOCTb.

Jlocmoseprnocmv  mamepuanog u  pe3yIbmamos  OUNJIOMHOU  pabombi:
WCITOJIb30BAaHHBIC MaTepuajabl W PE3yJbTaThl JUILIOMHOW pPabOTHI  SIBISIOTCS
JIOCTOBEpHBIMU. PaboTa BHITIOJIHEHA CAMOCTOSITENHHO.

Ob1acmbio 603MONHCHO20 NPAKMUYECKO20 NPUMEHEHUS. ABIAI0MCA 3allUIIEHHBIE
CUCTEMBbl KOMMYHHKallUd, OOMEH KoH(}UIeHIHAIbHONW uWH(OpMaImend, a Takke
pelIeHus, YCTOWYMBBIE K BHEIIHEMY BMEIIATEILCTBY M IEHTPAIHN30BAHHOMY

KOHTPOJTIO.



AHATANBISA

lvinnomuas npaya, 42 cmaponxi, 3 maoéniyvl, 7 imocmpaywlid, 13 Kpwiuiy.

Kniouasviss cnosvi: JIDLDOHTPAJIISABAHBI MOCEHJIKAP, SOLANA,
BJIOKYDIH, IIILI®PABAHHE, KPBIIITAI'PA®ISI, ANCHOR FRAMEWORK,
JAVASCRIPT, REACT, TWEETNACL, ARGONZ2, ED25519, BIP39, BIP44.

Ab’exmam Oacnedasanus 3’AyAAOYYa JPUAHTPAII3aBaHBIA  MAICOHJIKAPHI,
TOXHAJIOTIST OJIOKUIMH 1 MeTaapl KpbinrtarpadiuHaii  abGapoHbl  1H(apMalbli.
[Ipanmeram nacienaBaHHA 3 AYNAIONIA apXITIKTYPHBIS palIdHHI 1 TIXHIYHBIA
MaJbIXO/bl JIa paclpanoyki abapOHEHBIX MPLPHTPANI3aBaHbIX CICTOM aOMEHY
naBeJaMJICHHSIMI 3 BbIKapbICTAHHEM OJIOKUYAIHA Solana.

Mbmaii  Oacneoasanns  3’saynsgeyya  pacuparioyka —JIdIPHTpalli3aBaHara
MDACOHJIKApa, sIKi 3absicrieuBae OsicTieuHbl 1 KaH)1AHITBIHBI a0MEH MaBeIaMJICHHSMI 3
Y>KbIBAHHEM CYYaCHBIX KpbINTarpa@iuHbX MeTaay 1 TIXHAIOrH OJI0KY IHA.

Memaoami dacneoasanns 3’aynaoyya aHaidl3 ICHYIOYBIX PAIPHHAY Yy TalliHE
abapoHEHBIX KaMyHIKaIllbli, MpaeKTaBaHHE CMapT-KaHTpakTa Ha MoBe Rust 3
BbIKapeicTaHHEM Anchor Framework, pacmpanoyka kiieHUKara mnpbIKJIaJaHHS Ha
JavaScript 1 React, a Takcama poami3zaiplsi IbIppaBaHHs MaBEJaAMIICHHIY 3
BbIkapeicTaHHeM TweetNaCl, Argon2, Ed25519 1 cranagapray BIP39/BIP44.

Ampvivanwis  @wbIHIKI @ IX  Hagi3Ha:  pacmpaliaBaHa  0d3Ta-Bepcis
JPIPHTpaAli3aBaHara MICOHDKapa Ha miatgopme Solana, sikas poaamizye 0Oa3aBbl
(GyHKUBISTHAT.

Jacmaeepnacyb mamapuisanay i 6biHiKay ObINIOMHAU NPAybl. BHIKAPBICTAHBIS
MaTAPbIIBI 1 aTphIMaHbld BbIHIKI 3’syistonua gactaBepHbiMi. [Ipana BblkaHaHa
caMacTOMHA.

Bobnacyio macuvimaca npakmulyHaea npulMAHEHHA 3 Ayiseyya CTBapIHHE
abapOHEHBIX KaMYyHIKalbIMHBIX CICTAM, a0MEH KaH(1IPHUbIUIbHAN 1H()apMaubisii, a

TaKcaMa palldHHI, YCTOWIIBBIS A 3HEIIHATA YMSIIAHHS 1 IPHTpabHAra KaHTPOJTIO.



ANNOTATION

Diploma work, 42 pages, 3 tables, 7 illustrations, 13 sources.

Keywords: DECENTRALIZED MESSENGER, SOLANA, BLOCKCHAIN,
ENCRYPTION, CRYPTOGRAPHY, ANCHOR FRAMEWORK, JAVASCRIPT,
REACT, TWEETNACL, ARGONZ2, ED25519, BIP39, BIP44.

The object of the research is decentralized messengers, blockchain technology,
and methods of cryptographic information protection.

The subject of the research is architectural solutions and technical approaches to
the development of secure decentralized messaging systems using the Solana
blockchain.

The purpose of the research is the development of a decentralized messenger
that ensures secure and confidential message exchange using modern cryptographic
methods and blockchain technologies.

The methods of research include the analysis of existing solutions in the field of
secure communications, the design of a smart contract in Rust using the Anchor
Framework, the development of a client application in JavaScript and React, and the
implementation of message encryption using TweetNaCl, Argon2, Ed25519, and
standards BIP39/BI1P44.

The results of the work and their novelty: a beta version of a decentralized
messenger based on the Solana platform has been developed, implementing core
functionality.

Authenticity of the materials and results of the diploma work: the materials used
and the results obtained are authentic. The work has been carried out independently.

Recommendations on the usage: the results of the work can be applied in the
development of secure communication systems, confidential data exchange, and

censorship-resistant solutions.



