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AHHOTALIMSA

Junnomuas pabota, 46 crpanuil, 32 pUCyHKOB, 15 HCTOYHHKOB.

Knouesvie cnosa: VPN-CEPBEP, WIREGUARD, OPENVPN,
IIMOPOBAHUE TPA®UKA, OANPBOJI, DPI-OBXOJI, T'EOJIOKAIINS,
TYHHEJIMPOBAHUE, ZERO TRUST.

Obvexkm uccnredosanus s61saemcs pactupeaenéHHas MUKPOCEPBUCHAS CUCTEMA,
obecneunBaromas 6e3omnacHoe noakimoueHne Kk VPN, mapmpyruzanuio tpaduka u
yIpaBiIeHUE JOCTYIIOM IOJIb30BaTENCH.

Lenvio pabomuvl saensemcs pa3paboTka W TECTUPOBAHWE MACIITAOMPYEMOTO
VPN-npunoxxeHne Ha OCHOBE MHKPOCEPBHUCHOM apXUTEKTYphl, 00€CIIEUMBAOIIEE
BBICOKYIO MPOU3BOJUTENBHOCTh, OTKA30yCTOMYMBOCTh, M 0€30MacHOCTh Tepeaadu
JTaHHBIX.

Memoodamu uccrnedosanus A61A10Mcs APXUTEKTYPHOE MTPOSKTUPOBAHHE (BBIOOD
IIPOTOKOJIOB, CXEMbl B3aUMOJEHCTBUSA CEPBHUCOB), pa3paboOTKa NPOrpaMMHOIO
oOecrieuenuss  (peanmzanuss  VPN-mmmro3a,  uHTerpauus — ayTeHTU(UKAIUM),
Harpy304HO€ TECTHUpOBaHUE (IIPOMYCKHAasi CIOCOOHOCTb, 3aJEPKKU, CTAOMIBHOCTH
MOJlT Harpy3kod) W CpaBHUTENIBHBIM aHalW3 C CYHIECTBYIOIIMMHU PEHICHUSIMU
(WireGuard, OpenVPN, kommepueckue VPN).

Ionyuennvie pezynomamsl U UX HOBU3HA. PEATU30BAHA MPHIOKEHUE IS
o0ecriedyeHrs MOAKIIOYCHHUS K YHAJICHHBIM CEeTSIM, WHTETPUPOBAaH YAOOHBIA U
WHTYUTUBHO-TIOHATHBIA ~ WHTEpENC,  KOTOpPBI  OOJErdyuT  MOJb30BATENSAM
B3aMMOJICHICTBHE C CHUCTEMOW M TIOBBICUT HMX MPOU3BOIUTEIHHOCTH,BHEJCPEHBI
COBpEMEHHBIC TEXHOJOTHYECKHE PEIIeHHUS pa3pabOTKU MPHIOKECHUN, MPEII0KEHBI

BApUAHTHI YIIYUIIEHUS pa3paOOTaHHOW CUCTEMBI.
Jlocmoseprocmv  mamepuanos u - pe3yibmamos  OUNJIOMHOU  paboOmbl.

UCIIOJIb30BaHHBIE MaTepuanbl M Pe3yJabTaTbl JAUIJIOMHON pabOThl  SBISIOTCS
JIOCTOBEpHBIMU. PaboTa BHINIOJIHEHA CAMOCTOSITENBHO.

Obnacmoio 803MONCHO20 NPAKMUYECKO20 NPpUMEHEeHUs Aélsemcs padoTaroas
VPN-ceTh ¢ UHTErPUPOBAHHBIM, YAOOHBIH U MHTYUTUBHO-TIOHATHHBIM HHTEp(deiicoMm,

KOTOPBIN 00JIErYUT MOJB30BATEISIM B3aUMO/ICHCTBUE C CUCTEMOM.



AHATAIBIA

JpimomHuas padota, 50 ctapoHak, 32 MatoHKay, 15 KpbIHILL.

Knrouaswin CJI08bL: VPN-CEPBEP, WIREGUARD, OPENVPN,
IIII®GPABAHHE TPA®IKY, ®ANPBOJI, DPI-ABBIXOJ], I'EOJIOKAIINS,
TYHOJISIBAHHE, ZERO TRUST.

Obvekm uccnredoeanus sAensgemcsi pa3MepKaBaHas MIKPACIPBICHAS CICTAIMA,
sKas 3a0scrieuBae OsictieyHae MmaakiaoudsHHe na VPN, mapuipyrteizanbiro Tpadiky 1
KipaBaHHE JIOCTYIIaM KapbICTalIbHIKaY

Ilpaomemam  Oacnedasamns  3'aynsaroyya  pacrpanaBka 1  TICTaBaHHE
mamtadbymara VPN-gagaTka Ha acHOBE MIKpa COPBICHAM apXITIKTYphI, SKOE
3a0screuBae BHICOKYIO MPATyKIIbIITHACIH, aIMOBAYCTOMIIIBACIIL 1 OSICTIEKY Mepaadbl

JAJ3EHBIX.

Memaoami oacnedasanns 3'syrsioyya apxiTIKTypHae MpaeKkTaBaHHEe (BbIOap
mpaTakoyiay, CXeMmbl Yy3aeMaJ3esHHS capBicay). Pacmpamoyka mnparpamnara
3a0eCTITYIHHS (pramizanpls VPN-1u103a, IHTArpaIbIs
ayToHThIGiKalbll).Harpy3aunae TacTtaBaHHe (TpammyckHasi 370JIbHACIIb, 3aTPBIMKI,
cTabuibHaclb Maja Harpyskai).llapayHanpHbl aHamiz 3 ICHYIOYBIMI palIdHHAMI
(WireGuard, OpenVPN, kamepipiitasis VPN)..

Ampoivanvisi  evinikl 1 ix  nasisna: paaiizaBaHa TpPBIKIAIaHHE IS
3a0€eCHAUsHHS MaJUTyYdHHS Ja BbIIAJIEHBIX CETaK, IHT3TPaBaHbl 3pYYHBI 1 IHTYIThIYHA-
3pasymenbl IHTIpGEC, K1 Taleryblilh KapbIiCTalbHIKAM y3aeMaJi3essHHE 3 C1CTAMal 1
NaBbICIb 1X MPaAyKIbIMHACIb,VKAPAHEHBI CYYaCHBIS THXHAJIATIYHBIA pPalldHHI
pacnpanoyKi MpbIKIaIaHHsY, IpamaHaBaHbl BaAPBISHTHI MAJSAIIIIDHHS paclpaliaBaHai
CICTOMBL.

Hacmaeepnacyv mamopuisanay i 6viHIKA) ObINJIOMHAL Npaybl. BBIKAPHICTAHbIA

MaTIPBISUIBI 1 BBIHIKI JABIMUIOMHAM Tparel  3’syistonia gactaBepHbiMi. [Ipara
BbIKaHaHa caMacCTOMHa.

Bobnacyvio macuvimaca npaxkmelunaea npuiMAHeHHs 3'a)iseyya Tpairyrodas
VPN-ceTka 3 IHTArpaBaHbBIM 3pYYHBIM 1 IHTYITBIYHA-3pa3yMelbiM 1HTIpdeiicam, sKi

NaJIeTyblllh KapbhICTATbHIKAM Y3aeMa3esHHE 3 CiICTIMA



ANNOTATION

Thesis, 50 pages, 32 figures, 15 references.

Keywords: VPN SERVER, WIREGUARD, OPENVPN, TRAFFIC
ENCRYPTION, FIREWALL, DPlI BYPASS, GEOLOCATION, TUNNELING,
ZERO TRUST.

The object of the research is a distributed micro-service system that provides
secure VPN connection, traffic routing, and user access control.

The subject of the research is methods and algorithms to develop and test a
scalable VPN application based on a micro-service architecture that provides high
performance, fault tolerance, and data security.

Methods of research are architectural design (selection of protocols, service
interaction schemes). Software development (VPN gateway implementation,
authentication integration).Load testing (throughput, delays, stability under
load).Comparative analysis with existing solutions (WireGuard, OpenVPN,
commercial VPNS).

The results of the work and their novelty: an application has been implemented
to connect to remote networks, a user-friendly and intuitive interface has been
integrated that will make it easier for users to interact with the system and increase
their productivity, modern technological solutions for application development have
been implemented, and options for improving the developed system have been

proposed.
Authenticity of the materials and results of the diploma work: the materials used

and the results of the diploma work are authentic. The work has been put through
independently.

Recommendations on the usage is a working VPN network with an integrated,
user-friendly and intuitive interface that will make it easier for users to interact with
the system.



