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AHHOTALIMSA

Jlunnomuasn paboma, 48 cmpanuy, 15 pucynxos, 4 mabauywl, 4 npunoxcenus, 9
Gopmyn, 14 ucmounuxos

Kirouessie cnoBa: CKY /[, CNN, PYTHON, KUBERNETES, POSTGRESQL,
OTIIEYATKMU ITAJIBIIEB, PACITO3HABAHUE JINLI.

OObeKT uccienoBaHusl — Mpolecc odecreyeHus: 0e30MacHOCTH (PU3UIECKUX
pPECYpPCOB KOMITaHUHU.

[Ipenmer uccienoBanusi — pa3pab0OTKa MHOTOYPOBHEBOW CHCTEMBI JOCTYMa K
pecypcaM KOMITAHHH.

Llenp wuccrnenoBaHMs — HM3yYEHHE TEXHOJOTMA M QITOPUTMOB IS
uACHTU(UKAIIMKM YeJoBeKa MO OMOMETPUYECKHMM JaHHbIM. Pa3paboTka cucTeMbl
KOHTPOJISI YIPABICHUS JOCTYIIOM K pecypcaM KOMITAaHUU Ha OCHOBE OMOMETPUIECKUX
JTaHHBIX.

MeTob1 HCCIIEIOBAaHUS — @) TEOPETHUECKUE: N3yUEHUE CYIIECTBYIONINX CHCTEM
u komruiekcoB CKVY/[; 0) mpakTuueckue: CpaBHEHHUE M3YYECHHBIX aJTOPUTMOB U HX
nocJieytoniee MPUMEHEHUE P pa3paboTKe CUCTEMBI, TPOCKTUPOBAHUE U CO3/IaHUE
IPOrpaMMBbI 110 aBTOPHU3AIIUH TOJIH30BATENCH.

[TomydeHnHble pe3yibTaThl U WX HOBH3HA — CIPOEKTUPOBAHA U pEaTH30BaHA
CHCTEMa, CIOCOOHAas MPOM3BOJIUTH PACHO3HABaHHE W WACHTU(UKAIMIO JIIOJEH I10
3arpy’>KCHHBIM TIpUMEpaM OTIEYAaTKOB MalbIeB C MOCIEAYIOIMUM COXPaHCHHEM
pe3yabTaToOB 00pabOTKH B 00J1aYHOM XPaHUJIUIIIE.

JIOCTOBEpHOCTh ~MAaTE€pUajIOB U  PE3yJbTAaTOB JAMIUIOMHOM paboOThl —
JIOCTOBEPHOCTh TOMYYEHHBIX PE3yJIbTAaTOB MOATBEPKAACTCA MX COMOCTABICHHEM C
CYIIECTBYIOIIMMHU  PEIICHUSMH, a TakXKe pe3yabTaTaMH  HMHTAIUOHHOTO
MOJICTTUPOBAHUSI.

O065acTh BO3MOXKHOTO MPAKTUYECKOTO MPUMEHEHHUS — HA CETOTHSIIHUNA JEeHb
CHCTEeMa MOXET OBITh HCIIOJIb30BaHA B MEINKHUX M KPYIHBIX 3aBEICHUSX IS
obOecrieueHus1 0€30MaCHOCTH U KOHTPOJIS.



AHATALBIA
Jlprmumomuas mpana, 48 craponak, 15 mamronkay, 4 TtaOminel, 4 gamatka, 9
dbopmyi, 14 KpbIHIIL

Kmrouassis ciioer. CKKJ[, CNN, PYTHON, KUBERNETES, POSTGRESQL,
AJZIBITKI ITAJIBLIAY, PACITASHABAHHE ACObB

AG’eKT macienaBaHHs — Mparpc 3a0ecnsTYaHHA 0SCIeKl pacypcay KaMmaHii.

[TpagmeT macimenaBaHHS — pacHpalioyka MMaTy3pOyHEBal CiCTIMBI JOCTYITY J1a
pacypcay KamIaHii.

MbTa [nacienaBaHHs — BBIByYDHHE TOXHAJIOTIH 1 anrapeitMay s
1PHTHI(DIKAIBI YaTaBeka ma O1sIMETPBIYHBIX TaHbIX. Pacmparioyka cicTaMbI KaHTPOJTIO
KipaBaHHS JOCTYyNaMm JIa pacypcay KaMIlaHil Ha aCHOBE O1IMETPBIYHBIX 1aHbIX.

Mertanpl gacieiaBaHHS — a) TIAPITHIYHBIS: BBIBYUIHHE ICHYIOUBIX CICTAM 1
koMmiiekcay CKVY/I; 6) mpakThluHBbISA: MMapayHaHHE BBIBYYAHBIX airapbiTMay 1 ix
HACTyIHAae MNPBIMSHEHHE Mpbl paclpanoylbl CICTAIMbI, MPACKTaBAHHE 1 CTBap3HHE
nparpamsl 1a 300pbl, 3aX0YBaHHS 1 YbITAHHS.

ATpbIMaHbI BBIHIKI 1 1X HaBI3HA — CIpaeKTaBaHas 1 plaii3aBaHasl CICTAMA,
3/10JIbHAsT BBIPAOJSIb pacla3HABAHHE 1 IIPHTHIPIKALBIIO O3 Ma 3arpyKaHbIM
NpBIKIAIax aa0iTKay nanbliay 3 HACTYIHBIM 3aXaBaHHEM BBIHIKAY anpanoyki y
BOOJIAYHBIM CXOBIIIYBI.

JaknagHacip MaTiIpblsjay 1 BbIHIKAY ABIIUIOMHAN Opambl — JaKJIagHACIb
aTpbIMaHbIX BBIHIKAY MalBAPAKACIILA 1X CYNACTayJIEHHEM 3 ICHYIOUYbIMI PAlIdHHMI, a
TaKcaMa BBIHIKaM1 IMITaIbIMHAara MaadIaBaHHs.

Bo6nacip MarysiMara rnpakTbl4Hara NpbIMsIHEHHS — Ha CEHHAILHI 13€Hb CICTAMa
MOa OBIIb BEIKAPBICTAHA ¥ APOOHBIX 1 OYHHBIX YCTAHOBAX J1JI 3a0€CTIsTYIHHS OsiCTIeKi
1 KQaHTPOJTIO.



ANNOTATION
Diploma work, 48 pages, 15 figures, 4 tables, 4 appendixes, 9 formulas, 14

references

Keywords: ACS, CNN, PYTHON, KUBERNETES, POSTGRESQL,
FINGERPRINTS, FACE RECOGNITION.

The object of the research is the process of ensuring the security of company
resources.

The subject of the research is the development of a multi—level access system to
company resources.

The aim of the research is to study technologies and algorithms for human
identification using biometric data. Development of a system for controlling access to
company resources based on biometric data.

Research methods are a) theoretical: study of existing ACS systems and
complexes; b) practical: comparison of the studied algorithms and their subsequent
application in system development, design and creation of a program for collection,
storage and reading.

The results of the work and their novelty — a system has been designed and
implemented that is capable of recognizing and identifying people based on uploaded
fingerprint samples, followed by storing the processing results in cloud storage.

Authenticity of the materials and results of the diploma work — the authenticity
of the results obtained is confirmed by comparing them with existing solutions, as well
as the results of simulation modeling.

Recommendations on the usage is that today the system can be used in small and
large institutions to ensure security and control.



