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AHHOTANIUSA

Hunnomnas paboma, 50 cmpanuy, 3 mabauywi, 16 unirocmpayuii, 18 popmyn, 32
UCTMOYHUKA.

Knrouesvie cnosa: TPUTTEP, MACKA, HEMPOHHBIN CJIOM, MAILIMHHOE
OBYUEHUE, OTPABJIEHUE JAHHBIX, METO/IbI 3AIIIATHI.

Obvexm uccnedosanus aeisaemcs IpodieMa onpeeieH s HaTU4us OTpaBICHUsS
B HE JJOBEPCHHOM Habope JaHHBIX JJII TPEHUPOBKHU MOJIeTIeH MAITMHHOTO O0yYeHHUS.

Ilpeomemom uccneoosanusi A61A0MCcsA METOJbl U AITOPUTMBI OOHAPYKEHUS
OTpaBJICHHBIX H300paXE€HUN W HACHTU(PHKAIIMA TPUTTEPOB B COCTAaBaX J/1aTaceToOB,
UCITOJIB3YEMBIX JJIT 00YUEHUS MOJIeNIe MAallTMHHOTO O0yYCHHUSI.

Lenvro pabomwl aensemcs pa3padoTKa U peain3alusl aaropuTMa onpeaeaeHus
OTpaBJICHHBIX N300PKCHHUI U BBIJCICHUS U3 HUX TPUTTEPa.

Memooamu uccredosanus a61110mMcsi METObI MAIIMHHOTO OOYYEHUST M METOJIbI
ONTUMH3AIIUH.

Ionyuennvie pezynomamsl U uUX HOBU3HA. BBISIBICHBI OTPAaHUYCHHUS METO/A
Activation Clustering mpy MOIETUPOBAHUH aTaK, 3aKIIOYAIONIUXCS B UCTIOIb30BaHUN
SIMHOTO TPHUTTEpA IS TICPECHANPABICHUS BCEX UCXOIHBIX KJIACCOB B IEICBOM KJIACC.
J171s1 TOBBINICHHS] TOYHOCTH MICHTU(DUKAIIMYA OTPaBICHHBIX JaHHBIX OBLT pa3paboTaH
U peaJn30BaH JIONMOJHUTENbHBIN MeToa ¢ npuMmeHeHueM mojenu CatBoost. Kpome
TOro, B X0/€ oueHku r(¢dextuBHocT Neural Cleanse oOHapyKeHbI CyllI€eCTBEHHbIE
HEJIOCTaTKH B BOCCTAHOBJICHHMHM TPUTTEPOB, OXBATHIBAIOIINX 3HAYUTEIHHYIO YaCTh
n300pakeHuss. B OoTBeT Ha A3TWM oOrpaHWYCHHS OBUT TPEUIONKEH M peaJTu30BaH
YCOBEPIICHCTBOBAHHBIN  TOAXOJ,  oOOecredyuBaronMi  0ojiee  KaueCTBEHHOE
BOCCTaHOBJICHUE TPUTTEPOB OOJIBITION TIJIOMIA Y.

Jlocmosepnocme  mamepuanos u - pe3yibmamos  OUNJIOMHOU  pAOOmbL.
WCIIOJIb30BAaHHBIE MaTepuaabl W Pe3yJdbTaThl JUIJIOMHOW pabOTHI  SBISIIOTCS
JIOCTOBEpHBIMU. PaboTa BHITIOJIHEHA CAMOCTOSITENHHO.

Obnacmoio  803MOJNCHO20 NPAKMUYECKO20 NPUMEHEHUsl A8IAemcs 3allluTa

mpoiiecca TPEHUPOBKHU MOJIeIeH MAITMHHOTO O0YyYEHUS OT OTPABICHHBIX JAHHBIX.



AHATALBIA

Hvinnomnas npaya, 50 cmaponax, 3 maobaiywi, 16 intocmpaywiii, 18 popmyn, 32
KDbIHIYbI.

Kmiouaswis ciosvi: TPYTEP, MACKA, HEMPOHABBI IUTACT, MAILIBIHHAE
HABYYAHHE, ATPYUBAHHE JIA/I3EHbBIX, META/Ibl ABAPOHBI.

Ab'ekmam Oacnedasanns 3'synsgeyya TipabieMa BBI3HAUAHHS  HasyHACIl
aTpy4BaHHA ¥ HE JaBEpaHaM HAOOPBI JaI3€HBIX ISl TPIHIPOYKI MaI3JISTy MalllbIHHAra
HaBYYaHHSI.

Illpaomemam oOacnedasanusa 3'ayrsioyya MeETabl 1 aNrapbITMbl BbIAYJICHHS
aTpy4yaHbIX MaJIIOHKay 1 1IPHThI(IKALbI Tpeirepay ¥y CKiIagax JgaTaceToB, SKIis
BBIKAPBICTOYBAIOIIIIA JIJIl HABYYAHHS MaJIdJIsTy MalllblHHAra HaByYaHHS.

Mbmaii  oacnedsanns 3'aynseyya pacuparoyka 1 poadizaibis alrapbITMy
BBI3HAUOHHS aTPy4YaHbIX MAJIOHKAY 1 BBUTYUIHHI 3 1X TphITEpA.

Memaoami oacnedasanns 3'syasoyya MeTaabl MalllbIHHATA HABYYaHHS 1 METa (b
anThIM13aIlbIl.

Ampuimanvis ebinixl 1 1x Haslsna. BbIAYICHBI aOMexaBaHHI MeTany Activation
Clustering npsl MaJdIIsIBaHHI Hamaaay, sKisg CKJIaIarola ¥ BhIKAPBICTAHHI aj31Hara
TpeIrepa JJIsl TepaHaKipaBaHHS VCIX 3bIXOAHBIX Kiacay y MdTaBbl kiac. g
MaBBIIIPHHS TaKIa HACII 1IPHTHI(IKALBI aTPyYaHbIX JAA3CHBIX OBIY pacIpaliaBaHbl i
praizaBaHbl 1aJaTKOBBI MeTal 3 ykbiBaHHEM Majaii CatBoost. Akpams Taro, y xo3e
arpHK1 d¢dexToiyHacui Neural Cleanse BbIAYIIEHBI ICTOTHBIS HEIAXOIbl ¥ aHAYICHHI
TphITEpay, SKiS axXOIUIIBAIOIh 3HAYHYK) YacTKy MaJlfOHKa. Y aJaKa3 Ha TITHIA
aOMexxaBaHH1 OBIY MpamaHaBaHbl 1 pdaji3aBaHbl yJIAaCKAHAJICHBI MAIbIXOM, SKI
3a0sicrieuBae OOJIBII sIKACHAE a{HAYJIEHHE TPhIrepay BsUTIKal TUIOIIYBIL.

Jlacmasepnacyv mamapwvisanay i blHIKA)y ObINIOMHAU Npaybl. BHIKAPHICTAHBISA
MaTIPBISIBI 1 BBIHIKI AbimiomHail [lpaner 3’symsroria  mactaBepubiMi. [para
BBIKAHAHA CaMaCTOMHA.

Bobnacyvio macuvimaca npakmulunaea npuiMAHeHHs 3'synseyya adapoHa

parpCcy TPIHIPOYKI MAIRIISTy MallTbIHHATa HABYYaHHS aJ] aTPyYaHbIX 1A 3CHbIX.



ANNOTATION
Diploma work, 50 pages, 3 tables,16 illustrations, 18 formulas, 32 sources.

Keywords: TRIGGER, MASK, NEURAL LAYER, MACHINE LEARNING,
DATA POISONING, PROTECTION METHODS.

The object of the research is the problem of determining the presence of poisoning
in an untrusted dataset for training machine learning models.

The subject of the research is methods and algorithms for detecting poisoned
images and identifying triggers in dataset compositions used to train machine learning
models.

The purpose of the research is development and implementation of the algorithm
for detecting poisoned images and isolating a trigger from them.

Methods of research are machine learning methods and optimization methods.

The results of the work and their novelty: the limitations of the Activation
Clustering method in attack modeling have been identified, which consist in using a
single trigger to redirect all source classes to the target class. To improve the accuracy
of identification of poisoned data, an additional method was developed and
implemented using the CatBoost model. In addition, during the evaluation of the
effectiveness of Neural Cleanse, significant shortcomings were found in the restoration
of triggers covering a significant part of the image. In response to these limitations, an
improved approach has been proposed and implemented to provide better recovery of
large-area triggers.

Authenticity of the materials and results of the diploma work: the materials used
and the results of the diploma work are authentic. The work has been put through
independently.

Recommendations on the usage. The results of the work can be used to protect the

process of training machine learning models from poisoned data.



