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PE®EPAT

Jlutimomuas paboTta: 68 crpanuil, 29 pucyHkoB, 1 Tabnuiia, 18 ucToUYHUKOB

PASBMBITHUE, HAETEKTHUPOBAHUE JIML, COKPBITUE JIML[ B
BUJIEOIIOTOKE, OBYYEHUE HENPOHHON CETH, CBEPTOYHBIE
HEMPOHHLIE CETH, TEHEPATUBHBLIE MOJIEJIN

Obvexm uccned0osanus — aITOPUTMbl JETEKIMU U COKPBITUSA JIUI[ Ha
N300PKECHUSX U B BUJICOTIOTOKE.

Llenv pabomwvl — pa3paboTKa aJropuTMa ICTEKIIMM M COKPBITHS JIUI[ Ha
N300PKECHUSX U B BHJICOIIOTOKE.

Memoowl uccnedosanusi — CPaBHUTENbHBIN aHAIN3, KOMIIBIOTEPHOE 3PEHHE.

B paboTte paccMOTpeHbl aJITOPUTMBI MAITMHHOTO OOY4YEHHSI U HEUPOCETEBBIE
MOJIENIN ISl PEIICHMs 3a]1ay JETEKUUHU JIML Ha U300paKEHUAX U B BUIECOMOTOKE.
[IpoBeneH aHainu3 alIrOPUTMOB MAIIMHHOTO OOYYEHHUSI U HEMPOCETEBBIX MO/IEIICH.
N3y4yeHbl METObI AHOHUMU3ALMK BU3YAJIbHBIX TAHHBIX: KJIACCUYECKUE AITOPUTMBI
OJIIOpUHra M TOAXOJ Ha OCHOBE HAJIOXKEHUS CHHTETHYECKOW MAacKH JIMIIa,
CT€HEPUPOBAHHON T'€HEPATUBHO-COCTA3ATEIbHOM ceThio. Pa3zpaboTaH anroputm
JETEeKIUH U OJIFOpHHTra JIMI Ha W300paXEHUSIX U B BHJICONOTOKE, BKIHOYAIOLIUN
3aXBaT BUJIEONOTOKA, MPeaoOpadOTKy, ACTEKIMIO JUIl U MPUMEHEHUE METO0B
aHOHMMU3ALUU.

Pe3ynbTaTomM IUIIOMHON paOOThI SIBISETCS: CIPOEKTUPOBAHHBIN aITOPUTM,
CIIOCOOHBIN B pealbHOM BpeMeHUu o0pabaThiBaTh BHUACOMNOTOK, BBIMOJHSTH
JETEKTUPOBAHUE JIMI] C MOMOILIBIO HEHMPOCETEBOM MOJIEIN U MPUMEHATh METOMbI
pa3MbITUS WJIM 3aMEHbl JIMIAa Ha CHHTETHMYECKOE H300pa)k€eHue [ 3allUThl
UAEHTU(UKALIMY JIMYHOCTH.

[lonmy4yeHHbsle pe3yapTaThl MOTYT ObITh NPUMEHEHBl B CHCTEMax
BUJICOHA0IIIOICHUSI, TyOIMYHBIX MeauaMarepuanax, miaropmax majisg o0padOTKH
M0JIb30BATENBCKOTO KOHTEHTA C LIEJbI0 COOI0IEHN HOPM KOH(UIEHIIMATBHOCTH U
3aIUTHI IEPCOHATBHBIX JAHHBIX.

Pe3ynbraThl JaHHOW paOOThl OMyOJIMKOBaHBI B COOPHUKE HAYYHBIX TPYAOB
(mo  martepuanaM  CTYACHYECKMX  HAyYHO-TEXHMUYECKMX  KOH(pepeHIu)
«HTeIeKTyanbHble, CECHCOPHBIE U MeXaTpOoHHbIe cucTembl-2025. Muunck, BHTY,
2025».



PO®EPAT

JprmomHast ipara: 68 craponak, 29 mamonkay, 1 tabumima, 18 kpbrHin

PASMBILILE, JOTOKTABAHHE ACOB, VTOMBAHHE ACOB V
BIIDACTPYMEHI, HABYYAHHE HEWMPOHABAW CETKI, CBEPTOYHBIE
HEMPOHABBIA CETKIL, TEHEPATBIVHBIS MA JIDJII

Ab'ekm oOacnedasanns — alrapbITMbl JITIKIBIL 1 YTOMBaHHSA acod Ha

MaJIFOHKaX 1y BiJIPacTpyMeEHI.

Mbma npayvl — pacmparioyka anrapeITMy AITIKIBI 1 YTOWBaHHS aco0 Ha
MaJIOHKax 1 ¥ BiA?acTpyMeEHi.

Memaowl 0acnedasanns — napayHallbHbI aHAII3, KAMITFOTAPHAE 3pPOK.

VY mpaupsl pasriiepkaHbl alrapbITMbl MalllbIHHAra HaBy4YaHHs 1 HelpoceTeBas
MaJpIl JUIsl BBIPAUIDHHS 3a7a4 JITIKIBI aco0 Ha MalllOHKaxX 1 ¥ B1APACTPyMEHI.
[IpaBen3eHbl aHa3 aNrapbiTMay MalllblHHAra HaBy4aHHs 1 HEHPOCETEBBIX MAIIISY.
BbIBy4yaHbl MeTa/Jbl aHaHIMI3albll Bi3yaJlbHBIX JaJA3€HBIX: KIACIYHBIA aJrapbITMbI
OMropuHra 1 NAABIXOJ HA AaCHOBE HaKJIaJaHHA CIHTIThIYHAM Macki acoObl,
3reHepaBaHail TreHepaThlyHa-crabopHAcl ceTkail. PacmpainiaBaHbl — anrapbiT™
JIPTAKIIBIL 1 OJIFoprHTa aco0 Ha MaJIOHKax 1 Y BIIPACTPyMEHI, K1 YKIIIOYae 3aXoll
BIJIPACTPYMEHIO, MpeAoOpaboTKy, IITIKUBIIO aco0 1 MNpbIMIHEHHE MeTaaay
AHOHMMU3ALINH.

BbiHIKaM JpIMIIOMHAN pansl 3'sysenia: CipaeKTaBaHbl aJIrapbiT™M, 310JIbHBI
¥ pPajbpHBIM Hace arpanoyBallb BiJ3acTPyMEHb, BHIKOHBAIlb JI3TAIKTaBaHHE acol 3
JarnaMoraid HelipoceTeBass MaadJii 1 NPBIMSHALL METaJbl Pa3MbIlsS ad0 3aMEHbI
acoObl Ha CIHTATBHIYHAE MAJIFOHAK ISl a0apOHbI 13HTBI(IKALBIl aCOOBI.

ATpbIMaHbIs BBIHIKI MOTYLb OBIIb YXKBITBIS ¥ CICTAMax BiJPaHa31paHHA,
nyOJMIYHBIX MEABIAMATIPBIUIAX, IUIaTGopMax s ampamoykl KapbICTalKara
KaHT3HTY 3 MATall 3axaBaHHS HOpMay NpbIBaTHACILI 1 a0apoOHBI MepcaHaIbHBIX
JAA3EHBIX.

Briniki gaazenail mpaibl amyOsikaBaHbis ¥ 300pHIKY HaBYKOBBIX mpail (Ta
MaTIpPbIIaX CTYISHLKIX HABYKOBA-TAXHIYHBIX KaH(EPIHIIbIN) «IHTINEKTyaJIbHbIS,
COHCApHBIS 1 MEXaTPOHHBIX c1cTAMBI-2025. Minck, BHTY, 2025».



ABSTRACT

Diploma work: 68 pages, 29 figures, 1 table, 18 sources

BLURRING, FACE DETECTION, HIDING FACES IN A VIDEO
STREAM, NEURAL NETWORK TRAINING, CONVOLUTIONAL NEURAL
NETWORKS, GENERATIVE MODELS

The object of research — algorithms for detecting and hiding faces in images
and video streams.

Objectives — development of an algorithm for detecting and hiding faces in
images and in a video stream.

Methods — comparative analysis, computer vision.

The paper considers machine learning algorithms and neural network models
for solving problems of face detection in images and in a video stream. The analysis
of machine learning algorithms and neural network models is carried out. Methods
of visual data anonymization have been studied: classical blueing algorithms and an
approach based on the imposition of a synthetic face mask generated by a generative-
adversarial network. An algorithm for detecting and blurring faces in images and in
a video-stream has been developed, including video stream capture, preprocessing,
face detection, and the use of anonymization methods.

The result of the thesis is: The designed algorithm is capable of processing a
video stream in real time, performing face detection using a neural network model
and applying methods of blurring or replacing a face with a synthetic image to
protect identity identification.

The results obtained can be applied in video surveillance systems, public
media materials, platforms for processing user content in order to comply with
privacy standards and protect personal data.

The results of this work are published in the collection of scientific papers
(based on the materials of student scientific and technical conferences) "Intelligent,
sensory and mechatronic systems-2025. Minsk, BNTU, 2025".



