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PE®EPAT
Junimomuas pabota: 67 crpanuil, 30 pucyHKOB, 9 Tabnuil, 15 KCTOUHUKOB.

CTET'AHOI'PA®UAA, IUVIATOOPMA, APXUTEKTYPA, AJII'OPUTM
[IBETOBOM IIAJIUTPLI, AJITOPUTM @5, ®OPMAT ®AMIIOB DOCX,
MOAYJIb CTETAHOI'PAOUYECKOI'O BCTPAMBAHUA.

Obvexm uccnedosanus — aJrOPUTM CTeraHorpauyeckoro BCTpauBaHUS
nHpopMaruu B aityibl H300paKEHUM.

Llenv  pabomvr —  pa3paboTaTh  aIrOpuT™M W IIathopMy s
CTeraHorpapuIecKoro BCTpanBaHMs TEKCTOBOM MHPOpMAIUHU B Gaitiibl n300pakeHUH
u ¢popmara docx.

Memoobl uccnedoganus — KOMIBIOTEPHOE MOACTUPOBAHUE.

B pabGore mnpuBonmArcs ompeaeneHue U OOWMI NpUHOUO  pabOThI
cTeraHorpa(uu, paccCMaTpuBalOTCs CYIECTBYIOIIME METO/bl CTETaHOTPAPUUECKOTO
BCTpaMBaHMsl JaHHBIX B (haiiabl n3oOpaxeHuil. COpoeKTHpOBaHa apXUTEKTypa IS
CTeraHorpapuueckoro BCTpauBaHMs TEKCTOBOM HHPOpMaIK B (Pailsibl n300pakeHui
u ¢opmara docx. Pa3zpaboraH anropuT™M cTeraHorpagpuyeckoro BCTpPauBaHUS
TEKCTOBOM HMH(popManuu B (ailibl M300pakeHHil, NPOBEIEHO TECTUPOBAHUE
pa3zpaboTanHoro anroputrma. M3ydena ctpykrypa daiiinos ¢popmara docx, peann3oBaH
MOJAYJIb CTeraHorpaduueckoro BCTpaMBaHHUS TEKCTOBOW HH(opMmanuu B Ghanibl
¢dopmarta docx. PaccmMoTpeHbl M peanu3oBaHbl METOMABI 3aIUTHI IUIAT(HOPMBI IS
CTEraHorpaUIecKoro BCTpanuBaHus TEKCTOBOM MH(opMaiuu B (aitsibl H300paskeHUi
u ¢popmara docx.

Pe3ynpTraToM OHUIIOMHOM pabOThl SBISIOTCA aIrOpUTM M IaTdopma s
CTEraHorpauuecKoro BCTpauBaHUs TEKCTOBOW MH(opMauu B (ailsibl n300pakeHui
u Qopmara docx, MO3BOJIAIONIME BCTPauBaTh M HU3BJIEKaTh KOH(PUIACHIUATbHBIC
JaHHbIE, TaKH€ KaK KIOYM IK(poBaHUsA, KOAOBBIE CJIOBa W T. A. B (aiinax
n3o0paxkenuii u popmata docx.

Hannyro miathopMy MOXKHO HCIOJNb30BaTh B KAadyeCTBE HMHCTPYMEHTA
mMUQPOBaHUS B BOCHHBIX MPEANPHUATHIX C IEJIbl0 CKpPhITUS (akTa HaIu4us
KOH(HIEHIIMANBbHBIX JAaHHBIX B (painax m3oOpaxenuilt u popmara docx u nepenauu
(baiioB MO CETH UHTEPHET.

PesynbraTel paboThl ucnoibidytorcs B YII «I'eonHbOpMallMOHHBIE CHCTEMbI»
HAH benapycu.



PODEPAT
JlpiruioMHas mpana: 67 craponak, 30 Manmtonkay, 9 Tabmin, 15 kperHi.

CLIETAHATPA®ISI, IUIATO®OPMA, APXITOKTYPA, AJITAPBITM
KAJIIPOBAU TIAJIITPBI, AJITAPBITM @5, ®APMAT ®AMWIAY DOCX,
MOJIYJIb CLIETAHATPA®IYHAT A YBYTABAHHSI.

Ab'exm  Oacnedasamnss — anrapblTM  cleraHarpagiybHara yOymaaBaHHS
iHDapmaren ¥ aitinsl MaTtoOHKaY.

Mbma  pabomwst — pachmpanaBailb airappiITM 1 1athopMmy  JUIA
creranarpagiuynara YOynaBaHHsS TOKcTaBaid 1H(apmanell ¥ Gdaiibl MadioHKay 1
dbapmary docx.

Memaovl 0acnedasants — KaMIl 10TapHAE MaJdJIsIBAHHE.

Y mpampsl  OpbIBOA3SAIIA  BBI3HAYIHHE 1 aryjibHbl MPBIHIBIT  [PAIlbl
cTeraHorpaduu, pasrisaaoiia ICHYIOUbls MeTajbl clieraHarpadivynara yoyaaBaHHS
nan3eHbix y dainel Mamonkay. CrpaekTaBaHa apXIiTIKTypa sl clieraHarpadiynara
yOynaBaHHs TOKcTaBail 1H(apmarpli Yy (¢aiinel MamoHkay 1 dapmaty docx.
PacnpanaBanbl anrapslT™ clueraHarpadiuyiara yOyaaBaHHSI TOKCTaBail 1H(papMaipll
daiinbl MamoHKaY, MpaBeI3eHa TICTaBaHHE paclpaliaBaHara airapblTMy. BeiByuaHa
cTpykTypa (daiinay dapmary docx, poamizaBaHbl MOAYJb clieraHarpadgiyHara
yOynaBanHs TOKCTaBail iHdapmaiwl ¥V Qaitnel dapmaty docx. Pasrmemkanbl i
plalli3aBaHbl MeETallbl abapoHbl MIaTGOpMbl JJig clieraHarpadiunara yOynaBaHHS
TAKCTaBal iHbapmarlel ¥ dhaiasl Mamonkay 1 papmary docX.

BeiHikam fgplioMHAl mpanpl  3'SyNsioniia  ajrapelT™ 1 1uiatdopma i
cueranarpagiyHara YyOyJnaBaHHs TOIKcTaBail iH(apmaipll Y (ailyiel MamtoHKaY 1
dbapmary docx, sKkis na3BaisAwolb yOyaoyBaib 1 34a0bIBallb KaH)IAIHIIBIAHBIS
JAA3€HbIs, TaKid K KIIOUbl Mbl()paBaHHs, KOJABbISA CIOBBI 1 I'.J. y daiiaax MaltOHKay
1 papmaty docx.

Hamzenyo matdopMy MOKHA BBIKAPBICTOYBAIlb ¥ SKACIl I1HCTPYMEHTa
mbippaBaHHs ¥ BaCHHBIX MPAANPLIEMCTBAX 3 MAITal YToWBaHHS (PakTy HasyHACI
KaH(1IPHIBIMHBIX Ja/I3¢HBIX Y (haitnax MamoHkay 1 papmary docx 1 mepanayst dainay
1a ceTupl [HTApHAT.

BoiHiki mpanpl BbikapbicToyBatona Ba YII «l'eaiHdapmalipliiHbIs CICTIMBD)
HAH benapyci.



ABSTRACT
Diploma work: 67 pages, 30 figures, 9 tables, 15 sources.

STEGANOGRAPHY, PLATFORM, ARCHITECTURE, COLOR PALETTE
ALGORITHM, F5 ALGORITHM, DOCX FILE FORMAT, STEGANOGRAPHIC
EMBEDDING MODULE.

The object of research — algorithm for steganographic embedding information
into image files.

Obijectives — develop an algorithm and platform for steganographic embedding
of textual information into image files and docx format

Methods — computer simulation.

The paper provides the definition and general principle of steganography,
reviews existing methods of steganographic embedding of data into image files. The
architecture for steganographic embedding of textual information into image files and
docx format is designed. An algorithm for steganographic embedding of textual
information into image files has been developed, and the developed algorithm has been
tested. The structure of docx files is studied, the module of steganographic embedding
of text information into docx files is realized. Methods of platform protection for
steganographic embedding of textual information into image and docx format files are
considered and realized.

The result of the thesis is an algorithm and a platform for steganographic
embedding of textual information in image files and docx format, allowing to embed
and extract confidential data such as encryption keys, code words, etc. in image files
and docx format.

This platform can be used as an encryption tool in military enterprises to hide
the fact of confidential data in image and docx files and transfer files over the Internet.

The results of the work are used in the UE “Geoinformation Systems” of the
National Academy of Sciences of Belarus.



