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PE®EPAT

Jumiomuas padota cogepxut 73 c., 16 puc., 15 Tadm., 12 uctous., 2 mpuiL.

NHOOPMAILIMOHHA A BE3OITACHOCTD, SIEM-CUCTEMBI, )KYPHAJIbI
COBBITUI, MAILIMHHOE OBYYEHME, JIATEPAJIbHOE ITEPEMEIEHUE,
HADOOP, KAFKA, ELASTIC SEARCH, CUCTEMBI JIOTMTPOBAHUAI.

Ilenp paboTbel — pazpaborka apxutekTypbl SIEM-cuctempl M mocTtpoeHue
MOJICJT MaITMHHOTO OOyYeHUs JJIsi OOHAPY)KCHHsSI aTakK JIaTepaIbHOTO TepEMEIICHHUSI
Ha OCHOBE aHaM3a CHCTeMHBIX coObITHII B OC. OOBEKTOM UCCIICIOBAHUS SBIISIOTCS
coObITHSI TH(GOPMAIIMOHHON 0€30MaCHOCTH ONIEPAIIMOHHBIX CUCTEM.

B pabote nmpoananuszupoBaHbl 0COOEHHOCTH cyliecTByIomux SIEM-pemiennit,
takux kak KUMA, R-Vision u MaxPatrol SIEM. IlpoBeaneHo cpaBHEeHHE HX
apXUTEKTYyp, (GYHKIHUOHAIBHBIX BO3MOXKHOCTEH W METOJOB HOpMalM3allud U
Koppensiiud. Ha ocHoBe aHanm3a chopMyinHpoBaHbl TpeOOBaHHUS K COOCTBEHHOM
apXUTEKTYpE.

Pa3paborana apxuTekTypa CHCTEMbl cOOpa U aHaidu3a COOBITHI C
pacnpenie€HHbIM XpaHudieM Ha Oa3ze Hadoop, cucTembl NMOTOKOBOHM TMepemayu
nanaeix Apache Kafka m mommorekcroBoro momcka Elastic Search. Brmmomnena
HOpMAaJIM3alMsl JIOTOB PA3JIMYHBIX MCTOYHUKOB B E€IUHYIO CTPYKTYpPY JaHHBIX.
Paspabotana u oOydyeHa wmoxaens XGBO0OSt nnsi BbIABICHHS JIaT€paIbHOTO
nepeMeIIeHHs 3I0yMBIIIJICHHUKA BHYTpH ceTu. [IpoBeieHa orieHka TOYHOCTH MOJIEITH.
Martpuiia ommOOK ¥ METPUKH TOKAa3aly BBICOKYIO TOYHOCTH M COalaHCHPOBAHHOE
kadecTBO Kinaccudukamuu. [Toctpoena ROC-kpuBas mis orenkn AUC,

PazpabotanHoe  pemieHue  MPOTECTUPOBAHO M aNANTUPOBAHO MO
uHppacTpyKkTypy HHGOPMAIIMOHHOMN 6e30macHocTH benopycckoro rocy1apcTBEHHOTO
yHuBepcuteTa. [IpakTrdeckas 3HAUMMOCTh 3aKJIFOYAETCS] B BO3MOKHOCTH UHTETPAINH
CUCTEMBI B KOPIOPATHUBHBIE CETMEHTHl C IMEJbI0 TMOBBIMICHHUS S(PPEKTUBHOCTU
MOHUTOPHUHTA U pEarupOBaHMs HA UHIIUJICHTHI.



POD®EPAT

JeimmomHast mpara 3Msmyae /3 c¢., 16 pwic., 15 T1abn., 12 kpemHim, 2
TPBIKJIA/IaHHI.

IHOAPMAIIBIMHASL ~ BACIIEKA,  SIEM-CICTAMBI,  XXYPHAJIBI
ITAJIBESTY, MAIIIBIHHAE HABYUYQHHE, JIATOPAJILHAE IEPAMSIIITUYSHHE,
HADOOP, KAFKA, ELASTICSEARCH, CICTOMbI JIAT'ABAHHAI.

MbTa mpartisl — pacmpainoyka apxiTkTypsl SIEM-cicTaMbl 1 cTBapsIHHE MaIami
MallIlbIHHAra HaBy4YaHHs JIJIs BBISTYJICHHS aTak JaTapaibHara nepamsirusHHsI Ha aCHOBE
aHami3y cicTamHbix mam3edt y AC. AG’ektam paciieaBaHHs 3’ SIYJISIOINIA Taa3el
iHapMartbIitHall OsicrieKi anepanbIiHbIX CICTIM.

VY mparnpl npaanaiizaBanbl acabuniBacii icHytoublx SIEM-panmnHHSY, Takix sk
KUMA, R-Vision i MaxPatrol SIEM. IlpaBen3ena mapayHaHHE iX apXIiTIKTYp,
(yHKUBISTHAJIBHBIX MardbIMacuen 1 Metanay HapMamizainbll 1 kapassnbll. Ha acHoBe
aHani3y capmyJssiBaHbl NaTpabaBaHH1 Ja YiaacHail apXiTIKTYpBI.

PacnpariaBana apxiTakTypa CiCTaMBbI 300py 1 aHAII3y Maj3eil 3 pa3MepKaBaHbIM
cxoBimryam Ha 6a3ze Hadoop, cictamaii ctpymeneBaii nepanausl qanbix Apache Kafka i
noyHatIkcTaBara nomyky Elasticsearch. 3nm3elicHena Hapmamizampis jgaray po3HBIX
KPBIHII y aA31HYIO CTPYKTYPY AaHbIX. PacnpaniaBana i Hapydana maadins XGBoost mst
BBIAYJICHHS JlaTApajibHara mnepamsird’HHs 3JlaMbICHIKa YHYTpbl ceTki. [IpaBeaszena
alPHKa JakjagHacli maadii. MatTpellla mambUlak 1 METPBIKI MakKas3ajil BBICOKYIO
JakjIagHaclp 1 30amancaBanyo skacip kinacidikarnpli. [TabynaBana ROC-kpeiBas mist
arpHki AUC.

PacnpariaBanae pammHHe IpaTdCTaBaHa 1 ajanTaBaHa Maja 1HPPACTPYKTypy
iH(papMmanplitHail Osicnexi bemapyckara pzspxkaynara VYHiBepciTaTa. IlpakThiunas
3HAYHACLp 3aKioyaella y MardybIMacll IHTArpalbll CICTAMBI Y KapnapaTblyHbIS
CErMEHTBHl 3 MAITail MaBBIAHHA A(EKThIYHACHI MaHITOPBIHTY 1 plaraBaHHsA Ha
1HIIBIDHTEL.



ABSTRACT

The thesis contains 73 pages, 16 figures, 15 tables, 12 sources, 2 appendixes.

INFORMATION SECURITY, SIEM SYSTEMS, EVENT LOGS, MACHINE
LEARNING, LATERAL MOVEMENT, HADOOP, KAFKA, ELASTICSEARCH,
LOGGING SYSTEMS.

The objective of this work is to develop a SIEM system architecture and build a
machine learning model for detecting lateral movement attacks based on the analysis
of operating system (OS) events. The research focuses on information security events
in operating systems.

The study examines the features of existing SIEM solutions, such as KUMA, R-
Vision, and MaxPatrol SIEM, comparing their architectures, functionalities, and
methods of normalization and correlation. Based on this analysis, requirements for a
custom architecture were formulated.

A distributed event collection and analysis system architecture was developed,
utilizing Hadoop for storage, Apache Kafka for data streaming, and Elasticsearch for
full-text search. Logs from various sources were normalized into a unified data
structure. An XGBoost model was developed and trained to detect lateral movement
within a network. The model's accuracy was evaluated, with the confusion matrix and
metrics demonstrating high precision and balanced classification quality. An ROC
curve was plotted to assess the AUC.

The developed solution was tested and adapted for the Belarusian State
University's information security infrastructure. The practical significance lies in the
system's potential integration into corporate segments to enhance monitoring efficiency
and incident response.



