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BUPTYAJIM3ALINA, OBJIAYHBbIE BBIUMCJIEHNW A, CETEBAA
BE3OITACHOCTD, IPOI'PAMMHO-OIIPEJIEJIAEMBIE CETU, CETEBOE
MO/JEJIMPOBAHUE

Lens paboTel — pa3zpaboTaTh IKOHOMUYECKH 3(PPEKTUBHYIO, PEATUCTUYHYIO U
MacmTabupyemyro 1uiatrgopMy s o0ydeHus: kubepbe3zonacHOCTH, KoTopas OyaeT
UCIIONB30BAaThCS I MPAKTHUECKOro oOydeHuss KuOepOe30macHOCTH W TOMOXKET
CTyJCHTaM ¥ HAYMHAIOIIMM CIenuamiucTaM 3Q¢GEeKTUBHO MOBBICHTH CBOM HABBIKU B
o0acTy MPOBEJCHUS U 3aIUTHI OT KHOEpaTax.

JI7is TOCTHKEHHMSI LIETIN Y HAC €CTh CIEAYIOIINE 3aJauHn:

1) Begenue: akTyanbHOCTb TEMBI, LI€JIb U 33]1a4U paOOTHI.

2) O030p wu aHanmu3 CcyulecTByroUmx miargopm st  oOydeHHs
KOepOe30MmacHOCTH, BRISBIICHHE UX MTPEUMYIIECTB U HEAOCTATKOB.

3) ®opmupoBaHue TpeOOBaHUI K pa3pabaTbiBaeMoi yueOHOH maTdhopme.

4) IlpoekTupoBaHME CHUCTEMBI: apXuUTeKTypa, ER-aumarpamma 0a3bl JaHHBIX,
onucanue GyHKIIMOHATBHBIX MOIYJICH.

5) Peanmzanus miuatdopmbl: pazpaboTKa MOJYJIEH perucTpaiuu, ynpaBieHUs
KypcaMmu, TECTUPOBaHMsI, UHTep(deiica.

6) TectupoBaHue W OTIAIKA: MOIYJbHbIE W CHCTEMHBIC TECThI, MPOBEPKa
0€30MacHOCTH.

7) 3akmroueHue: pe3ynbTaTbl paboThl, BIBOJBI U PEKOMEHIAIUH.

Pa3pabotka mpoekrta ocHoBaHna Ha PHP-dpeiimBopke Yii2 U ucnonb3oBaHUU
BUPTYaJIU3aINH TSI MOJACTUPOBAHUS SKCIIEPUMEHTAIBHON CPENIbl C 1[EIbI0 PeIICHHUS
npoOJjieM CyIIECTBYIOIIEH JabopaTopuu CETEBOM  OE30MaCHOCTH, a TaKkKe
OPEJIOKEHHS] PEIIeHUsT [JIsl BHUPTyalbHOW Y4eOHOW mnaTgopmMbl Ha OCHOBE
apxutekTypsl B/S (Gpay3ep-cepsep).

KimtoueBbIME ~ KOMIOHEHTaMH  MIATGOPMBI  SIBISIIOTCS ~ CETEBOM U
BUPTYaJIM3al[MOHHBI YPOBHHM, B KOTOPBIX HCIIOJB3YETCS BUPTyaIU3al[MOHHAS
TEXHOJIOTHS Ui BUPTyaIM3aIMK almapaTHOTO M CETEeBOT0 00OpYyAOBaHUS, a TaKKe
BHEJIPSIETCS TEXHOJIOTUsA MporpamMmHo-onpenensemoir certu (SDN), koropas
o0ecrneunBaeT BBICOKYIO THOKOCTh M YIPABISIEMOCTh CETEBOM Cpeibl MOCPEACTBOM
B3aUMOJICHCTBUS MKy TTpoTokosioM OpenFlow u koHTposiepom Ryu.

Pa3paboTtka u mpuMeHeHne 3Tor mIaTGopMbl HE TOJIBKO MOBHIIIAET KAYECTBO U
¢ PekTUBHOCT, 00y4YeHHUs B 00JIACTH CETEBOUM 0€30MacHOCTH, HO U MPEIOCTaBIISICT
By3aM U HCCIENOBATEIbCKUM YUPEKICHUSAM HKOHOMUYHOE, 3(P(PEeKTUBHOE U
YCTOMYMBOE PELIEHUE /711 IPAKTUYECKOTO O0yUEeHUsl.



ABSTRACT
Thesis 82 pages, 34 figures, 13 tables, 19 references, 1 appendix.

VIRTUALIZATION, CLOUD COMPUTING, NETWORK SECURITY,
SOFTWARE-DEFINED NETWORKS, NETWORK MODELING

The goal of this work is to develop a cost-effective, realistic, and scalable
platform for cybersecurity training that will be used for practical cybersecurity training
and will help students and novice professionals effectively improve their skills in
conducting and defending against cyberattacks.

To achieve this goal, we have the following tasks:

1) Introduction: relevance of the topic, purpose and objectives of the work.

2) Review and analysis of existing platforms for cybersecurity training,
identification of their advantages and disadvantages.

3) Formulation of requirements for the training platform under development.

4) System design: architecture, ER diagram of the database, description of
functional modules.

5) Platform implementation: development of modules for registration, course
management, testing, and interface.

6) Testing and debugging: modular and system tests, security checks.

7) Conclusion: results of the work, conclusions, and recommendations.

The project development is based on the Yii2 PHP framework and the use of
virtualization to simulate an experimental environment in order to solve the problems
of the existing network security laboratory, as well as to propose a solution for a virtual
training platform based on B/S (browser-server) architecture.

The key components of the platform are the network and virtualization levels,
which use virtualization technology to virtualize hardware and network equipment, as
well as implement software-defined networking (SDN) technology, which provides
high flexibility and manageability of the network environment through interaction
between the OpenFlow protocol and the Ryu controller.

The development and application of this platform not only improves the quality
and effectiveness of training in the field of network security, but also provides
universities and research institutions with a cost-effective, efficient, and sustainable
solution for practical training.
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