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CETEBOU TPAOUK, MAIIMHHOE OBYYEHUE,
KHWUBEPBE3OITACHOCTD, OBHAPYXEHUE BTOPXXEHUI,
KITACCUDOUKALNA ATAK, PYTHON, SCIKIT-LEARN, XGBOOST, CIC-
IDS-COLLECTION, DECISION TREE, SVM, RANDOM FOREST,
ADABOOST, MLP

[ens paboThl — co3nanue miaTGopmsbl AJid IPeIOCTaBICHUS 00Pa30BaTEIbHBIX
yCIIyT, KOTOpas oOecneyuT yaoOHbie U A((PEKTUBHBIE MHCTPYMEHTHI HJIsi BCEX
YYaCTHUKOB 0Opa3zoBaTesibHOro Tmporecca. OObEKTOM HUCCICIOBAHUS  SBIISECTCS
MpoLIeCcC JETEKTUPOBAHMS yTPO3 B CETEBOM TpauKke C MCIOJIb30BAaHUEM METOIOB
MaluHHOTO 00y4deHus. Llens paboTel — uccienoBanue u cpaBHeHUE 3PHEKTUBHOCTH
Pa3IMYHBIX aJTOPUTMOB MAITMHHOTO OOYYEHUS JUIs 3a/1a4l JETEKTUPOBAHUS YIPO3 B
CeTeBOM Tpaduke.

[IpoBeneHo wucciaeaOBaHWE M CPaBHEHUE WIECTH aJITOPUTMOB MAITUHHOTO
obyuenus (Decision Tree, Support Vector Machine, Random Forest, AdaBoost,
XGBoost, MLP) nns knaccudukanuu ceTreBoro Tpaduka Ha HOPMaJIbHBIA U
BpeZOHOCHBIN. Pa3paboran mnporpamMMmHbii mpoToTun Ha s3bike Python ¢
ucroas3oBanueM omonmorek Pandas, NumPy, Scikit-learn, XGBoost u Matplotlib ms
MPOBEICHUS] DKCIEPUMEHTOB Ha o0menoctynmioM Habope panHHbix CIC-IDS-
Collection. Beimonnena mpenoOpab0oTKka JaHHBIX, BKJIIOYAIONMIAsg  OYHCTKY,
HOPMAJIM3AIMIO U pa3/ielieHne Ha OOy4Yarollyl0 W TECTOBYIO BbIOOpKH. OOydYeHbI U
MPOTECTUPOBAHBI MO, WX A((PEKTUBHOCTH OllEHEHAa MO MeTpukam Accuracy,
Precision, Recall u Fl-score, a Takxe 1o BpeMeHH OOYy4YEHUSI M CKOPOCTH
peIcKa3aHusl.

[Tomy4yeHHbIC pPEe3yNbTAThl MOKA3aJU BBICOKYIO 3(PPEKTUBHOCTH aHCAMOIEBBIX
MeTo/10B, B uacTHOCTH X GBoost u Random Forest, B 3amaue nerekTrupoBaHusi CETEBBIX
yIpo3, MPOJAEMOHCTPUPOBAB JIYUIIIHE MTOKa3aTeNd 10 TOYHOCTH, TTosiHOTe U F1-Mepe.
[IpoBeneHHBIN CPaBHUTEIbHBIA aHAN3 TMO3BOJSET ClleJaTh OOOCHOBAHHBINH BBHIOOD
aIropuT™Ma B 3aBUCUMOCTH  OT  TPUOPUTETOB  (CKOPOCTh,  TOYHOCTb,
WHTEPIPETUPYEMOCTb) TIPH TIOCTPOCHUHM CHCTEM OOHApY>KEHHS BTOPXKCHHIA.
Pa3pabGoTanHblii MOAXOA U BBIBOABI MOTYT OBITH WCIIOJIB30BAHBI JIJISi TIOBBIIICHUS
() PEKTHBHOCTH CHCTEM KHOEPOE30ITaCHOCTH.
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CETKABBI TPA®IK, MAIIBIHHAE HABYYAHHE, KIBEPBSICIIEKA,
BBISIVJIEHHE VBAPBAHHSAY, KIIACIOIKALIBISI ATAK, PYTHON,
SCIKIT-LEARN, XGBOOST, CIC-IDS-COLLECTION, DECISION TREE,
SVM, RANDOM FOREST, ADABOOST, MLP

AG'ektam pacienaBaHHs 3'sSyJisellla MpaldC BISYJIECHHS Marpo3 y CeTKa-BbIM
Tpadiky 3 BBIKAPHICTAHHEM METaJay MalllblHHAara HaBydyaHHs. MbaTa paboThl —
JacienaBaHHe 1 mapayHaHHE O3(EKThIYHACIl PO3HBIX ajlrapblTMay MalllblHHAra
HaBYYaHHS /IS 33/1a9bl BRISTYJICHHS TIarpo3 y CETKAaBBIM Tpadiky.

[IpaBen3eHa nacienaBaHHE 1 MapayHaHHE IIAClll ajlrapbiTMay MallblHHAra
naBy4yanHs (Decision Tree, Support Vector Machine, Random Forest, AdaBoost,
XGBoost, MLP) mis knacidikanpli ceTkaBara Tpagiky Ha HApMaJlbHbI 1 IIIKOTHACHBI.
PacnpaniaBanbl mparpamHubl npartateil Ha MoBe Python 3 BeikapeicTanHeM 010iSTIK
Pandas, NumPy, Scikit-learn, XGBoost i Matplotlib 11 ipaBsi3eHHS SKCIEPHIMEHTAY
Ha aryiapHagacTynmHsiM Habopsl qaHeix CIC-1DS-Collection. Beikanana mansips Hss
amparoyka JaHbIX, sSKas YKI0Yae auybICTKY, HApMaIi3allbIio 1 Taa3el Ha HaByYaJIbHYIO
1 TacTaByo BblOAapKi. HaBy4aHsl 1 mpaTacTaBaHbl MaAdIIl, 1X 3(EKThIYHACIb allPHEHA 1A
MeTpbikax Accuracy, Precision, Recall 1 Fl-score, a Takcama mma yace HaBy4YaHHS 1
XYTKAacCIll TparHa3aBaHHs.

ATpbIMaHbBIs BBIHIKI MTaKa3alli BEICOKYI0 3()eKThIYHACI[h aHCAMOJIEBBIX METaAay,
y npeiBatHacii XGBoost 1 Random Forest, y 3a7a4bl BbISYJIEHHS CETKaBBIX Marpos,
npajdMaHCTpaBayIlibl JICTIIbIA MMaKa3ublkli Ma JakiagHacii, nayHaie i1 Fl-mepsi.
[IpaBem3enbl TmapayHadbHBI aHaNi3 Ja3Bajisie 3pabillb aOrpyHTaBaHbl BbIOAp
aNrapelTMy V  3aJeXKHACIl a7 TPBIIPBITATAY  (XyTKacllb, JIaKJIaJHACIb,
IHTAPIPITABAHACIIH) MPHI TA0YI0BE CICTAM BBISIYJICHHS YBapBaHHsSY. PacmpariaBaHsl
MaJbIX0/ 1 BRICHOBBI MOTYIIb OBIIb BBIKAPBICTAHBI IS MABBINIIHHS d(DEKTHIYHACII
cicTAM KiOepOsiCTieKi.
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The object of the research is the process of detecting threats in network traffic
using machine learning methods. The aim of the work is to research and compare the
effectiveness of various machine learning algorithms for the task of detecting threats
in network traffic.

Research and comparison of six machine learning algorithms (Decision Tree,
Support Vector Machine, Random Forest, AdaBoost, XGBoost, MLP) were conducted
for classifying network traffic into normal and malicious. A software prototype was
developed in Python using Pandas, NumPy, Scikit-learn, XGBoost, and Matplotlib
libraries to conduct experiments on the publicly available CIC-1DS-Collection dataset.
Data preprocessing was performed, including cleaning, normalization, and splitting
into training and testing samples. Models were trained and tested, and their
effectiveness was evaluated using Accuracy, Precision, Recall, and F1-score metrics,
as well as by training time and prediction speed.

The obtained results showed high efficiency of ensemble methods, particularly
XGBoost and Random Forest, in the task of network threat detection, demonstrating
the best indicators for accuracy, recall, and F1-score. The conducted comparative
analysis allows for an informed choice of algorithm depending on priorities (speed,
accuracy, interpretability) when building intrusion detection systems. The developed
approach and conclusions can be used to improve the effectiveness of cybersecurity
systems.



