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PE®EPAT

Junnomnas padota 63 crpanuibl, 4 pucyHka, | Tabnuma, 7 UCTOYHUKOB, 2
PUIOKEHUS.
JAIIIATA HWMHO®OPMAILIMHU, CEPBEP, IIOJIMKJIIMHUKA, MEJIULINHA,
CTAHIAPTHI, PUCKUN.

AKTYallbHOCTb CO3/IaHUS CUCTEMbI 3alIUThl MHGOPMALUK ISl YUPEKICHUS
3[paBOOXPAHEHUs, TAKOro Kak 37-s1 TOpoJACKas MOJUKIMHUKA, OOYyCIIOBJIEHA
HECKOJIbKUMH ~ KJIIOYEBBIMU  (pakTOpamu: 3alluTa [EPCOHAIBHBIX JAHHBIX,
COOJIIOJICHNE 3aKOHOJATeNbCTBA, Yyrpo3a KuOepaTak, JOBepHUe MAalMEHTOB,
WHTErpalns HOBbIX MH(POPMALIMOHHBIX TEXHOJIOTHM.

[lenb pabOTHI 3aKiI04aeTCs BO BHEAPEHUM CHCTEMBI 3aIIUThl UH(OpMaLIUH,
KOTOpast OOECHEYHUT 3alUTy MEIUIMHCKUX JaHHBIX TMAlMEHTOB, a TaKke
MUHUMH3UPYET PHUCKH YTEUEK WM HECAHKIMOHHPOBAHHOTO JOCTyNa K
KOH(DUIeHIIUaTBbHON NHGOPMAIIHH.

OOBEKTOM HCCIEIOBaHUA SIBISIETCS TEXHOJOTHS 3allUThl MH(OpManuu B
Yupexaenuun 3apaBooxpaHeHus 37 rOpoACKON NOJIMKIMHUKH.

JUis JOCTHKEHMSI LIETTM HE0OX0AUMO ObLUIO PELIUTh CIEAYIOUINE 3a/1auu:

o [IpoaHanmu3upoBaTh CyIIECTBYIOIINE YSA3BUMOCTH B CUCTEME 3alMTHI
uHpopmaruu 37-il TOpOJACKON MOJIUKINMHHUKH.

o M3yuuts TpebOoBaHUS K MPOTOKOJIAaM 3allUThl  MH(OpMaIuu,
cooTtBeTrcTBYroMM Kinaccam 3-UH u 3-CIIELI.

o BriOparh onTHManbHBIE METOJBI W CPEACTBA 3aIlMThl, BKIHOYAsS
UCIIOJIb30BaHUE MEKCETEBBIX 3KPaHOB, CUCTEM OOHAPYKEHUS BTOPKEHUH U IPYTHX
TEXHOJIOTUH.

o Pa3zpaboraTh cxemy MOCTPOEHHUSI CHUCTEMBl 3alIMTHl WH(OpPMaLUH,
WJUTIOCTPUPYIOLIEN B3aMMOJIECTBUE BCEX KOMIIOHEHTOB.

o OueHuThb 3P HEeKTUBHOCTH MPEAI0KEHHONU CUCTEMBI U €€ COOTBETCTBUS

Tpe6OBaHI/IHM 3aKOHOAATCJILCTBA O 3alUTC IICPCOHAIILHBIX JaHHBIX.



ABSTRACT

Diploma work 63 pages, 4 figures, 1 table, 7 references, 2 annexes.

INFORMATION SECURITY, SERVER, MEDICINE, STANDARDS,
RISKS.

The urgency of creating an information security system for a healthcare
establishment such as the 37th City polyclinic is due to several key factors: personal
data protection, compliance with legislation, the threat of cyberattacks, patient trust,
and the integration of new technologies.

The aim of the work is to develop an information security system that will
ensure the protection of patients' medical data, as well as minimize the risks of leaks
or unauthorized access to confidential information.

The object of the research is the technology of information protection in the
37th municipal polyclinic Healthcare Facility.

To achieve the goal, it was necessary to solve the following tasks:

o Analyze the existing vulnerabilities in the information security system
of the 37th city polyclinic.

o Study the requirements for information security protocols
corresponding to classes 3-IN and 3-SPEC.

o Choose the best methods and means of protection, including the use of
firewalls, intrusion detection systems and other technologies.

o Develop a scheme for building an information security system that
illustrates the interaction of all components.

o Evaluate the effectiveness of the proposed system and its compliance

with the requirements of the legislation on personal data protection.



PODEPAT

JlpimioMHas pabora 63 craponki, 4 MamroHka, 1 Tabmina, 7 kpbiHil, 4
MPBIKJIAaHHI.

ABAPOHA TH®APMAIIbII, CEPBEP, TTAJIIKJIIHIKA, MEJBIIIbIHA,
CTAHIAPTSI, PBI3BIKI.

AKTyanbHaCIlb CTBApAHHS CICTAMBI a0apoHbI 1H(apmaleil s YCTaHOBBI
axoBBI 37apoysi, Takora K 37-1 rapajckas NamikiIiHiKa, aOyMoYlieHa HeKaabKiMi
KItouaBbIMi  ¢akTapami: abapoHa TepcaHaNbHBIX JAA3€HBIX, BBIKAHAHHE
3aKaHa/aycTBa, Marpo3a Kideparaki, gaBep MalbleHTay, I[HTATparpbis HOBBIX
THOXHAJIOT1H.

Mbsta paboThl 3aKiItoyaciiina ¥ yKapaHeHHI CICTAIMbI a0apoHbI iH(papMarlbli,
dKkasi 3a0sicriedblp a0apoOHy MEJBIIBIHCKIX JaJ3€HBIX MalbleHTay, a Takcama
MIHIMI3y€ PBI3BIKI ylleuak a00 HEeCaHKIIbISHaBaHara AOCTYITY Aa KaH(ia HIbIIHAN
1H(apMaupIi.

Al'ektam pacienaBaHHs 3'AyJsenlia T3XHaAIOrisA abapoHbl 1H(papMmalpll Ba
ycTaHOBE axoBbI 371apoysi 37 rapajcKol MamKIIHIKI.

JItst macATHEeHHS MAThI HeaOX0/THa OBLTO BRIPAIIBIIh HACTYITHBIS 3aa9bl:

o [IpaananizaBailb  ICHYIOUBIS YypaszmiBacii Y cicTomMe  abapoHbI
1H(papMmaribii 37-1 rapajCcKoi NamKIiHIKI.

o BreiByubilib maTpa®aBaHHI Ja mpartakonay abapoHbl 1H(apMaribli,
anmaBegHbIM Kiacax 3-Ia 1 3-CIIELI.

o BbiOpainb anThIManibHbII METaAbl 1 CPOJKI abapOHBI, YKIIOYAKOUbl
BBIKAPBICTAHHE MIKCETKaBBIX JKpaHay, CICTOM BBIAYJICHHS YBapBaHHSAY 1 1HIIBIX
TIXHAJIOTIH.

° PacnpamnaBanp cxeMy nmady10BbI CiCTAMBI a0apoHbI 1HGapMallbli, sKas
UTIOCTpY€ Y3aeMaa3esHHE YCiX KaMIIaHEHTay.

° Antanins 3 eKThIYHACII TpanaHaBaHai CiICTIMEI 1 sie aAmaBeHaCIl

narpabaBaHHsIM 3aKaHaaaycTBa ab abapoHe MepcaHaIbHBIX Ja3CHbBIX.



