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PED®EPAT

Jurmomuas padorta 59 crpanuil, 28 pucyHka, 11 HCTOYHUKOB, 2 MPUIIOKCHUSI.
ABTOMATU3AIIUA, ACTIVE DIRECTORY, AYAUT, MOHUTOPUHI, 3AIIIUTA
NHOOPMAIINM, KOHTPOJIA HOCTVYIIA, POWERSHELL, PYTHON,
WINDOWS SERVER.

JlokansHas BeruucautenbHas ceth (JIBC) kpynHbIX opraHu3aiuu npeicTaBisieT
¢ co0OM MIMPOKHUIM KOMITJIEKC TEXHOJOTUHM JIsl aBTOMATU3alMK pabOoThl, ONTUMH3ALIUN
OHM3HEC-IPOLIECCOB, OPraHU3ALMH JIEKTPOHHOTO JOKYMEHTO000pOTa, ONIEPATUBHOIO U
yaIOOHOTO B3aUMOJEHCTBHUS C KIMEHTAMHU, a TakKKe OpraHu3alfio IpOLECCOB
AHAJIMTUKU U KOHTPOJS, TAE CETh JIOJKHA COOTBETCTBOBATh Ipukazy OnepaTUBHO-
aHAJIMTUYECKOTO LIeHTpa npu npe3uaeHte Pecnyonuku benapyck ot 20 depans 2020
r. No66, ¢ yuetom m3meHenuit ¢ 10 gexabpst 2024 r. Ne259, uro periaMeHTHpYET
obecnieuenue nHpopmanmonHom 6ezonacuoctu JIBC.

enp nunnoMHOW paloOTHI: aBTOMaTu3auMs ymnpasieHus Active Directory u
obecrneuenue 6e3omacHoctu JIBC ¢ moMorpio pa3rpaHideHus 10CTymna.

3anauu:

—  Peanuzanms cuctembl aBToMaTH3alu ynpasienus Active Directory;

—  Peanm3zanus cucTteMsl ayIuTa,

—  Peanuzanus cucteMbl MOHUTOPUHTA,;

—  Peanmzanus cucteMbl aHaIn3a,

- Peanmaum{ KOHTPOJIA A0CTYIIA.



PO®EPAT

Heimiomnas pabora 59 craponak, 28 mamonka, 11 kpbIHill, 2 IpbIKIagaHHS.

AYTAMATBI3AIIBIA, ACTIVE DIRECTORY, AVJIBIT, MAHITOPHIHT,
ABAPOHA IHOAPMAIIBIIL, KAHTPOJIb JOCTVYII, POWERSHELL, PYTHON,
WINDOWS SERVER.

JlakanpHas BeUTidasbHas cetka (JIBC) OyiiHbIX apraHizarpli ysaymse 3 caboit
IIBIPOKI KOMIUIEKC TAXHAIOTIHA JJIs ayTamaTbi3allbll Mparlbl, anTbhiMi3albll Oi3Hec-
mparpcay, aprafizaibli dJIeKTPOHHAra JaKyMEHTa3BapoTy, anepaTblyHara i 3pyJHara
Vy3aema3estHHS 3 KITIeHTaMi, a TakcaMa apraHi3aliblio Ipaipcay aHalIThIK] 1 KAaHTPOJIIO,
J3¢ CceTKa MaBiHHA ajnaBsajallb 3araay ArmepaTblyHa-aHAJIIThIYHArA IPHTPA P
npa3iasHie PacnyOniki benapycos ag 20 mrorara 2020 1. Ne66, 3 yiaikam 3MIHEHHSY 3
10 cuexus 2024 1. Ne259, mrto parnmamentye 3abecrnsiusnne JIBC 3 mamamorait
pa3MekaBaHHS JOCTYITY.

MbTa fApllIOMHa mpanpl: ayramarbi3albid KipaBaHHsA Active Directory 1
3abecnsusHHe JIBC 3 manmamorait pazmexaBaHHS JTOCTYITY.

3agaysl:

—  Pnanizaupls cicTaMbl ayTaMaThi3albll KipaBanHs Active directory;

—  Poamizanpis cicTaMbl ayabITY;

—  Pnanizaupls CiCTAMBI MAHITOPBIHTY;

—  Poamizanpls cicTamMbl aHATI3Y,

—  Pnamizanpis KaHTPOJIA TOCTYITY.



ABSTRACT

Thesis 59 pages, 28 figures, 11 references, 2 annexes.

AUTOMATION, ACTIVE DIRECTORY, AUDIT, MONITORING,
INFORMATION SECURITY, ACCESS CONTROL, POWERSHELL, PYTHON,
WINDOWS SERVER.

Local Area Network (LAN) of large organizations is a broad set of technologies
designed for work automation, business process optimization, electronic document
management, efficient and convenient customer interaction, as well as analytics and
control processes. The LAN must comply with Order Ne66 issued by the Operational
and analytical center under the president of the Republic of Belarus on February 20,
2020, including amendments introduced by Order Ne259 on December 10, 2024, which
regulates the security of networks and IS.

Objective of the thesis: Automating Active Directory management and ensuring
LAN security against access control.

Tasks:

— Implementation of an Active Directory management automation system;

— Implementation auditing system;

—  Implementation monitoring system;

—  Implementation analysis system;

—  Implementation access control.



