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OOBeKT nccIenoBaHUs — TEXHOJIOTUN OMOMETPUYECKON ayTeHTH(HUKAIIIH B
MOOHUJIBHBIX YCTPONCTBAX.

[lenp paboTel — pa3paboTaTh W HCCIEAOBATH AITOPUTMHUYECKYIO H
POrpaMMHYIO TIATHOPMY MOOMIIBHOTO MPUIIOKEHHS JIsl 0€30MaCHOTO XpaHEHUs
U g poBanus GaiIoB HA OCHOBE OMOMETPHH.

Metonbl WCClieIOBaHUST — CPaBHUTEIBHBIM aHAJIU3 CYIIECTBYIOIIUX
OMOMETPUYECKUX METOJIOB, MOJICTUPOBAHKME MPOIECCOB 3axBaTa M 00OpabOTKH
OMOMETPHUECKUX JAaHHBIX, SKCIICPUMEHTAIbHOE TecTHpoBaHue B cpeae Android
SDK.

B aumiiomuoit  pabore mpoBen€H 0030p COBPEMEHHBIX  METOOB
ayTeHTU(PUKAMKA TI0 OTIEYATKy IMajblla W JIUIY, PAaCCMOTPEHBI apPXUTEKTYPHI
OMOMETPUYECKUX CHUCTEM U HX YSI3BUMOCTU. CHpPOEKTUPOBAHA apXUTEKTypa
Android-npunokeHusi,  pealM3yIOMET0  OMOMETPHUYECKYIO  BEPH(HKAIIUIO
MOJIB30BATENSI C TOCIEAYIONIUM CHUMMETPUYHBIM IH(poBaHueM (ailioB Ha
ycTpoicTBe. Peanu3oBaHbl KITIOYEBBIE MOJYJIM: MOJYJb 3axBaTa OHOMETpPUH,
kpunrorpaduueckuit Moayas (AES-256), ynpasnenue kimouamu B TEE, unrepdeiic
nosib3oBatess. [IpoBeneno tectupoBanue nmo metpukam FAR u FRR, u3mepena
MIPOU3BOIUTEIILHOCTD OTIepalliii pacrio3HaBaHUS U MU (DPOBAHUS.

Pesynbratom paGoTel  sBiseTcss roToBoe Android-mpuioxkeHue IS
OMOMETPUYECKH 3aIUIIEHHOTO MU (ppoBaHus (aitiioB, IeMOHCTPUPYIOIIEE YPOBEHb
0e30macHOCT M yAOOCTBO HCIIOJNIB30BAaHUS Ha COBPEMEHHBIX cMapTQoHax.
[TosydeHHBbIE pe3yibTaThl MOTYT OBITh HCIIOJNB30BAaHBI B KOPIOPATHUBHBIX U
Ipa)XTaHCKUX MOOWJIBHBIX PEIICHUSX JIJIS 3aIIUThl KOH(PHUICHIINATBHBIX TaHHBIX.

OcHOBHBIE Pe3yJIbTaThl JOKJIAbIBAIMCh Ha KoH(pepeHmuu «lIpukiamaHbie
poOIeMbl ONTUKH, UHPOPMATUKH, PATUOPU3UKU U (U3UKU KOHJIEHCHUPOBAHHOTO
cocrosinus» matepuansl VIII Mexaynap. Hayd.-ipakt. koHd., MuHck, 22—23 mas

2025 .
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BIOMETRIC AUTHENTICATION, MOBILE DEVICE, FINGERPRINT
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Research Object: biometric authentication technologies in mobile devices.

Objective: to design and evaluate the algorithmic and software platform of a
mobile application for secure storage and encryption of files based on biometric data.

Methods: comparative analysis of existing biometric methods, modeling of
biometric data capture and processing workflows, experimental testing in the
Android SDK environment.

This thesis presents a review of modern fingerprint- and face-based
authentication methods, examines biometric system architectures and their
vulnerabilities, and proposes the architecture of an Android application
implementing user biometric verification followed by symmetric file encryption on
the device. Key modules were developed: the biometric capture module,
cryptographic module (AES-256), key management within the Trusted Execution
Environment (TEE), and the user interface. Testing was conducted using FAR and
FRR metrics, and the performance of recognition and encryption operations was
measured.

The result of the work is a fully functional Android application for
biometrically protected file encryption, demonstrating a high level of security and
user convenience on modern smartphones. The findings can be applied in both
corporate and consumer mobile solutions for protecting confidential data.
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