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[{ems paboThl — pa3paboTKa W BHEAPEHHUE MPABUI KOPPEISIIIUU COOBITUN ISt
SIEM-turardopmer Kaspersky Unified Monitoring and Analysis Platform ¢ yuetom
unterparuu ¢ Kaspersky Anti Targetted Attack Platform u Kaspersky Security Center,
HANpaBICHHBIX Ha TOBBIIICHHE J(P(PEKTUBHOCTH OOHAPY)KEHUS HHIIUJICHTOB
MH(POPMAITMOHHOM 0€301TaCHOCTH B TEJIEKOMMYHUKAIIMOHHON KOMIIAHUU.

HccnenoBana apxuTekTypa, (QyHKIHOHAIBHBIE BO3MOXXHOCTH U TMPHUHIIHII
padotel SIEM-cuctembr Kaspersky Unified Monitoring and Analysis Platform.
PaccMmoTpens! pemenus i 3aiuThl THGOpMAaLMK, IpeacTaBieHnbie JJabopaTopueit
Kacnepckoro. IIpoananu3upoBaHbl CYHIECTBYIOIIME METOABI cOOpa U 00pabOTKU
coowiTuii B SIEM-cucteme. PeanmszoBana unrerpanus Kaspersky Unified Monitoring
and Analysis Platform ¢ Kaspersky Anti Targetted Attack Platform u Kaspersky
Security Center B TectoBoii cpene. Ha ocHoBaHME 0cOOSHHOCTEH MHPOPMAIIMOHHBIX
TEXHOJOTHHA TEJIEKOMMYHUKAIIMOHHOW KOMIIAHUHU pPa3pabOTaHbl M MPOTECTUPOBAHBI
npaBuiia KOppesilnK, a TaKKe MoKazaHa uX 3QPEeKTUBHOCTb IPU pabOTe C COOBITUAMU
MH(OPMAIMOHHOW O€30MaCHOCTH.

[TomyuenHbIe pe3yabTaThl MOTYT OBITh MCIIOJIB30BAHBI JJIS JaTbHEHIIIETO
pacmpenust Habopa MpaBwII KOPPEJAIUH, aJanTalluy MO APYTUe UCTOUHUKU
COOBITHI M TOCTpOEHUs O0JIee CIIOKHBIX CLIEHApHEeB OOHAPYKEHUS UHIIUIEHTOB.
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MbTa mpanbl — pacmupaioyka 1 YKapaHeHHE TMpaBijiay KapdJsibli maa3ei s
SIEM-tinardopmsr Kaspersky Unified Monitoring and Analysis Platform 3 ymikam
iHTArpansli 3 Kaspersky Anti Targetted Attack Platform 1 Kaspersky Security Center,
HaKipaBaHbIX Ha MaBbIIIPHHE Y()EKTHIYHACII BBIYJICHHS IHIBLAYHTAY 1H(papMalbliiHal
OsicieKl TAJeKaMyHIKallbliiHal KaMIIaHil.

HacnenaBana ApXiT3KTypa, PyHKIBISIHAIBHBIS MardbIMacil 1 TPbIHLBII pa0OThI
SIEM-cictamsr Kaspersky Unified Monitoring and Analysis Platform. Paszrnemxanst
pammHHI 171 adapoHsl 1H(papmalell, npaictayieHbis Jlabapatopeisii Kacnepckara.
[IpaananizaBanbl IcHyroublsi MeTanbl 300py 1 ampanoyki naazei y SIEM-cictame.
PsanizaBanas iHTarpansist Kaspersky Unified Monitoring and Analysis Platform 3
Kaspersky Anti Targetted Attack Platform i Kaspersky Security Center ¥ TacTaBaii
acspoaa3l. Ha [1aJICTaBe aca0OiBacLsty 1H(papMaIbITHBIX TOXHAJIOT1H
TAJNIeKaMyHIKallbliHall KaMIMaHil pacrpanaBaHbl 1 paTICTaBaHbl MPaBUIbI Kapd3Jslbli,
a TakcaMma TMakas3aHa 1X 3(eKTbIYHacllb Hpbl Mpausl 3 Maja3zesmi 1H(apMaubliiHai
OsICTIeKI.

ATpbIMaHbIs BbIHIKI MOTYIIb OBIIb BHIKAPBICTAHBI JUIS Jajeiliara namblp3HHs
Ha0opy MpaBiiay Kapasislbli, afanTaibli Haj THIIBIS KPbIHILBI CAOBILIIY 1 a0y 0B
OOJIBII CKJIAIaHbIX CLIPHAPBISY BbISAYICHHS 1HIBIIIHTAY .
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The aim of the work is to develop and implement event correlation rules for the
Kaspersky Unified Monitoring and Analysis Platform SIEM platform, taking into
account integration with the Kaspersky Anti Targeted Attack Platform and Kaspersky
Security Center, aimed at improving the detection of information security incidents of
the telecommunication company.

The architecture, functionality, and operating principle of the Kaspersky Unified
Monitoring and Analysis Platform SIEM system are investigated. The information
security solutions presented by Kaspersky Lab are reviewed. The existing methods of
event collection and processing in the SIEM system are analyzed. Kaspersky Unified
Monitoring and Analysis Platform is integrated with Kaspersky Anti Targeted Attack
Platform and Kaspersky Security Center in a test environment. Based on the specifics
of the telecommunication company's information technologies, correlation rules have
been developed and tested, and their effectiveness in dealing with information security
events has been demonstrated.

The results obtained can be used to further expand the set of correlation rules,
adapt to other event sources, and build more complex incident detection scenarios.



