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OOBeKT HccrnenoBaHUs — IPOLECCHl BBISBICHUS M aHAIW3a WHLUECHTOB
MH(POPMaLlMOHHOM 0€30IIaCHOCTU B aBTOMATHU3MPOBAHHBIX OAHKOBCKUX CHUCTEMax
Ha OCHOBE CcpeCcTB Koppemsiuuu coobiTuii B SIEM-cucteme ArcSight.

[lenp paboTel — pa3paboTaTh W BHEIPUTH MpaBuia Koppemsuuu B SIEM-
cucreme ArcSight ams nosbermeHus 3pQexTuBHOCTH O0OHApPYKEHUS YIpo3 B
0aHKOBCKOM CEKTOpE.

Pa3zpaborana Meronuka co34aHMs U BHEIPEHUS] KOPPEISUOHHBIX MPaBUI B
SIEM-cucteme ArcSight ¢ yu€rom cnienriduku nHPOPMAIIMOHHON 6€30MaCHOCTH B
O0ankoBckoi cdepe. IIpoBenén aHanm3 yrpo3 U ysS3BUMOCTEN, IOCTPOEHA MOJEIb
HapylIUTeNs,,  BBINOJHEHAa  OLEHKa  0a30BOro  ypoOBHS  3alIUIIEHHOCTH
uH(popMamoHHOU cucteMbl. CpaBHEHbI coBpeMeHHble SIEM-pemenus

HccnenoBansl OCHOBHBIE NpUHIMNBI (yHKIMoHMpoBaHus SIEM-cuctewm,
paccMOTpPEeHBI apXuUTeKTypa u Bo3MoxkHocTH ArcSight. Hamumcanel mpaBuiio
MOHMTOPUHIA, IIOMOTarollee OTCIeAUTh BHEApPEeHHE U (PYHKIMOHUPOBAHUE
BPEJOHOCHBIX TMpOrpaMM Ha O0OBEeKTaX HHPOPMALNMOHHOW HHPPACTPYKTYPHI,
CBSI3aHHOE C IIEPEX0JI0M I0JIb30BATENIEH HAa PECYPCHI 3JI0YMBIIIEHHUKOB, IIPABHUIIO
MOHUTOpPUHIA [OMOTalIlee OTCIACAUTh HECAHKIIMOHMPOBAHHBIM JOCTYN K
o0OBeKTaM MH(}OpPMATMOHHOU MH(]paCTPYKTYpHI c MCIIOJIb30BaHUEM
MH(OPMAIMOHHO-KOMMYHHUKAIIMOHHBIX ~ TEXHOJIOTMM, MpaBUJIO MOHUTOpPUHIA
NOMOTarIlee  OTCIACAUTh  CKAHUPOBaHHE  OOBEKTOB  MH(POPMALMOHHON
UHOPACTPYKTYPHl B LIENAX MOHMCKA YA3BUMOCTEH Ha MEpUMETpE JOKAIbHON ceTu
OpraHU3alHH.
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AO'eKT pgaciemaBaHHs — TMPAIRChl BBIAYJIEHHS 1 aHaTI3y I1HIBIIDHTAY
iH(dapmarpiiiHail Osicrieki ¥ ayTaMmarbi3aBaHbIX OaHKaVCKiX CiCTAMax Ha acHOBE
cponkay kapassiei naazei y SIEM-cictame ArcSight

MbTta mpatsl — pacmpanaBalb 1 YKapaHsp MpaBuibl Kapaysnbll ¥ SIEM-
cictame ArcSight 1t maBeIIPHHS 3PEKTHIYHACI BBIAYJICHHS Narpo3 y 0aHkaycKim
CEKTaphbl.

PacnpaniaBana MeToJIbIKa CTBapIHHSA 1 YKapaHEHHS Kapd JIsSIbIMHBIX MIPaBLl y
SIEM-cictame ArcSight 3 ymikam cnenpiiki 1H(papmanbiiHail  Oscneki ¥y
Oankayckaii chepsl. [IpaBen3eHsl aHami3 marpo3s 1 ya3BiMaciisy, nadygaBaHa Maadiib
napylmaibHIKa, BblKaHaHa  alPHKa 0Oa3zaBara  ¥3poyHIO  abapoHeHacui
1H(papManplitHail cictambl. [IpaBen3ena napaynante cyyacHslx SIEM-pamsHHsy.

JlacnenaBaHbl AaCHOYHBISI NPBIHUBINBL  QyHKUbITHABaHHA SIEM-cicTam,
pasriemkaHbl  apxiTAKTypa 1 MarysiMacii ArcSight. Hamicana mnpasina
MaHITOPBIHTY, SIKO€ Jaramarae ajcoyBallb yKapaHeHHE 1 (yHKIbITHABaHHE
IIKOHACHBIX MparpaM Ha a0’ekrtax iH(apmaipiiiHai 1HGPacTPyKTypbl, 3BA3aHAE 3
nepaxojam KapbICTalIbHIKAY Ha pICYpPChI 3IaMBICHIKAY; TTpaBijia MaHITOPBIHTY, SIKOE
JanamMarae aJicouBallb HECAHKUbISTHABAHbI JIOCTYN Aa a0’ekray iH(apmallbliiHan
1H(PACTPYKTYPHI 3 BEIKAPBICTAHHEM 1H(papMallbliiHa-KaMyHIKaI[bIHBIX TOXHAJIOT1H;
npaBljja MaHITOPBIHTY, SKO€ JaraMarae aJcoyBallb CKaHaBaHHE a0 ekray
1H(hapMaupliiHail 1HPPacTPYKTYphl 3 MATall MOUIYKY YA3BIMACISY Ha MEpPbIMETPHI
JaKaJbHAW CETKI apraHi3allbli.
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The object of the study is the processes of identifying and analyzing
information security incidents in automated banking systems based on event
correlation tools in the ArcSight SIEM system.

The goal of the work is to develop and implement correlation rules in the
ArcSight SIEM system to improve the effectiveness of threat detection in the
banking sector.

A methodology for creating and implementing correlation rules in the
ArcSight SIEM system was developed, taking into account the specifics of
information security in the banking sector. Threats and vulnerabilities were
analyzed, a threat actor model was built, and a baseline assessment of the
information system’s security level was carried out. A comparison of modern SIEM
solutions was conducted.

The fundamental principles of SIEM system operation were studied, and the
architecture and capabilities of ArcSight were examined. A monitoring rule was
written to track the introduction and functioning of malware within the information
infrastructure objects related to user transitions to malicious resources; a monitoring
rule to detect unauthorized access to information infrastructure objects using
information and communication technologies; and a monitoring rule to detect
scanning of information infrastructure objects to find vulnerabilities on the
organization’s local network perimeter.



