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Llenp paGoThl — mpuMeHeHHe KoHienuuu «Secure by Design» Ha stame
npoexktupoBanuss C31 ACY TII, coOTBETCTBYIOIIEN COBPEMEHHBIM HOPMATHUBHBIM
TpeOOBaHUSIM U oOecnieunBaroiel Boicokuii ypoBeHnb Ub.

3agauu paOoThI:

—  U3YYUTh HOPMATUBHO-TIPABOBYIO 0a3y B oomactu UB;

—  npoananuzupoBaTh ocodeHHocTH ACY TII B sHEepreTuke;

—  pazpabotats nonutuky Ub;

—  pa3paloTaTh TeXHUYECKOE 3a7aHue Ha co3nanue C3U;

—  CHpoeKTHpoBaTh cxeMbl (¢yHkuuoHupoBanuss C3U u ¢ yuetom

KoHIenIHH «Secure by Designy;

—  paccMOTpeTh NoAX0 bl K MOHUTOpUHTY Ub.

B xone BbIMONHEHUS IUIIOMHON PabOThl OBUIM W3Y4YEHbl JEHCTBYIOIIUE
HITA B o6mactu Wb, 31U u Kb, npoananusupoBanbl 0COOEHHOCTH MOCTPOCHUS U
¢ynkunonupoBanuss ACY TII B »sHepreruke, pacCMOTPEHbl TMOAXOAbl K
opranuzanuu MmoHutopunra Ub.

boimn pazpaboranbl: monutuka Wb, TexHuuyeckoe 3alaHMe Ha CHUCTEMY
3amuThl, o0mas cxema C31 ACY TII u cxema 0e3omnacHoi apxutektypbl C3U ACY
TII sHepreTuku.
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MbTta paGoTsl — mpbIMsiHEHHE KaHIPMIbI «Secure by Design» Ha a3Ttame
npaektaBandss CAI ACK TII, saxas aanaBsgae CydacHbIM HAapMAaThIYHBIM
naTpabaBaHHM 1 3a0scrieuBae BHICOKI Y3poBeHb |b..

3amaubl paboOTHI:

- BBIBYYbILIb HApMaThIYHa-IpaBaByto 0a3y ¥ BoOnacui Ib;

- npaanamizaBaib acadmniBacii ACK TII ¥ sHepreThiLib;

- pacmpaiiaBaib namTeiKy 1b;

— pacnpanaBallb TOXHIYHae 3a1aHHe Ha cTBapsHHe CAl,

- cupaekTaBallb cxeMbl (yHKubIsiHaBaHHS CAI 1 3 yJiikam KaHLILbI
«Secure by Designy;

— pasriiea3ersb NajabIXo/bl 1a MaHITOpbIHTY Ib.

VY xoa3e BhIKaHaHHS JBITUIOMHAN paOoThl ObUTI BhIBYYaHb! a3etoublss HITA ¥
BoOmacui Ib, Al 1 Kb, mpaananizaBansl aca0miiBaciii nady10BbI 1 PYHKIbISTHABAHHS
ACK TII ¥ sHepreToIibl, pasrieaKaHbl MagbIX0/Ibl 1a apraHizalibli MaHITOPBIHTY Ib.

bl pacnpanaBansl: namiteika Ib, TOXHIUHAe 3a1aHHE HA CICTAMY a0apOHbI,
arynpHas cxema CAI ACK TII 1 cxema Osicneunait apxiTaktypel CAI ACK TII
DHEPIeTHIKI.
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Objective of the work — to apply the «Secure by Design» concept at the stage
of designing the IPS for an APCS, in accordance with modern regulatory
requirements and ensuring a high level of information security.

Work tasks:

— study the regulatory framework in the field of IS;

— analyze the features of APCS in the energy sector;

— develop an IS policy;

— develop a technical specification for the creation of the IPS;

— design a diagram for the operation of the IPS and taking into account the
concept of «Secure by Designy;

— consider approaches to IS monitoring.

In the course of the thesis, the current regulations in the field of IS, SS and CS
were studied, the features of the design and functioning of APCS in the energy sector
were analyzed, and approaches to the organization of IS monitoring were considered.

The following were developed: the IS policy, the technical specification for the
protection system, the general diagram of the IPS APCS and the diagram of the IPS
APCS of the power industry.



