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OOBeKT uccieqoBaHMUs — TMOJIUTUKA OE30MacCHOCTH MEXKCETEBOTO 3KpaHa
HOBOT'O TIOKOJICHUS.

[Henp paboThl — pa3paboTka YHHMBEPCAIBLHOIO Ia0JIOHA TMOJUTHUKHU
0€30MacHOCTH JJIsl MEKCETEBOI0 IKpaHa, 00ECIIEUNBAIOLIETO YI00CTBO U OBICTPOTY
BHEJIPEHUSI MEXKCETEBOT0 IKpaHa B KOPIOPATUBHYIO HH(POPMALIMOHHYIO CUCTEMY.

[IpoaHanu3upoBaHbl COBPEMEHHBIE YIPO3bl M YA3BUMOCTH, C KOTOPBIMH
CTaJIKUBAIOTCS opraHu3anuu. [lokazaHa BaXXHOCTb MOJUTHKUA O€30MAaCHOCTH IS
3aIlMThl JAHHBIX W yOpaBieHHs AocTynoM. MccienoBanbl GyHKINNA MEKCETEBBIX
HKpPaHOB HOBOI'O MTOKOJICHHSI, TAKHE KAK KOHTPOJIb MPUIIOKEHUN U PEJOTBPAILICHHAE
BTOPKEHUM.

Pa3paGotan mabioH TOJUTUKU O€30MACHOCTH, KOTOPBIM YUYHUTHIBAET
cnenuuky paboTel opraHuzauuid. IIpoBeneHo TectupoBaHue MIa0JIOHAa Ha
COOTBETCTBHE  COBPEMEHHBbIM  TpeOoBaHUsIM  Oe3omacHOCTU.  Pe3ynbrarhbl
TECTUPOBAHUS TOATBEPAMIN €ro 3(PQPEeKTUBHOCTH B 3alUTe HHGOPMALIMH.
[loka3aHO, YTO UCHOJIB30BAHUE MEKCETEBBIX HKPAHOB HOBOTO IOKOJIEHUS
3HAUMTEIBHO TIOBBIIIAET YpPOBEHb 0O€30MacHOCTH KOPHOPATUBHBIX  CETEH.
Pa3paboTanHble METOJbI M PEKOMEHJALMU MOTYT ObITh MCIOJB30BAHBI IS
co3gaHus 3P(HEKTUBHBIX CUCTEM 3aIUTHI HHPOPMALIMHU B OPraHU3ALUSIX.
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Ab'exTam nacrienaBaHHs 3'AyIIsielila NamThika OsCIeKl MibKceTKaBara KpaHa
HOBara rnaxKajieHHs.

Mbra mpanbl-pacipaioyka yHiBepcajabHara ma0aoHy MaliThIKl OsSceki s
MDKCETKaBara »SKpaHa, fKl 3a0screyBae 3pydHACIb 1 XYTKaclb YyCTaJlEYIKI
MDKCETKaBara dSKpaHa Y  KapmapaTblyHyl0  1H(QapMmaipliiHyl0  CICTIMY.
[IpaananizaBaHbl Cy4yacHbISI Marpo3bl 1 YypaszdiBacll, 3 SAKiMI CYThIKarOIIa
apranizanpli. [lakazaHa BakHaclp NaITBIKI Osiciekl s a0apOHbl JaHBIX 1
KipaBaHHs naocTynam. JlaciegaBaHbl (PYHKIbII MIDKCETKaBBIX HKpaHay HoBara
NaKaJIeHHA, TakKisd SK KaHTpOJb IMparpaM 1 MpaayXUIGHHE VBapBaHHIY.
PacnpanaBanbl ma0goH MaMITBIKI OfCHEK], SKI YiiuBae croemnblPpiKy MOparbl
apranizanpiid. [IpaBen3eHa TicraBaHHe IIA0JOHY Ha aJllaBeHACLb Cy4YacHBIM
naTpabaBaHHsAM Oscrieki. BbIHIKI TACTaBaHHS NauBEepA3UIl SAro 3(eKThIYHACUb Y
abapone iH¢apmaipi. [lakazaHa, IITO BBIKAPBICTAHHE MIXKCETKABBIX JKpaHay
HOBara MakaJeHHs 3Ha4yHa MaBblllae Y3pOBEHb OsICHEKl KapnapaTblyHbIX CETaK.
PacnpanaBanbiss MeTanbl 1 piIKaMeHAAlbll MOTYIb ObIllb BBIKAPBICTAHBI IS
CTBap3HHS 3PEKTHIYHBIX CICTAM a0apoHbl iH(apMallbll § apraHizaublsax.
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The object of the research is the security policy of a new generation firewall.

The purpose of the work is to develop a universal security policy template for
a firewall, ensuring the convenience and speed of implementing a firewall in a
corporate information system.

The modern threats and vulnerabilities faced by organizations are analyzed.
The importance of a security policy for data protection and access control is
demonstrated. The functions of new generation firewalls, such as application control
and intrusion prevention, are studied.

A security policy template has been developed that takes into account the
specifics of organizations. The template has been tested for compliance with modern
security requirements. The testing results confirmed its effectiveness in protecting
information. It was shown that the use of new generation firewalls significantly
increases the level of security of corporate networks. The developed methods and
recommendations can be used to create effective information protection systems in
organizations.



