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OOBeKT ucciieoBaHUs — CUCTEMa YMPaABICHHS JOCTYOM B MH()OPMAIIMOHHON
CUCTEME BBICILIETO y4eOHOTO 3aBEJECHUS, a TAK)KE B3aUMOJICUCTBHE MOJIb30BATENEH U
TEXHUUYECKUX KOMIIOHEHTOB B paMKax o0ecrieueHus tHGOPMaIMOHHON 0€30MacHOCTH.

Llenp pabOTBl — TMPOEKTUPOBAHUE APXUTEKTYPhl CHCTEMBl YIIpPaBICHUS
JIOCTYIIOM, COOTBETCTBYIOLIEH TpeOOBaHMAM 3allUThl JAHHBIX M OCOOEHHOCTSAM
uudpoBoii cpenst BY3a.

3agaun pabOTHI:

— TMPOBECTH aHaimu3 TpPeOOBaHMN K CHCTEME YIPaBICHUS JAOCTYIIOM H
OINPEIENNUTh KIIOYEBbIE PUCKH U YTPO3bI;

— pa3paboTaTh apXUTEKTYpy CHUCTEMBI YNpAaBICHUA JOCTYIIOM Ha OCHOBE
POJIEBOM MOJIENIM C UCIIOJIb30BaHUEM aTpUOYyTOB;

— ONpEeenuTh MOAXOIAUIME METOAbl AayTEHTHU(PUKALMK W aBTOPU3ALUU
M0JIb30BaTEIICH;

— cpopMHpOBaTh MPOLECCHl YMPABICHUS YUYETHBIMH 3alHUCSIMU C YYETOM
YKU3HEHHOT'O LIUKJIA MMOJIb30BaTEIS;

— pa3paboTaThb pPEKOMEHJALMH MO 3alIUTE€ CHUCTEM C NPUMEHEHUEM
COBPEMEHHBIX TEXHHUUYECKUX PEIICHUM.

B npouecce BBINOTHEHUS IUIJIOMHOW pabOThl HM3Yy4Y€Hbl HOPMATHUBHBIE H
METOJUYECKUE JOKYMEHThI B 00JlacTh MH(POPMAIMOHHON OE€30MacCHOCTU, a TaKXKe
NelcTByrolMe BHyTpeHHUE periameHTtsl BY3a. Pa3zpaGorana kxomMOMHUpOBaHHAas
Mozenb ynpasieHus nocrtynoM ¢ snemeHtaMu RBAC m ABAC, onucana marpuna
JIOCTYIIA U TIPEIJIOKEHBI MEPHI MO MOBBIIIEHUIO 3AIIUIIEHHOCTH CUCTEMBI.

Pa3pabGoTtanbsl pexkoMeHganuu 1o wucnoiab3oBanuio VPN, nByxdaxTopHoit
ayTeHTU(PUKALUU, ONOMETPUYECKUX METOJIOB U MOJUTUK MUHUMH3ALIMK TPUBUIICTHIA.
[IpencraBiieHbl CXEMBbI JIOTMUYECKOM M CTpyKTypHOM opranmzauun HMC BVY3a c
aKLIEHTOM Ha YTNpaBJIEHUE JOCTYIIOM.
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AOQ’eKT maciienaBaHHA — CICTAMa KipaBaHHs JoCTynaM y iHdapmarisiitHai
CICTAOME BBIIDIIIAN HaByYallbHail YCTaHOBBI, a TakcaMa y3aeMaJa3esHHE
KapbICTAJIbHIKAY 1 TOXHIYHBIX KaMIaHEHTaY y paMKax 3a0ecrsiudHHs 1HhapMaIbiiiHai
OsiCTIeKi.

Mbta paboThl — ITpacKTaBaHHE apXITIKTYPHI CICTAMBI KipaBaHHSI JOCTYIIaM, SKas
aJmnaBsiac rarpabaBaHHSIM a0apoHBl JJ3CHBIX 1 YimiuBae acabiiBaciil jiubaBara
acssponasst BHY.

3anaynl pabOTHI:

— IpaaHajizaBallb naTpadaBaHHI Jia CICTIMBI KipaBaHHS JOCTYIIaM 1 BEI3HAYBIIb
ACHOYHBIS PBI3BIKI 1 Tarpo3sl;

— pacrpananailb apXiTIKTypy CICTAIMBI KipaBaHHS JOCTyIlaM Ha aCHOBE poJieBaii
MaJIpIIl 3 yIIiKaM aTpelOyTay KapbiCTaabHIKAY;

— BBI3HAYBIIb HAMOOJIBII aIlaBeIHbIS META bl Ay TOHTHI(PIKAIIBI 1 ayTaphI3allbli;

— pacrmpaliaBallb IpamdCchl KipaBaHHS YIIIKOBBIMI 3armicami 3 yJikaMm iX rmoyHara
JKBINLIEBAra bIKIY;

— chapMmyisiBaIlb pIKaMEHIallbIl T1a TOXHAJIariyHail abapoHe iH(papMaIbIiHbIX
CICTAM 3 BBIKAPBICTAHHEM CYYaCHBIX CPOJIKAY.

VY xon3e paboThl ObLII BBHIBYYaHbl HAPMATBHIYHBIS JAKyMEHTBHI 1 YHYTpaHbIS
parnamentsl BHY, mTo parymrorons neiTanHi iH(papMaripiiinaii 0screxi. Ha maacrase
aHai3y MparaHaBaHa MaJdJb KipaBaHHS JOCTyMaM, sikas a0’ siIHOYBae IMPBIHIIBITIBI
RBAC i ABAC. PacmpamaBana Matrpsilia JOCTYMy 1 JaJ3€HBI PIKaMEHJAIbIl Tia
3a0ecIsTudHHI OsicieyHara JOoCTyITy J1a pacypcay.

Y mpambel Takcama TpaacCTayieHBl JlaridyHas 1 CTPYKTypaBas CXEMbI
iHapmanpiiinaii  cictomel BHY, amicanpl mardeiMaciti  BeIKapbicTaHHs VPN,
nByxdakTapHai ayTIHTBI(DIKAIGI 1 O1IMeTphIi. AcoOHas YBara Ha/1a3eHa MiHIMI3aIlbI
OpbIBLIESY 1 MAATPHIMAHHIO aKTyalbHACI MATITHIK JOCTYIIY.
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Object of the research — the access control system in the information
infrastructure of a higher educational institution, as well as the interaction between
users and technical components within the framework of ensuring information security.

Purpose of the work — to design the architecture of an access control system that
meets the requirements of data protection and corresponds to the specifics of the
university's digital environment.

Tasks of the work:

—analyze the requirements for the access control system and identify key threats
and risks;

— develop the architecture of an access control system based on a role-based
model enhanced with attribute-based elements;

— determine suitable authentication and authorization methods for users;

— design the user account lifecycle processes, including creation, modification,
and revocation of access rights;

— provide recommendations on securing systems using modern technical
solutions.

In the course of the thesis, relevant regulatory and methodological documents in
the field of information security were studied, along with internal policies of the
university. A combined access control model incorporating both RBAC (Role-Based
Access Control) and ABAC (Attribute-Based Access Control) was proposed. An
access matrix was developed and technical as well as organizational measures were
suggested to enhance the system’s security.

The thesis includes recommendations on the use of VPN, two-factor
authentication, biometric methods, and privilege minimization policies. Logical and
structural diagrams of the university’s information systems were developed, with a
focus on access control and system architecture.



