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VICIIOJIb30BAHUE VS3BUMOCTEN OIIEPAIITMOHHBIX CHCTEM
JIUIA TIOBBIIIEHW S ITPUBUJIET U TTOJIB30OBATEJIA

[lear paboOTBI — HCCIIEIOBAaHWE METOAOB HCIIOJIL30BAHUS YS3BUMOCTEH
OIEPAIIMOHHBIX CHUCTEM I TIOBBIINICHUS TPUBUJICTHHA I10JIH30BATEIsA, aHAIN3
peaIbHBIX CIydYaeB dKCIUTyaTallud TaKMX YSA3BUMOCTEH U pa3pab0oTKa BUPTYaIbHOM
7abopaTopuu, NpEACTaBIAONMIeH HHTepderc UIi H3ydeHUs W JASMOHCTpaIluu
TUIIOBBIX CIICHAPUEB aTaK.

B xome paboThl mpoaHaIM3UPOBAHBI TEXHUKH ITOBBIIICHUS TMPUBHUIICTHH,
PaccMOTPEHO I KaKuX IIaTHOPM M KaK 3TH TEXHHUKH MOTYT OBITh HCIIOJIb30BaHBI.
[TocTpoeHa KapTa BO3MOMKHBIX IIOA-TEXHHK IOBBIIICHUS HpUBHICTHA B LINUX.
CdopmynpoBaH ClICHaApHH TOMCKA YA3BUMOCTEH HH(DOPMAIIMK O CUCTEME.

B npaktuueckoil yactm Oblla co3JaHa  BUpTyajdbHas JiabopaTopus,
COCTOSIIIAs M3 TPeX BUPTYyaJbHBIX MamvH. Kakaas W3 MamivH BBIMOJHSIET CBOIO
ponb. IlepBas MaliMHy NpEeAOCTaBISET BO3MOXKHOCTH I10JB30BATEII0, COOpaB
“H(pOpMaINIO O CHCTeME, OOHAPYKUTH CIIEIbl aTaKu C MOBBIINICHUEM ITPUBUIICTHH.
Btopas mammHa npeacTaBiseT co0oil emie HE B3JIOMAaHHYIO, HO YSI3BUMYIO
cucremy (ySI3BUMOCTH CO3JIaHbl B XOJI€ BBINIOJHEHUS TUIIJIOMHON paboTh). UTo
MO3BOJIIET TI0JB30BATEII0, KMCIOJB3Ys CHOPMYJIMPOBAHHBIM CIICHAPHH ITOHMCKa
nHpopMauu O cUCTeMe, HAaWTH W yCTPAHUTh CO3JIaHHBIC YS3BUMOCTH. TPEThs
MaIllliHA Ha JTAaHHBIM MOMEHT YSI3BUMOCTSMH, KOTOPBIE MOT'YT SKCILTYaTHPOBAThCHI.

CdopmynupoBaHHBIN CIIeHApUH M CO3JIaHHAs BUPTyalibHas JabopaTopus
MOT'YT OBITh HCIIOJb30BaHbl B KaueCTBE Y4YEOHOTO MaTepuana il OymayImx
CHEIUAIMCTOB 10 O€30MacHOCTH.
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BBIKAPBICTAHHE VYPAHJIIBACLIAY AIEPAIIBIMHBIX CICTAM
JIUIS TIABBILIDHHS IIPBIBIJIESTY KAPBICTAJIBHIKA

Mbra mpanpl — JacieaBaHHE MeTajay BBIKApBICTaHHS —Ypas3iiBacisy
amepanbliHbIX CICTAM [JIs TABBIINIPHHS MPBIBUIESAY KapbiCTaldbHIKA, aHAII3
praNbHBIX  BBINAAKAY OKCIUTyaTailbll TakiX ypasjiBacugay 1 pacmparoyka
BipTyaJibHail J1abapaTophbli, sikas MpajcTayise I1HTIpdEHc g BBIBYUSHHS 1
JIPMAHCTPAIIbl1 THIMABBIX CIPHAPHIAY aTak.

Y Xxomze mpanbl TMpaaHadi3aBaHbl TAXHIKI TAaBBIIIPHHS MPBIBLIESY,
pasriemkana, JUIsl SKiX mI1aTdOopM 1 sIK TIThIS TIXHIKI MOTYIIb OBbIIb BHIKAPBICTAHBI.
[labynaBana kapTa MardbpIMbIX NAATAIXHIK NaBBIIPHHS TpbIBUIesy y Linux.
CdapmymnsiBaHbl CIPHAP MONUIYKY Ypa3iiBaciyty 1 iHdapMalsli mpa cicTamy.

VY mpakThluHail 4acTIpl OblIa CTBOpaHA BipTyasjbHas JiabapaTophbls, siKas
CKJIaJaeIliia 3 TpoX BipTyalibHbIX MailibiH. KokHast 3 MalllbIH BBIKOHBAE CBAIO POJIIO.
[lepurast maribiHa Jae MardysiMacilb KapbICTaIbHIKY, cadpayiibl iH(papMalbio mnpa
CICTAMY, BBISIBIIIb CIISA/IBI aTaKi 3 MaBBIIMIPHHEM MpbIBUIESY. J{pyras MaiibiHa Vsyiisie
cabo¥ sI1I4d He Y31aMaHylo, ajie YpasiiBylo cicTaMy (ypasiiBaciii CTBOPAaHbI ¥ X0/13€
BBIKAHAHHS  JBIIUIOMHAM  mpambl),  [ITO  Ja3Bajigse  KapbICTaIbHIKY,
BBIKAPBICTOYBAIOUbl ChapMyliiBaHbl CIPHAP TOIIYKY iH(papMmalpl mpa cicTaMy,
3HAMCIN 1 JIKBiJaBallb CTBOPAHBIS YypaszmiBaciil. Tparsis MamibiHa Ha J1aJ3€HbI
MOMaHT Mae Vypas3iiBaclli, fKis MOTyIlb ObIlb SKCIuTyaTaBaHblsl.CapMyssiBaHbI
CI[PHAp 1 CTBOpaHas BIpTyajbHas J1a0apaTopbisi MOTYIlh OBIllb BBIKAPBHICTAHBIS ¥
SKaCIll HaBy4aJIbHara MaTAPbISLTY JUIsl OyyUbIX CHEUbIUTICTAY 1A OsCIeIbI.
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EXPLOITING OPERATING SYSTEM VULNERABILITIES TO
ENHANCE USER PRIVILEGES

The purpose of the work is to study methods of exploiting operating system
vulnerabilities to increase user privileges, analyze real-world cases of exploiting
such vulnerabilities, and develop a virtual laboratory that provides an interface for
studying and demonstrating typical attack scenarios.

In the course of the work, privilege enhancement techniques are analyzed,
which platforms are considered and how these techniques can be used. A map of
possible privilege escalation techniques in Linux has been built. A scenario for
finding vulnerabilities in information about the system is formulated.

In the practical part, a virtual laboratory was created, consisting of three
virtual machines. Each of the machines performs its own role. The first machine
provides an opportunity for the user, having collected information about the system,
to detect traces of a privilege escalation attack. The second machine is not yet
hacked, but a vulnerable system (vulnerabilities were created during the completion
of the thesis). This allows the user, using a formulated scenario for searching
information about the system, to find and eliminate the created vulnerabilities. The
third machine currently has vulnerabilities that can be exploited.

The formulated scenario and the created virtual laboratory can be used as
educational material for future security specialists.



