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Ilenr paboTel — paszpaboTka amnmapaTHO-NPOTPAMMHOTO KOMILIEKCa
3alMIIEHHOTO XpaHWINIA JaHHBIX Ha 0a3ze MUKpokoHTposuiepa STM32 c
HCITI0JIb30BAHUEM COBPEMEHHBIX KPUIITOTpaUUEeCKUX aJrOPUTMOB.

OOBEKT HUCCIEeIOBAHUSI — CHCTEMbl XPAHEHHs JaHHBIX BO BCTPaMBaEMBbIX
MUKPOKOHTPOJUIEPHBIX YCTPOUCTBAX.

[IpeameT ucciaenoBanusi — METObI OOECIICUEHUs 3alUThl HTHGOPMAILIMH TIPU
XPaHEHUH JTAHHBIX B SHEPTOHE3aBUCUMOMN MaMsITH MUKPOKOHTPOJUIEPHBIX CUCTEM.

[Ipoananu3upoBaHbl apXUTEKTYpHbIE OCOOEHHOCTH MHKPOKOHTPOJLIEpa
STM32 u TpeboBanust Kk 3amure UHPopmanuu. PaccMoTpeHbl cyliecTByIOLUE
yIrpo3bl 0€30MaCHOCTH W METOJbl MX HeWTpanuzanuu. MccnenoBaHbl aaropuTMbl
mudpoBaHus u 000cHOBaH BbIOOp anroputma mudposanus CThb 34.101.31-2020,
COOTBETCTBYIOIIETO  HAllMOHAJIBHBIM  cTaHAapTtam PecnyOmuku — benapyce.
Pa3zpaboTan nporpaMMHBIi MOJTYJIb C peanu3anuei mudpoBaHus u AemudpoBaHus
JAHHBIX, WHTETPUPOBAHHBIA B ammapaTHO-TPOTPAMMHBIA KOMIUIEKC Ha 0aze
STM32F103C8T6 ¢ wucnonszoBanueM BHemHed SPI Flash-mamsarn W25Q064.
[IpoBeneHo MoaenUpOBaHUE U OTJIAKA PAOOTHI XpaHUIHUIIA. DKCIIEPUMEHTATbHBIC
pe3ynbTaThl TMOJATBEPKAAIOT YCTOMYMBOCTH M COOTBETCTBHE TpPEOOBaAHUSIM
nH(OPMAITMOHHON O€30MaCHOCTH.

PazpaboTanHoe 3amuileHHOe XPaHWIHIIE MOXKET OBITh MCIOJIB30BAHO LIS
co3faHusi 0€30IaCHBIX BCTPAMBAEMBIX CHUCTEM XpaHeHus AaHHbBIX B chepe loT,
MIPOMBITIUICHHBIX KOHTPOJIEPOB M BCTPOEHHBIX CHCTEM.
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MbaTta paboTel — pacmparoyka —amapaTHa-iparpaMHara KOMIUICKCY
abapoHeHara cxoBilllya JaHbIX Ha 6a3e MikpakanTposepa STM32 3 BelkapbICTaHHEM
CY4YaCHBIX KpbINTarpadivyHbIX ajlrapbIT™May.

AOG'ekT nmacnmemaBaHHS — CICTOMBI 3aXOYBaHHS JlaHbIX Ba YOyJaBaHbIX
MIKPaKaHTPOJEPHBIX MPbLIAJIAX.

[IpangMer naciaenaBaHHS — MeTaAbl 3a0€CTITUIHHS OsCIICK] 1H(papMaIlbli P
3aX0YBaHHI JaHBIX Y SHEpraHe3alIe:KHal MaMsIll MIKpPaKaHTPOJIEPHBIX CICTAM.

[IpaananizaBanbl apXiTIKTYpHBIS acabiiBacili MmikpakanTposnepa STM32 i
natpabaBaHHi Ja abapoHbl iH(papMmalell. PasriemkaHbl 1CHYIOYBIST Tarpo3bl
Osicrienibl 1 MeTajbl 1X HeTpamizanbll. JlacienaBanbl alrapbITMbl IIbIpaBaHHS 1
abrpyHtaBanbl BbIOap anrapeitMy ImbidppaBanHs CTb 34.101.31-2020, sxi
aJnaBsiac HalBITHAIBHBIM cTaHmaptam PacmyOmiki bemapycb. PacmparmaBanbr
mparpaMHbl MOAYJIb 3 pdlaiizanbisgii 1mblppaBaHHs 1 JPIIbIPpaBaHH] JaHBIX,
IHTATpaBaHae ¥ amaparHa-mnparpaMHbl Komriuiekc Ha 6aze STM32F103C8T6 3
BbIKapeicTaHHeM 3HemH i SPI Flash-namsmi W25Q64. TlpaBeazena maadisiBaHHE 1
ajurazika pabOThl CXOBIITYa. OKCIEPHIMEHTAJIBHBIS BBIHIKI  MMAIBIPKAIOIb
YCTOMJIIBACIIH 1 a/iTaBeIHACIIb MaTpabaBaHHIM 1HapMaIblitHail OsCreKl.

PacnpaniaBanae abGapoHeHae CXOBIIYa MoOKa ObIIb CKapbICTaHA IS
CTBapdIHHS OSCIEYHBIX YOYyJaBaHBIX CICTAM 3axoyBaHHA daHbIX y cdepbl [oT,
MIPaMBICIIOBBIX KaHTpoJIepay 1 YOy1aBaHbIX CICTIM.
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The aim of this thesis is to develop a hardware and software complex for a
secure data storage based on the STM32 microcontroller by using modern
cryptographic algorithms.

The object of the study is data storage systems in embedded microcontroller-
based devices.

The subject of the study is methods for securing stored information in non-
volatile memory of microcontroller systems.

The work includes an overview of the STM32 microcontroller and the
requirements for information security and analysis of current information security
threats and protection methods for their neutralization. The encryption algorithms
were studied and the choice of the STB 34.101.31-2020 encryption algorithm, which
complies with national standards of the Republic of Belarus, is justified. A software
module with the implementation of data encryption and decryption has been
developed and integrated into the hardware and software complex based on
STM32F103C8T6 microcontroller with W25Q64 SPI Flash memory. Simulation
and debugging confirmed stable operation of the storage system and its compliance
security requirements.

The developed secure storage can be used in the development of secure
embedded data storage systems, as well as in application requiring robust
information protection, including Internet of Things (loT) devices, industrial
automation and embedded systems.



