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PEDEPAT
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NEMUIIMTAPU3OBAHHAA  30HA, BE3OIIACHOCTb  CETH,
MEXCETEBOE OKPAHMPOBAHUE, CETEBOI TPADUK,
[TPOEKTUPOBAHUE CETHU

OOBEKTOM UCCIEIOBAHUS SIBISIETCS JEMUINTAPU30BAHHAS 30HA KOMITBIOTEP-
HOW CETH OpTraHU3alvH.

Lenp pabOTHI — NPOEKTUPOBAHUE JEMUINTAPU30BAHHOM 30HBI CETH rOCy1ap-
CTBEHHOW OpPraHU3alliy ¢ HECEKPETHBIM JIEJIONPOU3BOICTBOM.

[Ipoananu3upoBaHbl Bapualui KOHPUTYpAUU JEMUTUTAPU30BAHHOM 30HBI.
[IpoBeneH aHanM3 HOPMATUBHO-IIPABOBBIX aKTOB M PEKOMEHAALMI MO obecneye-
HUIO UH()OPMALIMOHHON 0€30MacCHOCTH B TOCYAAPCTBEHHBIX opraHu3auusax. Crpo-
E€KTUPOBAaHA JIEMWINTAPU30BAHHAS 30HA U MHTETPUPOBAHA B CXEMY BBIYMCIUTEND-
HOM ceTh opraHu3auuu. [IpuBeneH BapuaHT HACTPOMKHM MEKCETEBOTO JKpaHa U
CIIUCKOB JIOCTyTa JUisl 00ecreueHrs 0e301acHOro MpoXoKIEHHs CETEBOT0O Tpaduka.



PODEPAT
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JIOMUITAPBIBABAHAA 30HA, BACIIEKA CETKI, MIKMETHAE
OKPAHABAHHE, CETKABbBI TPA®IK, IIPAEKTABAHHE CETKI

Ab'exTam facienaBaHHs 3'AyIsella ASMiUTiTapbl3aBaHas 30Ha KaMITyTapHan
CETKI apraHi3albli.

MbTa mparsl — npaeKkTaBaHHE CETKI JPMUTITapbhl3aBaHail 30HBI I3pKayHan
apraHizaibli 3 HECAaKp3THBIM CIIPABaBOJICTBAM.

[IpaananizaBaHbl BapbISHTHI KaH(Irypaupll J3MiTiTapbl3aBaHai 30HbI. [Ipa-
BEJI3€HbI aHalli3 HapMaTbIyHA-TIPABABBIX aKTay 1 pIKaMEHJAllbIi Ma 3a0ecsTudHHI
1H(papManplitHail Osicnieki § A3sAp:KayHbIX apraHizanpbiax. CrpaekTaBaHa J3MUTITa-
pbI3aBaHasg 30HA 1 IHTATpalblsl ¥ CXEeMy BbUIIYalbHAl ceTki aprasizaupli. [Tpbi-
BEJI36HBI BapbISIHT HAJIA bl MXKCETKaBara 3KpaHa 1 Cricy JoCTyIy JUisl 3a0eCTIsTudHHS
OsicrieyHara nmpaxoJ)KaHHs ceTKaBara Tpadiky.
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DEMILITARIZED ZONE, NETWORK SECURITY, FIREWALL
SCREENING, NETWORK TRAFFIC, NETWORK DESIGN

The object of the study is the demilitarized zone of the organization's com-
puter network.

The purpose of the work is to design a demilitarized zone of the network of a
government organization with non-classified office work.

Variations in the configuration of the demilitarized zone are analyzed. An
analysis of regulatory legal acts and recommendations for ensuring information se-
curity in government organizations is carried out. A demilitarized zone is designed
and integrated into the organization's computer network scheme. A version of con-
figuring a firewall and access lists to ensure safe passage of network traffic is given.



