ThIC. pyO. IIpupocTt Beipyuku coctaBUT 6815,2 THIC. p., IPUPOCT NMPUOBLTH OT peaTu3aliy Mpo-
aykuuu — 12949 teic. py0. IlpupocT BeIpydKH OT yBeNIWYeHHsS 0OBEMOB MPOIAXK TUIAPOLIMIIHH-
JPOB U PYKaBOB BBICOKOTO JIABJIEHUSI cOCTaBUT 2794,75 Thic. pyO., MPUPOCT NPHUOBLIN OT pealu-
3a1uu TPOayKIuu — 596,75 Teic. pyo.

Buenpenue onnaitH-npunoskeHuss Neaktor yBETUYUT BBIPYUKY OT peasu3alyi MPOIYKIIUHA Ha
5056,6 ThIC. pYO., MPUOBLIH OT pearu3anuy npoaykmu — Ha 960,8 Teic. pyO. IIpupocT BeIpydIKH OT
peanu3anuy NpoaYKIMH MIPU 3aKIF0UEHUH IOroBOpa Ha exeMecsayHoe SEO-npoiBuxkeHue caifra co-
craBut 3034 ThIC. py0., MPUOBLIH OT peaTn3alyy MPOIYKIIMU COCTaBUT 576,5 ThIC. pyo.

Buenperne OAO «benmpoMUMITIKC» MEPONPHSTHIA M0 TOBBILICHUIO (PMHAHCOBOM YCTONHUM-
BOCTH 00€CTIeUnT MPHPOCT 00BeMa mpojax Ha 17,5 %, npupocT npuObUM OT peann3alyy MpoIyK-
uuu Ha 17,8 %; npupoct penrabdensHocTH npoaax Ha 0,1 m.m.; npupoct ko3¢ uireHTa coOOCTBEH-
HBIX 000pOTHBIX cpeacTB Ha 0,5. CHikeHne HabMoaaeTcs TOJIBKO M0 KOAP(UIIMEHTY TeKyIel K-
BUIHOCTH, HO TIOKA3aTeNb OCTAJICSI HA YPOBHE BbIIIE HOPMAaTUBHOTO 3HaueHus Ha 1,79.
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3AIIIUTA BAHKOBCKOM UH®OPMAIIUU
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JlaHHas CTaThs MOCBSIICHA aKTYallbHOM MpoOieMaThKe U BaXKHOCTH o0ecriedeHus] 0e30IacHOCTH B
OankoBCcKO# chepe. PazBuTre nHGOPMAITMOHHBIX TEXHOJIOTUH 1 BCE O0JIee YacTOe MCIOIL30BAHHE DJICK-
TPOHHBIX IIATSKHBIX CHCTEM M OHJIAWH-OAaHKHWHTA JIENaroT OaHKH 0ojiee YA3BHUMBIMH IS KHOEpPIpecTyI-
HHKOB. 3amuTa 0aHKOBCKOH MH(OpMaruu Bceraa Obura mpo0iaeMoi st 0aHKOB.

Knroueesvle cnosa: 6ank; nadopMarus; OaHKOBCKas TaifHa; 0€30macHOCTh; KOH(GHACHIINAIb-
HBIN XapakTep.

PROTECTION OF BANKING INFORMATION
I. N. Gunter

PhD in economics, associate professor, Belgorod University of Cooperation, Economics and Law,
Belgorod, Russia, e-mail: eirin@rambler.ru

This article is devoted to the topical issues and the importance of ensuring security in the banking
sector. The development of information technology and the increasingly frequent use of electronic
payment systems and online banking make banks more vulnerable to cybercriminals. Protecting banking
information has always been a problem for banks.

Keywords: bank; information; banking secrecy; security; confidential nature.

Hpoueccy OopraHu3anuunu KOH(l)I/II(eHI_II/IaHBHOI\/'I I/IH(I)OpMaI_[I/II/I BCCrAa YACIACTCA 0O0JIBIIIOE
BHUMaHHE B OaHke. baHKOBcKas JIeSITEIbHOCTh C KaKOM-TO CTOPOHBI 3aKJIFOUCHA B IMOJIYYCHUH,
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00paboTKe, XpaHEHUH M HUCIOJIb30BaHUHM HH(POPMAIMU, KOTOPas MMEET BBICOKYIO SKOHOMHUYE-
CKYIO0 LIEHHOCTb, CTOUT OTMETUTh, YTO HE BCS Takas WH(popMmaims TpeOyeT 3alluThl, a JIUIIb Ta,
YTO Ba)KHA, YTOOBI OAaHKY He ObIJ1 HAHECEH Bpe[l.

WudopmanioHHble pecypchl OpraHu3alMd — 3TO CIENUATbHO OPraHW30BAaHHbBIC JAaHHEIC,
KOTOPBIE OXBATHIBAIOT BCE CTOPOHBI JEATEIHHOCTH OaHKa, HEOOXOIUMBIE IS €ro A3PPEKTUBHOTO
(GyHKIMOHUPOBaHUS. DTU pecypcehl (MH(GOpMAIHS, JaHHBIE) MOTYT OBITh pa3zeleHbl Ha 4 YPOBHSL.
[IpencraBum ux Ha puc. 1 [1].

= JKu3HeHHO BakHasi HH)OpMaIls
= yTedKa JaHHOI HHGOopMaIHH CTABHT MO YIPO3y cyllecTBOBAaHHE H
1 ypoBens | PYHKIHOHHPOBaHHE caMOro OaHKa

= Basnas HHQpOpMaHa
* Mpolecc JTHKBHIAIIHH YTEeUYKH TAaKHX JaHHBIX OYeHb C/IOMKEeH H HeceT 3a

co6oil ImoxHe mocjaeacTBHs (3aTrparbl H T.I1.)
2 ypOBEeHB
-

= TTonesnasa nHpOpMaITHA )

* ¥Te"Ka TAKHX JaHHBIX HAHOCHT Ma'repﬂa.-‘lbnmﬁ ymepﬁ Ga}ucy, HO OHa HHEKaK

& HE BIIHACT Ha €10 3¢qlemﬂocﬁ
3 ypOBEeHB

=
=
*HecyumecrBeHHass HHOOPMAILIHS
*yTeuKa, KOTOopas He HeceT MarepHaJlbHOro yimepoa
4 ypoBeHB )

Puc. 1. InhopManinoHHBIE pECYpChl IO YPOBHSIM Ba)KHOCTH.
Cocrasnieno 1o: [2]

B xpenuTHO# opraHu3anuu 3allUTe TAKXKE MOJICKUT WH(OpMALMs, KOTOpas COCTaBISET
0aHKOBCKYIO 1 KOMMEPUYECKYIO TalHYy.

Uto Takoe GaHKOBCKas TaitHa? DTO CTaHIAPT, KOTOPBIA 00s13yeT KPEIUTHBIE OpraHU3alluu
U TOJIb30BaTeNel, MPEeIyCMOTPEHHBIX MO POCCUICKOMY 3aKOHOJATENbCTBY, 3aIIMILATh UHOOP-
MallMIO O JIENO3UTaX, YTO HaXOATCs B OaHKe, O cYeTax KIMEHTOB, Takke WH(popMalus o MpoBo-
TUMBIX (PMHAHCOBBIX ONEpaIUsiX, OKa3bIBAEMBIX YCIyrax U JAPyrue CBEACHUS.

OCHOBHBIM JIOKYMEHTOM, KOTOPBII perjaMeHTHpYeT NEATENbHOCTh MO 00EeCIeueHUI0 HH-
(dbopManoHHON 0e30MacHOCTU KpeauTHOW opranuzanuu, sisisercs: «Crannapt banka Poccum.
Ob6ecnieuenre MHGOPMAITMOHHOM 0€30ITaCHOCTH OpraHU3aIMi OAaHKOBCKOW cHCTeMBI Poccuiickoit
Oenepanun. O6mue nmonoxenus. CTO BP UBBC-1 0-2006». Otot CTanaapT NpUHST U BBEICH B
nerctBue pacnopspkenreM Lb P® ot 26.01.2006 r. Ne P-27, pegakuus 2008 rona.

Kommepueckast TaitHa — 3To0 kKoH(puIeHIMaNIbHAs HH(OpMaLKs, KOTOopas Mo3BoJiAeT 00ia-
JaTeNIo MPHU ONpeAeNEHHBIX 00CTOSITENbCTBAX YBEIMUUTh JOXOJIbI, HO M30€XaTh pacxoA0B, CO-
XpaHUB MPHU 3TOM IOJIO)KEHHE Ha PhIHKE TOBAPOB, a TAKXKE MOJYYUTh ONPEAeNEHHYIO BBITOLY Ha
peiake. Ha puc. 2 mpeacraBum uHGbOpManuu, KOTOpbIE B OOJIBIIMHCTBE CIy4aeB OTHOCSTCS K
KOMMEpUYECKOU TaliHe.

HudopmMalilisa 0 pa3’HOOOPa3HH YOIV, Opra’Ha3aloHHO-
MpeaocTaBIgeMbIXx GaHKOM vipaBileHYecKas HHMpOPMAaLHsa

ConHansHas

— 2 - HH@OPMAILHA .
OdecnedeHe Oe30MacHOCTH OaHKa q) P CDIIHHHCOBD‘} HeTHas

H OaHKOBCKOI TallHbBI HHQOPpMALIHA

Puc. 2. aopmanus, oTHOCSIIIAACS K OaHKOBCKOH TaiiHe.
CocraBneno 1o: [3]
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3aKOHOIATENBCTBO MPEIOCTABIISIET BO3MOXKHOCTh OOPAaTUThCA B CYJ JJISl 3aIIUTHl UHTEpe-
COB BJIAJICTIbIICB OAHKOBCKOW TaliHBI B Clly4ae, KOTJa KJIMEHTaM HaHECeH MaTepHalIbHBINA WK pe-
MyTallMOHHBIA yriepO. 3a HapyIICHHWE TOPSIKa 3aIUTHl OAaHKOBCKOW TalWHBI MPETyCMOTPEHBI
pa3iauyYHbIE BUbI OTBETCTBEHHOCTHU: I'pa)KIaHCKasl, aIMUHUCTpAaTUBHas U yrojosHas. Ha puc. 3
MPEJCTaBICH KOMIUIEKC MEp 10 3allIUTe, KAK KOMMEPYECKOH, Tak 1 OaHKOBCKOH TaiHBI [7; 8].

HocurensiMu KOMMEpPYECKOH TaWHBI SIBIISTIOTCS: 3aKOHHBIC MOTpeOUTENH (pacrpocTpaHeHUE
nH(pOpMAIN) U HE3aKOHHBIE TIOTPEOUTENH (yTeUKa JaHHBIX). 3aKOHHBIE TIOTPEOUTENN — B OCHOBHOM
3TO TOC. OpPraHM3aly M (UPMBI, OOCITYKHBAIOIINE KPEAUTHBIE OPraHU3aIMM, & K HE3aKOHHBIM T10-
TpeduTtensiM oTHeceM OaHKOBCKMX KOHKYPEHTOB U MPECTYITHBIX JIUII, XaKepoB U T. 1. [9].

B xaxom G6aHke MPOBOASATCS MEPONPHUSTHS, HAllpaBJICHHbIE Ha 0OecIiedeHne MoJTHON Oe3-
OTTACHOCTH 3a/I0KyMEHTHPOBAHHOW WH(POPMALIMU, KOTOpasi XpaHUTCS HA TEXHUYECKUX HOCHTE-
nsx. B ciyyae oOHapyxeHHUS ysI3BUMOCTEN MM MOTEHIMAIbHBIX YIrPpO3, IPUHUMAIOTCS HE3aMe-
JIUTENIbHBIE MEPBI 10 YCTPAHEHUIO UX MOCIEACTBUI U MOBBIIIEHUIO YPOBHS 3aIIUTHI, YTO M03BO-
nseT 0aHKaM 00ecleYnTh HAJeKHYI0 U 0€30IMacHy0 cpeay A XpaHeHHs U 00paboTKu KOHpU-
JEHIMATbHON MHGOPMAIIMN CBOUX KIUEHTOB (puc. 3).

OHPE,EICJICHHE CBedeHHIl, KOTOPEBIE COCTABIIAKOT HpI-EH.SE[TIIe MEp. CBA3AHHBIX C oxpaﬁoﬁ
KOMMepHIeCcKY 10 TaltHy KOMMep4eCcKoil TailHbI

()
G

O06g3aTeTbCTRBO O HEpasIIameHHH MEeXITY CornaleHnue o I\'OH(l)IIJIeH]IIIﬂ.TbHO CTH MEIKIY
pEIGOTO..‘JﬂTCJﬁ.\‘I H HAHATBIM ])HGOTHHKOB KJIHEHTOM H OaHKOM

Puc. 3. Kommieke mep mo 3amurte 6aHKOBCKOM, KOMMEPUYECKOH TalHBI.
Cocrasneno mo: [7; 8]

[IpencraBuM cXeMaTHYHO MEPOTPUSATHS JOKYMEHTAIIMOHHOTO OOECIIeYEeHHUs, CIOCOOCTBY-
IOIIHE COXPAaHEHUIO OAHKOBCKOW TalHHI (puc. 4).

JlokyMeHTHpOBaHHe: (DyHKLHs, 0OecIedHBarOIIas
©e30MacHOCTh Iy TeM MpeIyIpekIeHHs] Heo00 CHOBAHHOH
PACCBUIKH. 3aBBIIIEHHS CTEIIEHH CEeKPEeTHOCTH JOKYMEHTOB

V4eT JOKYMEHTOB: (DYHKIIHs, KOTOpas yKaKeT Ha
BO3MOYKHY IO YTPaTy HIH XHIIEeHHEe JOKYMEHTOB

OpraHf3anus 10Ky MeHTO0G0poTa: (GyHKIIHS, O3B0 ISIONIAs
MpeaynpeaInTh He CAHKITHOHHPOBAHHOE O3HAKOMIIEHHE C
MOKyMEeHTaMH, Ilepe1ady J0KYMEHTOB

~

XpaHeHne JOKYMEHTOR: ofecIiedHBaeT COXPaHHOCTE JIAHHBIX

VHHYTOXKEHHE AOKVMEHTORB! IIOTEPABINHE IIEHHOCTE
JOKYMEHTHI IIPOXOOST NPOLece HCKIIOUEHHA H3
JIOKYyMeHTOo0opoTa

Puc. 4. Meponpusarus JOKyMEHTOBEIEHHUS 10 00ecTiedeHnI0 0e30IacHOCTH WH(OPMAITUH.
CocraBneno mo: [6]

O0600mast, MbI MOKHO CKa3aTbh, YTO OAHKOBCKasi O€30IAaCHOCTEH SBISETCA OUYE€Hb BaKHBIM
acmekToM (PyHKIMOHUPOBAHUS BCell OAHKOBCKOW CHUCTeMbl. B Mupe, rlie ¢ pa3BUTHEM TEXHOJIO-
ruil, uQpoBU3alMel YUCIO KUOEPIPECTYIUICHUH MOCTOSIHHO pacTeT, 0aHKaM HY>KHO paboTaTh
Haj oOecreyeHreM 0€30MacHOCTH CBOMX CHCTEM U JaHHBIX. be30macHOCTh JOJDKHA OCTaBaThCs B
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IIPUOPUTETE JUISl BCEX YUACTHUKOB OAHKOBCKOW CHUCTEMBI, TaK KaK 3TO SIBJIIETCS OCHOBOM /s 10-
BEpHsI KIIMEHTOB M CTAOMIIBHOCTH (PMHAHCOBOW MHIYCTPUU B IIETIOM.
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