MINISTRY OF EDUCATION OF THE REPUBLIC OF BELARUS
BELARUSIAN STATE UNIVERSITY
FACULTY OF INTERNATIONAL RELATIONS
Department of International Law

Annotation to the master’s thesis

QUALIFICATION OF CYBER ATTACKS IN THE MODERN
INTERNATIONAL LAW

L1  Xianmin

Scientific supervisor —
Dr, Hab., Dr., Professor
Douhan A.F

Minsk, 2025



ANNOTATION

1.Structure and scope of the master’s thesis : 45 p,128sources.
2.Keywords: CYBER ATTACKS, INTERNATIONALLY WRONGFUL
ACTS, MODERN INTERNATIONAL LAW.
3.The content of the work
Object of the study is To analyze the legal status of cyber attacks under modern
international law and the related challenges.

Subject of the study is the international treaties, domestic legislation, case law,
working papers of international organizations.

The aim of the thesis :To explore how to define and regulate cyber attacks
within the framework of modern international law, with a particular focus on the
criteria for determining whether cyber attacks constitute internationally wrongful acts
and the resulting issues of state responsibility.

Methods of research: are methods of logical analysis, historical analysis,
comparative studies, induction, deduction etc..

Results:The thesis examines specific manifestations of malicious cyber
activities conducted or supported by states in the digital age.

It investigates whether cyber attacks can be considered internationally
wrongful acts, armed attacks, or means of warfare under international law.

The research provides forward-looking recommendations for states,
particularly China and Belarus, on how to respond to these changes.

It proposes relatively fair standards for identifying cyber attack behaviors and
addresses the responsibility for such attacks.

The thesis also discusses how domestic laws can be adjusted to support
international efforts in regulating cyber attacks.

Reliability of materials and results of the thesis: The materials used and the
results of the thesis work are reliable. The work was done independently.

Recommendations for the use of the results:Governments, especially those of
China and Belarus, should:Develop fair and clear standards for identifying cyber
attacks in the digital age.Strengthen domestic legislation to align with international
law on cyber attack governance.Enhance international cooperation to address the
challenges posed by cyber attacks.Actively participate in the creation of global norms
and rules for cyberspace to ensure equitable representation and accountability.



AHHOTAIIUA

1.CtpykTypa 1 00beM IMILUIOMHOM padoThi: 45 cTp., 128 HCTOYHUKOB.

2.Ilepeuenn KiI04eBBIX c10B : KubepaTtaku, MeXyHapOIHO-IIPOTUBOIPABHbBIE
NENCTBUA, COBPEMEHHOE MEXKTyHAPOIHOE MPABO.

3. Conepxanne padoThbl

OO0beKT MccieI0BaHUsI — aHAJIM3 MPABOBOTO CTaTyca KuOepaTak B pamMKax
COBPEMEHHOI'0 MEXKTYHAPOJHOTO PaBa U CBS3aHHBIX C 3TUM BBI30BOB.

IIpeamer mccienoBaHUsl: MEXIYHAapOIHBIE  JOTOBOPHI, HAIMOHAJIBHOE
3aKOHOAATEIbCTBO, CylneOHas NpaKTHKa, padoyue JIOKYMEHTbl MEXIyHapOAHbIX
OpraHHU3aIvi.

Lenb auccepramum: UCCIENIOBATh, KaK OMNPEAEIUTh M PEryJupoBaTh
KuOepaTaku B paMKaxX COBPEMEHHOTO MEXAYHApOJAHOTO TpaBa, C OCOOBIM
BHUMaHUEM K KPUTEPHSIM, MO3BOJIAIOIMIUM YCTAHOBHUTbH, SIBISIOTCSA JIM KHOepaTaku
MEXAYHApOJIHO-IIPOTUBONIPABHBIMU JICSIHUSIMU, M K BOIIPOCAM OTBETCTBEHHOCTH
rocyJapcTB, BBITEKAIOLUIUM U3 3TOTO.

Meroabl MccaegOBaHUsI: METOAbl JIOTMYECKOIO aHajiu3a, HCTOPHUYECKOTO
aHaJIN3a, CPABHUTEJIbHBIX MCCICAOBAaHUM, UHAYKIINH, TEYKIUU U IPYTHE.

PesyabTarhl:B quccepranu  paccMaTpUBAIOTCS KOHKPETHBIE IIPOSIBIICHHUS
3JI0HAMEPEHHOW KHUOEpaKTHUBHOCTH, OCYIIECTBIIEMON WM  MOAJAEPKUBAEMOI
rocy/lapcTBamMH B LIU(PPOBYIO SIOXY.

Hccnenyercs, MOTYT M Kubeparaku paccMaTpuBaThCS KaK
MEXAYHapOIHO-IIPOTUBOIIPABHBIE JI€SHUS, BOOPYKCHHBIC HANaJCHUS WA CPEJICTBA
BEJICHUS BOMHBI B paMKaxX MEXIyHapOJHOrO IpaBa.

HccnenoBanue npeajaraeT NepCreKTUBHbIE PEKOMEHIAMU JIsi TOCY1apCTB, B
yactHocTH Kutas u benapycu, o ToMm, Kak pearupoBath Ha 3TH U3MEHEHHSL.

B nucceprauuu mpeaiararoTcsi OTHOCHTENIBHO CIPAaBEIJIMBBIE CTAaHAAPTHI IS
UACHTU(UKAIMU KHOepaTak U 0OCYXIAlOTCA BONPOCHI OTBETCTBEHHOCTH 3a TaKHE
JNEUCTBUSL.

Taxxe paccmaTpuBaeTcs, Kak HAallMOHAJbHOE 3aKOHOJATENIbCTBO MOXKET OBITh
aJaNTHPOBAHO Ui IOAJNEPKKA MEKIYHAPOAHBIX YCHIMH IIO PEryJUpPOBaHUIO
KkuOepaTax.

ocToBepHOCTH MaTepHAJIOB U pe3yJIbTaTOB AUCCePTALMH:
Hcnonp30BaHHBIE MaTepualibl U pe3yJbTaThl JUIUIOMHON paloThl  SBISAIOTCA
J0CTOBEpHBIMU. PaboTa BBIIOJIHEHA CAMOCTOATEIBHO.

PexoMeHaaluM 10  HCHOJb30BaHMI0  pe3yabratoB:lIpaBuTenbcTBam,
ocobenno Kwuras u bemapycu, cnemyer:Pa3paboraTs chnpaBenauBble W YETKHE
CTaHmapTel ansi uAeHTU(UKamuu KubOeparak B MOHQPPOBYIO dMOXY.YKPENHTh
HAllMOHAJIBHOE 3aKOHOJATENBCTBO, YTOOBI OHO COOTBETCTBOBAJIO MEXIYHAPOIHOMY
npaBy B 00JacTH  peryaupoBaHUs  KuOepaTak.YCHINTh  MEXKIYHapOIHOE
COTPYIHUYECTBO JUISI PEUICHHUs MpoOJieM, CBA3aHHBIX C KuOeparakamu.AKTHBHO
y4acTBOBaTh B CO3/IaHUU TJI00AJbHBIX HOPM W MpaBWil Il KUOEpPHpOCTPAHCTBA,
9TOOBI 00ECTIEYHUTD CITPABEATUBOE MPEACTABUTEIHCTBO U TIOJJOTYETHOCTb.



