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ANNOTATION

1. Structure and scope of the master’s thesis : 46 p, 59sources.
2. Keywords: cyber operations, international law, sovereignty, attribution,
responsibility, humanitarian law, emerging technologies.

3. The content of the work
Object of the study : international relations arising out from the practice of
cyber operations exercised by subjects of international law and non-state actors.

Subject of the study : the study delves into the theoretical underpinnings of
international hard law and soft law as applied to cyber operations, case studies of
significant cyber incidents, and the legal challenges posed by such operations.

The aim of the thesis: this research aims to critically analyze the legal
qualification of cyber operations under international law and to propose several
measures to improve legal framework in the area discussed.

Methods of research: include general methods of scientific knowledge
(dialectical, inductive, deductive), as well as particular scientific methods used in law
studies — comparative-legal and formal-legal methods.

Results: The research identifies legal ambiguities in the classification of cyber
operations and proposes some measures to improve international legal framework for
this matter, including the rules of responsible state behavior in cyberspace. It
highlights the impact of emerging technologies on legal qualifications and suggests
national policies and international cooperation for addressing these challenges. The
novelty of this work lies in its interdisciplinary approach, combining legal analysis
with technological insights to propose forward-looking solutions for the governance
of cyber operations.

Reliability of materials and results of the thesis: The materials used and the
results of the thesis work are reliable. The work was done independently.

Recommendations for the use of the results: It can be used to improve the
international legal framework for cyber operations and forward-looking governance
research on international cyber operations.



AHHOTAIUA

CTpykTypa U 00beM TUIJIOMHOM padoThi: 46 cTpaHull, 59 UCTOYHUKOB.

Ilepeyenb KIHOYEBBIX CJI0B: KuOeporepauus, MEXKIyHApOAHOE IPaBo,
CYBEPEHHTET, aTpUOyLMsl, OTBETCTBEHHOCTb, MEXIYHAPOIHOE T'YMAaHUTAPHOE MPaBo,
HOBBIE TEXHOJIOTHH.

OO0BbeKTOM SBISIOTCS MEXIYHAapOJAHBIE OTHOILICHHsI, BOSHUKAIOIINAE B CBSA3HU C
OCYILIECTBIICHUEM KUOeponepanuil, pealu3yeMbIX CYObEKTaMH MEXAYHApPOIHOIO
IIpaBa U HETOCYIAPCTBEHHBIMU aKTOPaMH.

IIpeamerom UCCIIEI0BAHNUS SABJISIFOTCS TEOPETHUYECKHE OCHOBBI
MEXIyHapOJHOIO MpaBa, MPUMEHUMOI0 K KubOepornepanusM, cyiedHas MpakTuka U
CTaTUCTUKA KPYMHBIX KUOEPUHIINIEHTOB.

Hear paumiaomHoil padoTrhl — [aTh KBAIM(PUKALUIO KuOepomnepanuii B
COOTBETCTBUM C  MEXIyHapOAHbIM IpPaBOM U  pa3pabdoTrarb Mepbl IO
COBEPILIEHCTBOBAHMIO MIPABOBOM 0a3bl B 00CyX’AaeMOil 00J1acTH.

Meroabl HCCIeIOBAHMSA: BKIIOYAIOT OONIME METOJbl HAY4YHOrO IMO3HAHMS
(IManekTuYecKue, MHIYKTUBHBIC, JEAYKTUBHBIE), & TAK)KE YACTHBIE HAYYHbIE METO/IbI,
UCIIOJIb3yEMbIE B HM3YyYEHHHU IpaBa, — CPABHUTEIBHO-NIPABOBOM U (HOPMAIBHO-
FOPUANYECKUNA METOBI.

Pe3yabTarsl ucciaenoBanus. VcciienoBanue BBISBISET IPABOBBIE HETOYHOCTH
B Kiaccuukanuu kuOeporepauuii ¥ MpeajaraeT HEKOTOpble Mepbl IO
COBEPILIECHCTBOBAHUIO MEXKIYHAPOJHOM MPAaBOBOM OCHOBBI PETYJIMPOBAHUS JAHHOIO
BOIIPOCA,  BKJIOYAas MpaBWIa OTBETCTBEHHOIO IIOBEJAEHUS TIOCYIapCTB B
kubepnpoctpancTBe. McciaenoBaHue NOJUEPKUBAET AKTyallbHOCTh — [IPaBOBOIO
peryJIMpoBaHUs UCIIOJIb30BAHUS MH(POPMALIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIM
U TpeIjaraetT Mepbl MO COBEPUICHCTBOBAHUIO HAIIMOHAIBHBIX U MEXIYHApPOIHBIX
MOJXO/OB K PEryJMpOBaHUIO TaKOTO COTpyaHMYecTBAa. HoBu3HA 53TON pabOTHI
3aKJII0YAeTCsl B €€ MEXAMCLUIUIMHAPHOM TMOJAXO0JE, COYETAIOUIEM IOPUINYECKUN
aHalIM3 C TEXHOJIOTMYECKHUMH AacleKTaMu Mg MPEAJIOKEHHUS MEepPCIEeKTUBHBIX
pELIeHU 17151 peryIMpoBaHus Kubeponeparmii.

JlocTOBEpHOCTH MaTepuajioB " pe3yJIbTATOB AUCCEPTALMU:
Hcnonb3oBaHHbIE MaTepHalibl M Pe3yJIbTaThl JUIUIOMHOM pabOThl JOCTOBEPHBI.
PaboTa BbINOJIHEHA CAMOCTOSTENBHO.

PexoMeHgaluM 110 HCIIOJIB30BAHMIO PE3YJIbTATOB. Pe3ybTaThl HCCIEOBAHUS
MO>XHO HCIIOJIb30BaTh JJIsi COBEPLIEHCTBOBAHUS MEKIyHApOIHO-IIPABOBOM OCHOBBI
OCYIIECTBJICHUSI KHOEpomepauii ¥ TMPOBEACHUS JaTbHEUIINX HCCICJOBAaHUN B
00J1acTH periaMeHTalluu OCYIIECTBICHHS MEKIyHAPOIHBIX KHOeponepalui.



