(YHKIIMOHUPOBAHMS TOCYJAPCTBEHHON SKOHOMUKH M 00ECIEeUeHHs ee JalbHel-
IEr0 Pa3BUTHS, YTO MOTYEPKUBACT HEOOXOIMMOCTH MOCTOSIHHOTO COBEPIICH-
CTBOBAHUS IPOLETYP M MEXaHM3MOB X cOOpa M pacrpeneIeHus.
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Advancing technologies and digitalization are transforming customs operations,
improving efficiency, risk management, and transparency in global trade. Tools
like automation, Al, and blockchain enhance processes but also bring new
cybersecurity risks, such as cyberattacks that threaten trade security. Cybersecurity
in customs involves protecting digital systems, networks, and data from threats like
ransomware, phishing, data breaches, supply chain attacks, malware, and Denial-
of-Service (DoS) attacks, all of which can disrupt operations and compromise
data integrity.

Cyberattacks on customs systems have become more advanced and frequent.
For example, in August 2024, Sable International, a UK-based firm, was attacked
by a ransomware group, leading to data breaches and the shutdown of its servers.
In another case, Orion, a Luxembourg-based carbon supplier, lost $60 million in
a data breach caused by a Business Email Compromise (BEC) scheme. The FBI
has identified BEC as one of the most damaging types of cybercrime, with losses
totaling billions of dollars annually.

The global cost of cybercrime is expected to reach $23.84 trillion by 2027,
underscoring the critical need for strong cybersecurity measures in customs
systems. Digitalization, such as electronic customs declarations and automated
systems, has streamlined operations and improved efficiency in countries like
the U.S., where automated export systems are being implemented. However,
digitalization also requires skilled staff, necessitating training in information
technology and cybersecurity for customs personnel.

To safeguard customs data, several strategies should be implemented. These
include encryption, multi-factor authentication (MFA), and the use of Public Key
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Infrastructure (PKI) to secure data exchanges. Regular security audits can help
identify vulnerabilities, while incident response and recovery plans ensure customs
can quickly address cyberattacks and minimize disruptions. Collaboration with
law enforcement and conducting training drills further strengthens cybersecurity
efforts.

In conclusion, cybersecurity in customs is a strategic priority as digital
systems become vital to global trade. For trade-dependent countries like Belarus,
implementing robust measures such as encryption, real-time monitoring, and staff
training is essential to safeguard customs data, support economic growth, and
ensure national security.
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