





HHOACHUTEJIbBHASA 3AIIMCKA

esu n 3axa4u y4eOHON AU CIUTIIIMHBI

Henp y4eOHOM IUCHUIIMHBI — OOYYEHUE CTYACHTOB TEOPETUYECKUM
OCHOBaM TMOCTPOCHUSI U (YHKIIMOHUPOBAHUS JOKAJIbHBIX M TJI00AJIbHBIX CETEH.
YyeOHasi AUCIUIUIMHA TPEIIOIAraeT W3ydeHUEe MOJCICH M METOJIOB IOCTPOCHHUS
COBPEMEHHBIX JIOKAJIbHBIX (B TOM 4YHCIIe OCCIPOBOJIHBIX) U TJI00ATBHBIX
KOMIIBIOTEPHBIX C€Tel. B OCHOBY IOCTpOEHHS Kypca TOJIOKEHA KOHUEIIIUS
U3JIOKCHHUST Y4eOHOro Marepuaja B COOTBETCTBUHM C HEpapXHeil ypoBHEH B
00O0OIIIEHHBIX CETEBBIX MOJEISIX, YTO MO3BOJISIET JACTAILHO M3YYUTh alllapaTHbIC U
MIPOTPAMMHBIE KOMITOHEHTBI TEXHOJIOTMI MOCTPOCHHSI KOMIIBIOTEPHBIX CETEH, MPHU
ATOM TJIABHOE BHUMAHHUE YJIEJSAETCS aHAIU3y MPOTOKOJIOB INEpeAadyd AaHHBIX Kak
OCHOBBI CETEBBIX TEXHOJIOTUH. bosbII0€ BHUMaHKE yAENISIEeTCS NOCTPOCHUIO CETEN Ha
06aze crexka npotokosioB TCP/IP, xOTOpHIM SIBIASETCS OCHOBOW IIOOANIBHOW CETU
WuTepHer. Ananmu3 rino0anbHBIX ceTei Oa3upyeTcss Ha COBPEMEHHBIX W
MEPCIEKTUBHBIX TEXHOJIOTUSAX CETEM C KOMMYTAalUMEH ITakeToB. BKIIOUYEHHBIE B
IIPOrpaMMy IMPOTOKOJIBI IPUKIATHOIO YPOBHS JIEKAT B OCHOBE COBPEMEHHBIX
CETEBBIX YCIYT, MPEAOCTaBIsieMbIX ceThlo MHTepHeT. OO0s3aTeNbHBIM 3JIEMEHTOM
aHaJu3a TEXHOJIOTUN U MPOTOKOJIOB SIBISIETCS UCCIIeIOBaHKE MPOOJieM 0€301MacHOCTH
CETEBBIX MEpeaay.

3agaum yueOHOM QM CHMILIMHBI:

1. U3y4uTh TEXHOJOTUU WHTErPAIMU JIOKAJIBHBIX CETEl B TJIOOATBHYIO CETh
WHTepHET 1 nepeavyn JaHHbIX B I100aIbHON CETH.

2. IByunts (GyHKIIMOHATILHBIE BO3MOYKHOCTH KOMMYHUKAIIMOHHOTO
00Opy/IOBaHUS U TEXHOJOTUN UX peaTu3alliH.

3. 3HaTh cpeacTBa aHamu3a Tpaduka B CETSIX U METO/bl €r0 MUHUMU3ALIUU.

4. Bnajgetb OCHOBaMHU MPOCKTUPOBAHUSI JIOKATBHBIX CETEH M UX MHTETpaIuu B
rJI00aJIbHBIE CETH.

MecTo y4eOHOM TUCHUILINHBI B CUCTEME MTOATOTOBKHU CHEUATINCTA C BBICIIUM
o0pazoBaHUEM.

VYyeOHast TUCUUIITMHA OTHOCUTCA K MOAYJ 0 «MH(pOpMaTHKa 1 KOMITBIOTEPHBIE
CHUCTEMBI» TOCYJJapCTBEHHOTO KOMITOHEHTA.

VYuebHasg mnporpaMma COCTaBI€HA C YYETOM MEXIPEAMETHBIX CBs3EH U
nporpaMMm 1o AucuuiiiiHaMm. OCHOBOM JJi1 W3y4YeHHUs Y4e€OHOW JAMCIUTLITUHBI
ABJISIFOTCS JUCHUTUIMHBI TOCYTAPCTBEHHOTO KOMIIOHEHTA «/[MCKpEeTHAass MaTeMaThKa u
MaTeMaThu4ecKasi JIOTMKa» H «AJTOPUTMBI MU CTPYKTYpPbl JTaHHBIX» MOMAYJIA
«JluckpeTtHasg MaremMaThKa W QITOPUTMbD», JUCUUIUIMHBI T'OCYJapCTBEHHOTO
KOMIIOHEHTa «ApPXUTEKTypa KOMIBIOTEPOB» U «OmepaluOHHbIE CUCTEMBI» MOIYJIS
«MHpopMaTtuka M KOMIIBIOTEPHBIE CUCTEMBI». 3HAHUS, TOJYYCHHBbIE B Y4EOHOU
JUACLUILUIAHE, UCIOJbB3YIOTCS IPHU BBINOJHEHUU CTYJIEHTAMH KYPCOBBIX MPOEKTOB,
KYPCOBBIX U TUILUTIOMHBIX PaboT.



TpeGoBanus K KOMIIETEHIIUAM

OcBoenue yueOHON AUCIUIIINHBI «KOMIBIOTEPHBIE CETU» JOJIKHO 00ECIEUYNUTh
(opMUpOBaHKE CIENYIOIIMX YHHMBEPCAIbHBIX M 0a30BbIX Mpo(eccrOHAIbHBIX
KOMIIETEHIIN:

VHUBEpCalbHble KOMNEMEeHYUU:

VK. Bnagete OCHOBaMHM HCCIENOBATENBCKON JEATENBHOCTH, OCYIIECTBILTH
IIOUCK, aHaJIN3 U CUHTE3 HH(OpMAaLIHH.

VK. Pemars cranmapTHbie 3amaud MpodecCHOHATBbHON esATENbHOCTH Ha
OCHOBE MPUMEHEHUSI HHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHUH.

0azoevie npogeccuonanvibvie KOMNEMeHYuu .

BIIK. Ilpumensts 3HaHUS B 00JacTH MNPUHIUMNOB (YHKIIMOHUPOBAHUSA,
APXUTEKTYp M IPOrPAMMHBIX peAN3alUld ONEPALMOHHBIX CHUCTEM, CTPYKTYpHOU
OpraHu3alid KOMIIBIOTEPOB M KOMITBIOTEPHBIX CUCTEM, METOJaX 00paOOTKH JaHHBIX
JUIS. BBIOOpA BBIYMCIIUTENBHBIX CPEICTB PEIICHUS IPAKTUUECKUX 3aa4.

B pesynbrare ocBoeHHs yueOHOM TUCHMITIIMHBI CTYIEHT JOJKEH:

3HaATh:

— OCHOBHBIE MTPUHIMIEI (PYHKITMOHUPOBAHHS U TOCTPOCHUS COBPEMEHHBIX
KOMIIBIOTEPHBIX CETEH;

— (pyHKIMOHANBHBIE BO3MOKHOCTA KOMMYHHKAIITHOHHOTO 000PY/T0BaHUS;

— TPOTOKOJIBI M TEXHOJIOTUH NIEPEIayy JAHHBIX B CETSX.

yMeThb:

— HacTpauBaTh MEPCOHAJBHBIA KOMITBIOTED Ha padOTy B KOMIBIOTEPHOMN
CeTH;

— JMarHOCTHPOBATh U YCTPaHATh COOM B pabOTe KOMIIBIOTEPHOM CETH;

— aHAJIU3UPOBATH U pa3padaThIBaTh MPOEKTHl KOMITBIOTEPHBIX CETEH.

BJIAJIeTh:

— HaBBIKaMH pa60TBI B JIOKAJIBHBIX CCTAX N CCTH I/IHTepHCT;
— TCXHOJOI'MAMU ITOCTPOCHUS JIOKAJIBHBIX U r100aJIbHBIX CETEH.

CrpykTypa yueOHOH AU CIUIIIHHBI

HucrumiHa wu3ydaerca B S5-M ceMectpe. Bcero Ha wu3yudeHue ydeOHOM
JTUCHUTUTMHBI « KOMITBIOTEpHBIE CETH» OTBEICHO:

— JuIsi o4yHOM (OpMBI TMOY4YEHUsI BhICIIEro oOpazoBanus: 216 yacoB, B TOM
qucie /2 ayTuTOPHBIX Yaca, U3 HUX: JIEKIUU — 36 yacoB, mabopaTopHsble 3aHaTus — 30
4acoB, ympasisiemasi camocTositenbHas padora (Y CP)— 6 gacos.

TpynoeMkoCcTh y4eOHOM TUCITUTIIIMHBI COCTABIISET 6 3aYETHBIX €IMHMII.

dopma NpOMEKYTOUHOM aTTECTALUH — 3a4€T, IK3aMEH.



COAEPKAHUE YYEBHOI'O MATEPHUAJIA
Pasznen 1 Beenenue. OCHOBBI NOCTPOCHHMS KOMIIBIOTEPHBIX ceTel

Tema 1.1 Hcmopua «Komnoviomephnvix cemeii. OcHO8Hble NOHAMUA
KOMNbIOMEPHBIX cemell

Hcropust pa3BUTUSL KOMITBIOTEPHBIX ceTei. OnpeaeeHne KOMIbIOTEPHOM
ceTu. DU3NYECKUH U JIOTHICCKUN MHTEP(EHCHI.

Tema 1.2 Komnonenmul KOMnvlomepHoil cemu

Koneunsle yCTpOMCTBAa, MNPOMEKYTOUHBIE YCTPOMCTBA: MapIIPyTHU3aTOPHI
(routers), kommyTaTophl (switches), OecripoBomHbie Touku goctymna (Wireless Access
Point), momemsr (modems). Cpeapl nepenadd JaHHBIX: METAUI, CTEKJIO, IJIACTHK,
paguo BoiHbI W wu3nyudeHusa. CepBucel: BeO-cepBep, mail-cepBep, ftp-cepsep.
[Ipoueccsnl.

Tema 1.3 IIpoodemot céa3u HECKOIbKUX KOMNBIOMEPOE

Bri6op Tomonoruu cetu (¢puznueckas u jgoruyeckas tomosioruu). [loHsitue
CTPYKTYPUPOBAHHOW  KaOeJIbHOM  CHUCTEMBI. Opranusanuss ~ COBMECTHOIO
WCIIOJIb30BaHUsl JIMHUN CBSI3U. Afpecanus y31m0B cetd. KommyTanus.

Temal.4 Knaccugukayus Kkomnoviomepusix cemeil.

Knaccudukanus no TeppuToprHaibHOMY IPU3HAKY, TIO THUITY CPEIbl IEpeaadH,
0 TUINY (PYHKIMOHAJIBHOIO B3aUMOJEWUCTBUS, MO THILy CETEBOM TONOJIOTHH, IO
MacmTady MpPOU3BOACTBEHHOIO TMOAPA3ACICHHS, IO CETEBbIM OINEPALMOHHBIM
CUCTEMAM, IO PEXKUMY JOCTYIIA MOJIb30BATENEH.

Tema 1.5 Kommymayusa nakemoe u Kananoe

[loHsiTE 3JIEMEHTAPHOTO M COCTABHOIO KaHayioB. KoMmmyTaius KaHaJOB.
KommyTtanus nakeroB (JleitarpammHas mnepenada, mepenada C yCTaHOBJICHHEM
JIOTUYECKOTO COCMHEHMS, Tiepeiada C yCTAHOBJICHUEM BUPTYaIbHOTO KaHAIIa).

Pa3znes 2 CereBble MOAEIN U IPOTOKOJIbI

Tema 2.1 Muozoyposnegwtii n00xX00 K ROCMPOEHUIO Cemu.

MmuoroypoBHeBblid mojxol. [IpoTokon. MexypoBHeBwlii uHTEpdeiic. Ctek
MIPOTOKOJIOB.

Tema 2.2 Mooenwv OSI. Ypoenu mooeau OSI.

B3aumopneiictBue Mexnay ypoBHsAMH. HWHKancynsuus AaHHbIX. OnucaHue
ypoBHeit mozaenu OSI. Mogens u crek npotokosioB TCP/IP CranmapTHbie cTeku
KOMMYHHUKAIIMOHHBIX TPOTOKOJIOB.

Paszges 3 TexHosioruu gpu3n4ecKoro ypoBHs

Tema 3.1 Cpeoa nepedauu oannwvix. Texnonozuu nepeuunvix cemeil

dusnyeckue ToOmosoruu (LIMHa, 3Be3/a, Kojblo). Cpena mepenauyd JTaHHBIX
(KoakcHambHBIN Kabelb, BUTas apa, ONTOBOJIOKOHHBIN Kabelb, 0eCIIPOBOIHbBIE CETH).
XapakTepucTuku TuHui cBa3u. O0opyaoBaHue GU3NUECKOro ypoBHs (ceTeBas KapTa,

MOBTOPUTENU W KOHIEHTpaTophl). TexHomoruu mnepsuunbix ceteii PHDu SDH,
DWDMu OTN.



Pa3nes 4. KanaabHbiii ypoBeHb mojean OS|

Tema 4.1 OcnosHnvle xapakmepucmuku memooos nepeoayu (npomoKojios)
KAHAIbHO20 YPOBHA

ACHHXpPOHHBI/CHHXPOHHBIN,  CHUMBOJBHO/OMT-  OPHUEHTUPOBAHHBIE,  C
YCTaHOBJICHHEM COCIMHEHUS/IeHTarpaMMHbBIN, C OOHApYy)XCHHEM HWCKaKEHUN u
NOTEPSHHBIX IaHHBIX, C BOCCTAHOBJICHUEM MCKaKEHHBIX U MOTEPSIHHBIX TAHHBIX .

Tema 4.2IIpomoko1bl KAHAILHO20 YPOBHA

Crangaptel kaHameHOro ypoBHs. ITomyposaun (MAC - media access control,
LLC - logical link control).

Pa3nean 5. JlokajabHbIe ceTH

Tema 5.1. Bazoevie mexrono2uu 10Ka1bHbIX cemeil

Texnomoruss Ethernet. Meton moctyma CSMA/CD. Metoauka pacdera
koH(purypauuu cetu Ethernet. [IpousBoaurensHocts cetu Ethernet.

Konsuessie Texnosnorun Token Ring u FDDI. Ctpykrypa cereid Token Ring u
FDDI. MapkepHnsriii meton noctymna Token Ring. Ynpasnenne koibiiom Token Ring.
Ocob6ennoctu metoaa nocryna FDDI. OtkazoycroitunBocts Texnonoruu FDDI.

Konsuessie Texnonoruu Token Ring u FDDI.Ctpykrypa cereit Token Ring u
FDDI. MapkepHnsriii meton noctymna Token Ring. Ynpasnenne koibiom Token Ring.
Oco6ennoctu Meroaa aocrymna FDDI. Otka3zoycroitunBocTs TexHonoruu FDDI.

Bricokockopocthbie TexHonoruu. OcobGennoctu Ttexnosoruit FastEthernet.
BricokockopoctHas texnosorust GigabitEthernet. Ethernet onepaTopckoro kiacca.

Tema 5.2. Becnpogoouvie noKanbHble cemu

ApxurextypadecnpoBoubIxJIC.Ctannapt802.11. IIpoTokon goctyna k cpene
nepenaun  CSMA/CA. IlupoxomnonocHsle jdokaiabHble ceTu. Crangapt 802.16.
[lepconanbubie cetu. Apxutekrypa Bluetooth.

Tema 5.3. Cmpykmypuszayus LANna ¢puzuueckom u KanaibHom ypoeHAX

Moctel U KOMMyTaTopbl. TeXHOJOTUM KOMMYTaluu (KOMMYTallMOHHAS
MaTpula, ooOmas muHa, pasjensemas namsaTh). Jlornueckas CTpyKTypu3alus Ha
OCHOBE MOCTOB M KOMMYTaTOpoB. OCHOBHbIE M JONOJHUTENbHbIE (YHKIHH
KOMMYTAaTOpOB (MOJAEpKKa anroputMa SpanningTree, yrnpaBlieHUs TOTOKAMH TPU
neperpy3kax, HCIOJb30BaHHE pa3MyHbIX KiaccoB). IlocTpoeHue cereil Ha 0Oase
KOMMYTaTopoB.  KackanupoBaHHWe,  HCHOJb30BAHUE  TPAHKOBBIX  IOPTOB,
crekupoBanue. Buptyanbhbie ceti Ha kaHaibHOM ypoBHE(VLAN).

Pa3nen 6. CocTaBHbIE CeTH HA OCHOBe cTeKa nmpoTokosioB T CP/IP

Tema 6.1. IIpomokonwvt cemesozo ypoeHs

IP anpecanus. Tunsl aapecanuu. Cetn v nojaceTu. Macka cetu. Pazpenienue [P
anpecos. [Iporokon DHCP. Texnonoruu NAT. [Iporokon IPv6.

Tema 6.2. Mapwpymu3zauusn 6 cemsax

O6opynoBanue CETEeBOTO YPOBHH. [TpunHIUTIBI MapHIpyTHU3aLIHH.
Pacnpenenenne IP anpecoB (pacuer mojcereit). B3aumonelcTBrue BUPTYaIbHBIX

6



cereil. IIpoTokoisbl cratmueckoil n nuHamuueckord Mapupytuszauuu (RIP, OSPF,
IGRP u EIGRP, BGP u EGP).

Paznen 7. TpancnopTHbI U npukjIagHOi ypoBHU MoaeauOSl

Tema 7.1 Tpancnopmuuiit yposenv moodeau OSI. 1IpoTOKOIIBI TPAHCIIOPTHOTO
ypoBasi(TCP u UDP). ITonsitrie cokeTos.

Tema 7.2 Ilpuxknaouoii yposensv mooeau OSI.

ApXUTEKTypa MPUKIATHBIX MTPOTOKOJIOB Internet. Apxutektypa ciayx6s1 DNS.
[Tporokon DNS. Ilportokonsr mepenaun daitioB FTP, TFTP, NFS. Dnexkrponnas
IIo4Ta: apXUTEKTypa, CepBUCHI ¥ MPOTOKObL. [IpoTokon HTTP B WWW texnonorum.
Vupasnenne cetrsimu. SNMP-monens. [Ipotokonsr npuknamgnoro ypoBHs (DNS,
HTTP, FTPu np.).

Pa3znen 8. noGanbHbIE ceTH

Tema 8.1Texnonocuu nooknouenus K 2100a1bHbIM CEMAM
[IpoTOKONBI KaHATBHOIO YPOBHA. TE€XHOJIOTHM MOCIEIHEW MWIH. TEXHOJIOTHS
ADSL u ISDN. Ilepuunsie cetu. Texunomorus MPLS. Cetn oniepaTopoB CBSI3H.

Paznen 10. 3amura nundopmanuu B KOMIbIOTEPHBIX CeTHAX

Tema 9.1 Knaccuguxauyua yzpo3, memoooé u cpeocme 3auiumol
uHgopmayuu

OcHoBHBIE TOHATHS W omnpeneneHus. CTraHaapTHbIE KpHUNTOrpapUUecKue
cucteMmsl. [Iporpammubie cpeactBa 3amuThl HHPopManuu (BctpoeHHble B OC u
BHeraue). Ludpossie moamucu. [Tousrue mucros goctyma (ACL).



YYEBHO-METOJUYECKASI KAPTA YYEBHOM TV CIUILIAHBI
Ounas (iHeBHAs1) popMa MOTydeHUs BBICIIET0 00pa30BaHus ¢ MPUMEHEHHEM JUCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTHIA

(A0T)
< KonndecTBO ayAUTOPHBIX YacOB g =
= [0} ) 8 g
5 2 s : s 2
? H 5 = ¥ w Z w 2 = 5
Q3 a3BaHUE pa3/elia, TEMBI 5 3 & 8 = g = o 2 A~ EE
a = = L E & = )= 8 = O z =
a @ =~ ® S ® 8 K e} S
s ) =2 Z 3 s 3 3] < =
S g C 3 S &= =~ ) =R
= = & s » Q & = o,
= = © = 2 ©
1 2 3 4 5 6 7 8 9
1 | Beeaenne. OCHOBBI 6
MOCTPOEHHSI KOMITBIOTEPHBIX
cerei
1.1 | UcTopus KOMIBIOTEPHBIX CETEH. 1 Y CTHBIH ompoc
OCHOBHBIE ITOHSITHS
KOMITBIOTEPHBIX CeTeH
1.2 | KoMIIOHEHTHI KOMIIBIOTEPHOM 1 2 OT4er 1o
ceTn nabopatopHoii paboTe
C YCTHOM 3alUTOH.
KonrposbHas padbota
Nel
1.3 | [IpoGneMsI CBSI3M HECKOIBKUX 2 Y cTHBII ompoc

KOMITIBIOTCPOB




1.4

Knaccnukarms KoMITBIOTEpHBIX
CeTel.

YceTHbli ompoc

1.5 | KoMmyTanus nakeToB U KaHAJIOB
CeTeBble MO/IeJIM H MPOTOKOJIbI
2.1 | MHOTOYpOBHEBBIi  MOIXOH K VYcTHBII onpoc
IIOCTPOEHUIO CETH
2.2 | Mogens OSI. YpoBHH MoOmenu VYceTHbl# ompoc
OSl.
3 | Texnosoruu ¢puzn4ecKoro
YPOBHS
3.1 |Cpema  mepemadu  JaHHBIX. YcTHBIH orrpoc
TexHoJIOrUY IEPBUYHBIX CETEH
4 | KaHaabHbI YPOBEHb MOJEIH
OSlI
4.1 | OcHOBHBIE XapaKTEePUCTUKU

METOJIOB Iepeaadu (IPOTOKOJIOB)
KaHAJILHOTO YPOBHSI

VYceTHbll onpoc




4.2 | IIpOoTOKOBI KAHATEHOTO YPOBHS 2 YcTHBIH onpoc
5 | JlokaabHble ceTH 4
5.1. | bazoBble TEXHOJIOTUH JIOKATBHBIX 1 VeTHBIN onpoc
cerer
5.2. | bectipoBoIHBIE TOKATBHBIC CETH 1 Y CTHBII ompoc
5.3. | Crpykrypu3ammst LANHa 2 Otuer 1o
(hM3M9IEeCKOM U KaHATBHOM nmabopaTopHoii paboTte
YPOBHAX C YCTHOM 3amuToi
6 | CocTaBHbIe ceTH Ha OCHOBE 10 22
crexa nporokosioB TCP/IP
6.1. | IIpOTOKOIBI CETEBOTO YPOBHS 4 12 OTYeTHI 1Mo
1a00paTOpHBIM
paboTam ¢ UX yCTHOI
3alIUTOM.
KoHnTposbHas padborta
Ne2.
6.2. | MapmpyTH3aiis B CeTsIX 6 10 OTYeTHI 10
71a00paTOPHBIM

paboTam ¢ UX YCTHO#
3aIIUTOM.
KonTponbHas paborta
Ne3.
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KonrposbHas padota
Ned.

7 | TpaHCHOPTHBII W NPUKJIATHON
ypoHu Moaeau OSI
7.1. | TpaHCTIOPTHEIA YPOBEHB MOJICITH OTYeTHI 110
OslI 71a60paTOPHBIM
paboTam ¢ UX YCTHO#
3aLUTOH.
7.2. | IlpukiagHOH YpOBEHDb MOJCTH KommbrorepHsIii TecT
(O]
8 |I'nob6anbHbIE ceTH
8.1 | TexHONMOTMH MOAKIIOYCHUS K VYcrHbIi onpoc
rII00ANTBEHBIM CETSIM
9 |3ammra nadopmauuu B
KOMINBbIOTEPHBIX CETAX
9.1 | Knaccudukaius yrpo3, METO/I0B YcTHBIH omrpoc

U CPEACTB 3alUTHI HH(pOpMAIH

HToroBas KOHTpOJIBHAS
pabota
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NHOOPMALMOHHO-METOANYECKAS YACTb
OcHoBHas JuTEpaTypa

1. Tanen6aym, D. Komnerotepusie cetu / J. Tanenbaym, H. @umcrep, .
VYazepou. - 6-e uza. - Cankr-IletepOypr ; Mocksa ; Musnck : [Tutep, 2024. - 989
c. -URL|https://ibooks.ru/reading.php?short=1&productid=390207|

2. Omudep, B.I'Kommbiotepubie cetu. [lpuHIMMOBL, TEXHONOTHH,
npotokoisl / Buktop Omudep, Hatanss Omudep - Canxr-IletepOypr [u ap.] :
[Tutep, 2024.- 1007 c.- URL:|https://ibooks.ru/bookshelf/387241

JlonoiHUTE IbHAS JIUTEPaTypa

1. LAN. XKypnan cereBbix pemeHuidl. — M.: OTKpbIThIe cucTeMbl — Pexxum
noctyma:|www.osp.ru/lan| Jlata nocryna: 15.02.2018r.

2. Windows&.NET Magazine.—M.: OTkpsbiThie cucCTeMbl—Pexum moctyma:
lwww.osp.ru/win2000| Jlata nocryna: 12.03.2018r.

3. Computer world. — M.: OrtkpbiThle cucTeMbl — Pexum npocryma:
lwww.osp.ru/cw| lara nocryma: 22.02.2018r.
4. Cetn.—M.: OTKpBITBIE CUCTEMBI —Pexum JIOCTyIIA:

lwww.osp.ru/nets|Jara nocryma: 25.02.2018r.
5. CereBbie pemienus/ Yup. OOO «Hectop». — MH.: Hectop — Pexum
noctyma:|Www.nestor.minsk.by/sr| ara nocryma: 15.02.2018r.

6. Onombonn JI. PyxoBomctBo mo Cisco I0S. Uza. Ilutep, Pycckas
Penmakus, 2008, —786 c.

7. Y, OdbunuansHoe pykoBoacTBO CiSCOIO MOATOTOBKE K CePTH(GHKAITMOHHBIM
sx3amenam CCNAICND2 200-101: mapmpyTu3anusi 1 KOMMYTalus, akaa. U37.—
M.: OO0 «M. 1. Bunbsimcy, 2015.- 736 c.

8.Omom VY. OdwummanpHoe pykoBojactBo Cisco 10 MOATOTOBKE K
ceptudurannoHubM 3k3aMeHaM CCENT/CCNA ICND1 640- 822.-M.: OO0 «M.
. Bubsimey, cepust Cisco Press, 2013.

9. Cranpaptel Unrepuera (RFC) [DnexTponnslit pecypc]. — Pexxum poctyma:
[http://tools.ietf.org/html/.

10. DnexTponnass OubMMOTeKa paszpaborunka Microsoft [DaekTpoHHBIN
pecypc]. — Pexxum nocryna:|http://msdn.microsoft.com/|

11. Kypoys /[. Komnbrotepubie cetu: Hucxomsmmit noaxon / . Kypoys,
K. Pocc. — M.: M3naTenscTBO «9», 2016. — 912 c.

12. llunoep, /[.JI. OcHoBbl kommbloTepHbIX cerer / JIJI. luamep — M.:
W3 narensckuil noM «Bunbsimcy, 2002. — 656 c.

DJIEKTPOHHBbIE PecypChl

1. O6pazoBarensubiit optan bI'Y [DnekTponHblil pecypc]. — Pexxum pocrymna:

https://edufpmi.bsu.by/course/view.php?id=118| — Jlata noctyma: 02.03.2023.
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IlepeyeHb peKOMeHyeMbIX CPEACTB AUATHOCTUKU U METOAUKA
¢GopmMupoBaHusi HMTOrOBOM OTMETKH

OOBEKTOM JMAarHOCTUKU KOMIETEHIMI CTYJACHTOB SBJISIFOTCS 3HAHUA,
YMEHUS, TMOJYYEHHbIE UMHU B PE3yJIbTaTe HU3Yy4YeHHUS Y4eOHON JUCIUTUIMHBIL.
BrisiBieHHe y4eOHBIX JIOCTHKEHUH CTYJIEHTOB OCYIIECTBISIETCS C IOMOIIBIO
MEpONPUATUNA TEKYIIEH U IPOMEKYTOYHOM aTTECTALIUH.

Jns OUMarHOCTUKM KOMIIETEHIIMM MOTYT HCIOJIb30BATHCSA  CIEAYIOLIUE
CpPEACTBA TEKYIIEH aTTECTALUN:

1. YcrHas dpopma: cobeceoBaHme, YCTHBIN OMPOC, KOMITbIOTEPHBIN TECT.
2. IluceMenHas hopma: KOHTPOJIbHBIE PAOOTHI.

3. YcTHO-MChbMeHHAst (hOpMa: OTUYETHI 1O JIAOOPATOPHBIM pabOTaM C UX YCTHOM
3aIUTOMN.

4, OI.[CHI/IBaHI/IC Ha OCHOBC HOHyaBTOMaTHqGCKOﬁ CUCTCMbl MOHHUTOpPHHI'A
MMOCCIaCMOCTHU-YCIICBACMOCTHU CTYACHTOB.

B kauecTtBe pEKOMEHIYyEMBIX TEXHHYECKUX CPEICTB  JUArHOCTHUKHU
UCTONB3yeTCsl  oOydeHue,  opraHumzoBaHHoe Ha  miatdopme  Moodle
(https://edufpmi.bsu.by).

DopMOM TPOMEKYTOUHOM AaTTECTAMU MO AucHUIUIMHE «KOMMOBIOTEpHBIE
CeTH» Y4eOHBIM TJTAHOM MPEAYCMOTPEHBI 3a4€T U IK3aMeEH.

Jns  popMupoBaHUsT UTOTOBOM OTMETKM MO Y4€OHOW AUCIUILIMHE
HCMOJIB3YETCSI MOLYJIbHO-PEUTUHIOBASI CUCTEMA OLICHKH 3HAHHUM CTYJICHTA, TA0IAst
BO3MOYKHOCTh NPOCJIEAUTh W OLUECHUTh AUHAMHUKY MPOLECCa AOCTHKECHUS LEIeu
oOyuenusi. PeiTuHroBas cucremMa mperycMaTpPUBAET HCIOJIb30BAHUE BECOBBIX
KOA(OPUIIMEHTOB aJisi TEKyIIed M MNPOMEXYTOYHOM aTTecTallud CTYACHTOB IO
y4eOHOM TUCIUILINHE.

dopMHUpOBaHME HTOTOBOM OTMETKH B XOAE IIPOBEICHUS KOHTPOJIBHBIX
MEpOTIPUATUNA TEKyIlell arrectauuu (MpUMEpHbIE BeCOBbIE KOADDUIIMEHTHI,
ONpeAesAoIMe BKJIaJ TEKyLIEd aTTeCTalMd B OTMETKY IIPU IPOXOKJICHUU
MPOMEKYTOUYHON aTTEeCTALNN):

—  OTYeT 1o JIabopaToOpHBIM paboTaM ¢ uxX ycTHo 3amuTor— 40 %;
—  WUTOTOBas KOHTpoJsbHas padoTa — 60 %;

NrtoroBas oTMeTKa MO JMCIUIUIMHE PACCUUTHIBAETCS HA OCHOBE MTOTOBOM
OTMETKH TEKyIIeH arTecTanuu (PEeUTUHTOBOM CUCTEMBI OlleHKH 3HaHui) —40% u
SK3aMEHalMOHHOM oTMeTKH — 60%.

IIpuMepHbIN nepevYeHb J1a00PaTOPHBIX 3aAHATHI

JlaGoparopnas pabora No 1. Amnmapatnweie cpenactBa IIK u cereBoe
00OpyZ0OBaHUE JIOKATBHBIX KOMITBIOTEPHBIX CETCH.

JlaGopatopHas padota Ne 2. OCHOBBI AUArHOCTUKU CETH KOHCOJbHBIMU
cpeactBamu OC Windows.

Jlabopatopnas pab6ota Ne 3. 3nakomctBo ¢ makerom Packet Tracer.
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Coznanre KOMITBIOTEPHOU ceTH ¢ ucnosib3oBanueM Packet Tracer.
JlabopaTtopHas pabota Ne 4. PaGoTta ¢ ceTeBbIMU aJjpecami.
JlabopaTtopHas paborta Ne 5. Buenpenue aapecauuu VLSM.
Jlabopatopnas pabota Ne 6. Kondurypuposanue DHCP- cepsepa.
JlabopatopHas pabora Ne 7. HauanpHas HacTpoiika MapuipyTuzaTopa

Ciscoc ucnomns3zoBanuem [0S CLI.

Jlabopatopnas pabdora Ne 8-9. Buenpenue anpecanmu VLSM.

Cratrueckasi MapIIpyTH3aIus.

Jlabopartopnas padota Ne 10-11. Kondurypamms RIPv2 u ee mposepka.
JlabopartopHnas padota Nel2-13. Hacrpoiika mapametpoB OSPF.
Jlaboparopuass pabora Nel4.Koudurypauuss OSPF ¢ MHOecTBEeHHBIM

JIOCTYTIOM U €€ MPOBEpKa.

JlabopaTtopHast pabora Ne 15.HacTpoiika CIMCKOB KOHTPOJIS JOCTyIaHa
ycTporcTBax Cisco.

IIpumepHBIN NepeYyeHb 3aJaHNH 11 YIIPpaBJIsieMoi
CaMOCTOAITeIbHOI PadoThI

VYmopaBnsiemass ~ camocToATeNbHas ~ paboTa  mpejiaraerci B BHUJC
WHJVBUAYAJIbHBIX 33JIaHHM.

Tema 5.3.Cmpykmypuzayus LAN Ha ¢huzuueckom u KaHa1bHOM YPOBHAX
(2 u).

Hacrpoiika VLAN u mapupyruzanus mexay VLAN.

Tewma 3ananus: Co3ganue VLAN u Ha3HaueHUe MOPTOB.

dopma KOHTPOJISI — OTUETHI 110 J1a0OpPaTOPHOI paboTe ¢ YCTHOM 3allUTOM.
Tema 6.2. Mapwpymuszauus 6 cemsx(2 u).

IIpOoTOKOMBI CTATHYECKON MAapLIIPYTH3ALIAH.

Tewma 3ananus: Hactpoiika craTudeckoil MapuipyTu3anuu st HeOOJIbIION
OpraHU3aluu.

dopMa KOHTPOJISI — OTUETHI 10 JIAOOPATOPHOI paboTe ¢ YCTHOM 3aIUTON

Tema [.1. Tpanucnopmmuuwtit yposenv mooenu OSI (2 u).

Hactpoiika NAPT wiu PAT u npeobpazoBanust BHyTpeHHUX [P-anpecoB Bo
BHelTHUe myonuyHbie aapeca. [IpoBepka cratuctuku NAPT.

Tewma 3ananus: Hactpoiika u npoBepka NAPT.

dopmMa KOHTPOJISI — OTUETHI 10 JIAOOPATOPHOU paboTe ¢ YCTHOM 3aIUTOMN.

Pexomenayemasi TeMaTHKAa KOHTPOJbHBIX padoT

1. KontponbHas pabGota Ne 1 «Amnmaparueie cpeactBa IIK u cereBoe
000pyAO0BaHUE JIOKAJIbHBIX KOMIBIOTEPHBIX CETEN.

2. Kontposabhas pabora Ne 2 «Ytunutel WiNdOws, MOHSITHS KOMIIBIOTEPHBIX
ceTen».

3. KontponbHas padota Ne 3. «CeteBast aapecanus».
4. KontponbHas padota Ne 4. «MapiipyTusaius B CETIX».
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5. UtoroBas koHTpoapHas padoTta «KOMIBIOTEpHBIE CETH.

IIpumepHble BApHAHTHI KOHTPOJIbHBIX padoT

KontposbHas padora Ne 1.
«Anmapatssie cpeactsa [IK u cereBoe 000pynoBaHUE TOKATBHBIX
KOMITBIOTEPHBIX CETEWN»

1. Kakue nBa ycTpoiicTBa SBISIOTCS YCTpOCTBaMU BBOJIa MHGOpMALIUK?
(Be1GepuTe 1Ba OTBETA)
* VYcTpoicTBO OMOMETPUYECKOM ayTeHTU(PUKAIIUN

e [lpunrep
* Iludposas kamepa
* IIpoekrop

» JluHamuku

2. Kakoif Tum mamsTH COAEPKUT HHPOPMAINIO, HEOOXOAMMYIO IS
3arpy3Kd KOMIBIOTEPA U OMEPALTUOHHOW CHCTEMBI?

« DRAM

* wmoayab O3Y
« ROM

« SRAM

3. Kakue Tpu ycTpoiicTBa SIBISIIOTCS YCTPONCTBAMH BBIBOJIA
unpopmaruu? (Beibepure Tpu oTBETA)

» CkaHep oTIIeyaTKa najibla

* Haymuuku

* KnaBuarypa

e Monurop

e  Mbpiub

» Ilpunrep

* Buneokamepa

4. Kakyro 0coOyr0 OTJIIMUUTENBHYIO YepTy umeeT ctanaapt USB?

* Opno noakmrouenne mo USB cmoco6HO 00¢myXuTh 10 255
pPAa3JIUYHBIX YCTPOUCTB.

» Ckopocth mopakitoueHus aocturaet 580 MO/c B HU3KOCKOPOCTHOM

pexuMe.
* Cxopocth 0OMeHa JaHHbIMU JocTuraet 920 MO/cB Bepcun NpoTOKOJIa

2.0

* CymectByer BO3MOXHOCTb  3JIEKTPONHUTAHUS ~ YCTPOMCTB  OT
KOMITbIOTEPA.
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5. Kaxkoit Tim apXuTeKTypbl IIpolieccopa UMEeT Maslblii Habop KOMaH]I C
BBICOKOW CKOPOCTBIO UX UCTIOJIHEHUS ?

« CISC
 RAID
+ RISC
« SATA
* RISK
« SCSI

« PATA
U T.IL

KontposbHas padora Ne 2.
«YTrmutel WiNdOWS, TOHATHST KOMITBIOTEPHBIX CETEH»

1. Jlns wactpoiiku ceTeBoro uHTepdeiica KoMmmploTepa HEO0OXO0IUMO
Ha3HauuTh eMy I[P azapec, Macky MmoACEeTM W OCHOBHOM WUIKO3. YKaXHTE
porpaMMmy, KOTopas IIUPOKO MCMOJB3YeTCs I MOTydeHUs] HHOOPMALMH O
HaCTPOMKaX CETeBBIX HHTEP(PEICOB.

1. Yruaura hostname

2. YTunura ipconfig

3. Yr1unuta netview

4. Yrtunuta ping
5. Vrumnra netstat
6. YTuimura tracert
/. YTtunura pathping
8. YTunwura arp
9. Vtumura Route
10.YTunura DNS

2. KoMmbroTepsl U Apyrue y3iabsl cetd nomMuMo [P-aapecoB mmerotr tak
Ha3bIBa€MbIC JIOMEHHbIE ajapeca. Takue aapeca yJoOHBI MOJIH30BATEISIM CETH,
TaK KaK OHH JIEr4Ye 3allOMUHAOTCS. 3a COOTBETCTBHUE JNOMEHHBIX M [P-agpecoB
orBeuaer DNS cmyx6a. Kakass yTtuiura mo3BoJiI€T MPOBEPUTH JTOCTYITHOCTD
KaKoro-nm0o yJaJeHHOoro y3Ja o cetu noero [P-aapecy.

YTtunuta hostname
YTunura ipconfig
Yrtunura netview
YTunura ping
Ytunuta netstat
Yrtunura tracert
YTunuta pathping
Yrtunura arp
Ytunura Route

©CoNoak~LNE
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10.Y1umura DNS

3. KommbroTepsl U ApyrHe y3Ibl CETH MOMHUMO IP-aapecoB MMEIOT Tak
Ha3bpIBacMbIC JIOMEHHBIC anapeca. Takue ajapeca ya0OHBI MMOJIb30BATEIsAM CETH,
TaK KaK OHHM JIerde 3allOMHHAIOTCS. 3a COOTBETCTBHE JIOMEHHBIX M IP-anpecoB
orBeuaer DNS cimyx0a. Kakass yruimra mo3BoJiIe€T HMPOBEPUTH JIOCTYITHOCTH
KaKoro-JIM0O YJaJICHHOTO y3Jia 110 CETH I10 €r0 JOMCHHOMY UMEHHU.

1. VYTumura hostname
2. Ytunuta ipconfig
3. Yrtunuta netview
4. YTunura ping
5. Vrummra netstat
6. YTuimra tracert
7. YTtunura pathping
8. YTunura arp
9. Vtumura Route
10.YTuaura DNS

4. Ha KkakoW yTWUIUTE IMOCTENEHHO MeHsAs 3HadeHne TTL, MoxkHO
MOJIYYUTh CITUCOK BCEX MAPIIPyTU3ATOPOB, HAXOASIIUXCS MEXKTY KOMITBIOTEPOM
U YIQJICHHBIM Y3JIOM.

1. Vtuiura hostname

2. Ytunuta ipconfig

3. Ytunuta netview

4. Yrtunuta ping
5. YTunura netstat
6. YTunura tracert
7. YTtunura pathping
8. YTunura arp
9. YTunura Route
10.Ytunura DNS

5. Kakasa IMpaBHJIbHAA KOMaH/da ITO3BOJIACT IIPOBCPHUTH HaCTpoﬁKy caMoro
ceTeBoro uHTepdeiica.
Hostname
Ipconfig 127.0.0.1
net view defaut
Ping 127.0.0.1
Netstat 127.0.0.1
Tracert 127.0.0.1
Pathpingdefaut
Arp 127.0.0.1
Route 127.0.0.1

©CoNoak~LNE
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10. DNS 127.0.0.1

6. Internetsro...

¢* JIOKAJIBHAsICECTh

¢ PCTHOHAIBbHAACCTDb

b l“JIO6aJILHa51 CCTh

¢ OTpacliicBasd CCTb

* ToCyJapCTBCHHas CCTh

7. CereBasg TONOJIOTHSI CErMEHTAa JIOKAJBHOM CETH ONpelensercs
CIIOCO0OM, CTPYKTYpOH, TeOMETpHEH

* anmapaTHBIM 00eCTIeueHUEM;

* MpPOrpaMMHBIM 00ECIICUCHUEM;

* TEOMETPHUEN COECIMHEHHUS y3JI0B KaHAJIAMU CBS3U;

*  (U3MYECKUM PaACIOJIOKEHNEM KOMIIBIOTEPOB B JUCIIEHHOM KJIACcCE;

* PAaCIIOJIOKEHHUEM CEPBEPOB B CETH.

8. OObenuHeHHE KOMIIBIOTEpOB i oOMeHa uHpopMauuend u
COBMECTHOT'O MCIOJIb30BAHMS PECYPCOB HAa3bIBACTCS

* Pacnpenenennas 6a3a 1aHHBIX.

* KowmmnreroTepHas cerTs.

* I'paduueckunii penakTop.

* Ilpuemo-nepenaromas cpena.

* (CereBas onepanuoHHas CUCTEMA.

9. OOMEH COOOIIEHUAMH TPOUCXOIUT MEKIY CETEBBIMU MPHIIOKEHUSIMU.
Hanpumep, B oniepaTuBHON NaMsATH KOMIBbIOTEPA ¢ OJHUM UHTepdericom (oaHa
ceTeBasl KapTa ¢ OJHUM HHTEp(eiicoM) OJHOBPEMEHHO MOTYT HaXOAMTHCS U
BBITNOJIHATHCSI HECKOJIBKO NPOrpamM, MOIYYarolMX COOOIIEHUS M3 CETU WU
OTIIPaBJISIIOIIMX UX B CeThb. Bompoc, Kak e cooO1eHus, MPUXOASIINE U3 CETH B
KOMIIBIOTEP, PACHPEICIIAIOTCS MEXY 3TUMU IpuiiokeHussMu? Ha 3ToT ciayyait
B COOOIICHUAX MPETyCMOTPEHbI JONOJHUTENIbHBIE aJpeca, Ha3blBaeMble
nopramu. JTa cBs3Ka u3 AByX ajapecos (IP-axpec v mopt) Ha3pIBa€TCA COKETOM.

C noMouIpl0 KakoW YTUIMTBI MOKHO TMOJYYHUTh CIUCOK COKETOB B
JIOKAJIbHOU CETH.

YTunuta hostname
YTunura ipconfig
YTunura netview
YTunura ping
Ytunura netstat
Yrtunura tracert
Yrtunuta pathping
Yrunura arp

NGO~ WDE
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9.

YTunurta Route

10.YVTunmura DNS

10. EcTb yTunuTa, KoTopas couetaeT B cebe uepThl KOMaH/I ping U tracert,

IIO3BOJISIA IMOJIYy4YUTDb AOITOJIHUTCJIIBHYIO

uHpopMmariuio,

KOTOPYIO  HE

obOecnieunBarOT JBe nocieanue. Kakas yTuiuTa OnpenesiseT MPOLEHT HOTepb
COOOILIEHUI Ha BCEX NEPEX0J]aX, BBISIBIISISI CaMble MEIJICHHBIE M HEHAJE)KHbIE
Y4aCTKH MapIIpyTa.

1.

2
3
4
5
6.
7
8
9
1

Yrunura hostname

. Ytunuta ipconfig
. Ytunuta netview
. Ytunurta ping

. YTunura netstat

YTunwura tracert

. YTunura pathping
. YTuiura arp

YTunurta Route

0.YTunura DNS.

KontponbHas padora Ne 3.
«CereBas anpecauus»

1. Tan agpec u npedukc. 3anoaHUTE TAOIUITy TSl KQXKIOTO THIIA aJpeca.
157.17.39.203/27

. [locnemuuii .
Ilocneauuii OKTET OKTCT B [losHBIN ampec
Tun agpeca B JIBOMYHOU . B JICCATUUHOM
TeCITUYHOMN
bopme bopme
hopme
Cetn
[[IupokoBemaTenbHbIN

XOCTa

[[epBbIid UCIIOJIB3YEMBIHN aJIpec

X0CTa

[Tocnenunii UICTIOIB3YEMBIN apec

2. [lyctb mmeeTcst cxema, Ha KOTOPOW MpUBEACH HAOOp JIOKaIbHBIX CETeH,
COCMHEHHBIX MapupyTuzaTtopamMu. B kKaXpaoil JOKaJbHOW CETH Ha3HA4Y€Ha CBOS
noacets [P-ampecoB ¢ Mackod yka3aHHOW JUIMHBL. B ciydae, ecnu moacerh i
JIOKaJIbHOTO CETMEHTA HE YKa3aHa, He00XO0IUMO BhIOPATh MOJICETh MPOU3BOJIHHBIM
oOpa3oM (HO MpU 3TOM HE COBMHAJAIONICH C MMEIOIIMMCS YK€ HabopoM ceTeit).

[TopTel MapLIpyTU3aTOPOB ITPOHYMEPOBAHBI.

A) Jng kaxa0i CeTH yKaKUTE JHana3oHbl apecoB: MEPBbIM, MOCIECIHUH,
IAPOKOBEIATEIbHBIN.
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Howmep cetn [lepsorii anppec | [locnennuii  anpec | LllupokosemarenbHbIit
CeTH CeTH

b) HeoOxommmo ©Hasznauuth [P-ampeca moprtam MapmipyTtusaropa.
[Moanumure IP-agpeca mopram mapuipyTuzaropa Ha pUuCyHKe

} By [k T T, - Iy b,
= f ’ = ( ] ( I ( f 1

192.168.20.0/24

192.168.10.0/24 ‘

192.168.32.0/20 192.168.0.0/24

IpumepHulii nepeuersb 80NPOCO8 K UMO2060L KOHMPOIbHOU pabome
«Komnwvromepuoie cemuy

1. OnummuTe 1Henu CO3JAaHUs KOMIBIOTEPHBIX CETeH, KaKuMU pecypcamu
KOMITbIOTEpPHOM ceTu Brl nosib3yerech? JlaiiTe onpeaeneHne KOMIbIOTEPHON CETH.
Oxapaktepusyite pu3ndecKuid ¥ JOTUICCKUNA HHTEPPEHCHI.

2. [IpuBenTe KOMIOHEHTHI KOMITBIOTEPHBIX ceTed. JlaliTe ompenencHue
TOMOJIOTUM KOMIBIOTEpHOM ceTh. Hanummre, B 4YEM OTIMYHE JIOTUUYECKOU
CTPYKTYPH3aLlUU CETU OT (PU3NYECKOM.

3. IlpuBenure npumepsbl HU3NYECKON TOMOJIOTUU ceTH. B uém mpolOiembl
bu3MYecKoro CoeMHEHNN KOMIIOHEHTOB CETH B OJIHY Oouiblilyio cuctemy? Yto
TaKoe CTPYKTypupoBaHHas kabenbHas cuctema? Hanummre B 4éM npeumMyIiecTBa
UCITIOJIb30BAHUS CTPYKTYPUPOBAHHOM KaOETbHON CUCTEMBI.

4. Hanumure KiaccupuKaIuy aJpecoB, UCMOJIb3YEMbIX B KOMITBIOTEPHBIX
cetsx. [lpuBenure npumepsl. ONUIIATE MPOTOKOIbI, KOTOPHIE UCIIOIB3YIOTCS JJIsI
pa3peuieHus aapecoB.

5. OnuimTe mpoiecc KOMMYyTallud B KOMITBIOTEPHBIX ceTsix. (OnpeneneHue
MIOTOKOB, ONPEAECICHUE MapUIPyTOB, KOMMYTalMsi B TPAH3UTHOM Y3IIE,
MYJIbTUIIJIEKCUPOBAHUE U JEMYJIbTUILIIEKCUPOBAHUE).

6. [IpuBennTe M3BECTHBIC CITOCOOBI KIaCCU(UKAIIMN KOMIBIOTEPHBIX CETEH.
Kak BBl MOXkeTe OOBSICHUTH, MOYEMY TJIOOAIBHBIE CETH TOSIBUINCH PaHBIIE, YEM
JIOKaJIbHbIE?

7. [IpoBeauTe CpaBHUTENbHBIN aHATN3 KOMMYTAIIUU KaHAJIOB U KOMMYTAI[UU
nakeToB. Kakoli cmoco6 kommyrtaruu Hanbojee d(PQPEeKTUBEH B KOMIIBIOTEPHBIX
ceTsax?

8. B uém 3akiroyaeTcss MHOTOYPOBHEBBIM TMOJXOJ MPU OpraHU3alvu
MEKCETEBOT0O B3auMoiercTBusA? Jlaite ornpeneneHue npoToKoiaa, MEXYPOBHEBOTO
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uHTepdeiica, CTeKka MPOTOKOJIOB. Hamwmmre, modyeMy Tak BaXXHO TMOHSTHE
«MPOTOKOJIa» MPU OPTraHU3AIMHN MEKCETEBOTO B3aUMOICHCTBUSA?

9. Uro Takoe «oTKphITas cucrema»? UYro crangaptusyer momenb OSI?
OnummuTe MOJIeTh B3aUMOJIEUCTBUS OTKPBITHIX cucteM (Monaens OSI) u dyHkumu
KaXJI0T0 ypoBHs. HanuiuTe TUIbl 6JI0KOB TaHHBIX, KOTOPHIMHU OTIEPUPYET KK bl
ypoBenb Mozgenu OS|l. Kakue ypoBHM SBISIFOTCS CETE3aBUCUMBIMH U
CETEHE3aBUCUMBIMH, KaKO€ CETeBOE 000pYyI0BaHME padOTAET Ha KaXIIOM YPOBHE
moaenu OSI?

10. CeteBoli ypoBEeHBb KaK CPEICTBO MOCTPOCHUS OOJBINHMX ceTel (MOHSATHE
coctaBHoi ceTu). [loscHUTE TPUYMHY TIPHUBJICUCHUS CETEBOTO YPOBHSA JUIS
MIOCTPOCHUS COCTaBHBIX ceTei. HamummmTe, kKakue TUMBI aApecOB UCIOIB3YIOTCS B
KOMIbIOTEpHBIX ceTsix crekoM TCP/IP.

11. TIpuBenute Gopmat IP-agpeca. 1y yero uCnoab3yercs Macka MoJCeTH?
[IpuBenute knaccol IP-anpecos ¢ ux onucanuem. Kakue ciocoOsl HazHaueHus |IP —
aJipecoB BbI 3HaeTe?

12. Onummre, KakuM 00pa3om ocyliecTBisieTcs: pacnpeaenenue IP-agpecos.
Kakue agpeca oTHOCSTCS K 0COOBIM ajipecam?

13. OTobpaxenue [P-anpecoB Ha nokaneHblie aapeca. [Iporoxon ARP.

14. OnummTe, KakuM 00pa30oM OCYIIECTBISETCS CTPYKTYpPHU3allMsl CETH Ha
OCHOBe KitaccoB IP-agpecoB U Macok nepeMeHHOM JJTMHHBI.

15. Hanummre cnocoObsl HaszHaueHus |IP-agpecoB. Onumuure mnOpuHUIUI
paboTel mpoTokosia DHCP.

16. JlaitTe xapakTepucTuky npotokoiry IP. [IpuBenuTe cTpykTypy 3arojoBka
npotokoua [P.

17. Ilouemy BO3HUKAET HEOOXOAMMOCTh (pparMeHTauu makeToB? OnuiuTe
npouenypy ¢pparmeHranuu u coopku [P-nakeros.

18. Uto Takoe mapuipytusaiusi, B 4éM e€ ocHoBHbIe lLienu? Ilepeuncnure
CBOWCTBA CTAaTMYECKOW H JAUHAMUYECKONM Mmapupytusanuu. llpusegure
00O0OIIEHHYIO CTPYKTYpY TaOJHIBl MapuIpyTu3aluu (OCHOBHBIE KOMIIOHEHTHI,
ucTouHuku 3anucerd B TM). Onummre nporecc |P-mapiipyruzaiuu.

19. CIDR u wmapmpytuzanus. B kakom cnydae Haubosee 3(¢eKkTruBHA
texHosoruss CIDR? C uem cBsi3aHa CI0KHOCTH HIMPOKOTO BHEAPECHUS TEXHOJIOTUU
CIDR?

20. Tparcmsmumst ceteBbix aapecoB. (Texnomornu NAT, NAPT u mpuunab
pa3pabOTKH 3TUX TEXHOJOTHH).

21. [lpuBequTe KIacCCH(PUKANNUIO aJTOPUTMOB MapuipyThzanuu. B dem
COCTOUT OCOOEHHOCTHb MapiipyTusanuu B MuTepHer? YUTo Takoe aBTOHOMHAs
cucrema? JlauTe KpaTkyr XapaKTEPUCTUKY MPOTOKOJIAM BHYTPEHHEN M BHELIHEH
MapIIpyTH3AINH.

22. laitte xapakrepuctuky mnpotokony RIP. Kakue Taiimepsl perynupyrot
npoiuecc mapuipytuzamnuio naketoB? IlpuBenutre ocHoBHble oTivuusi RIPvl u
RIPv2. Kakue cmocoObl CyIIECTBYIOT [JIs MPEIOTBpAIISHUs 3allMKIMBAHUS
MaKeToB?
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23. Jlaiite ocnoBHble xapakrepuctuku OSPF. Kakas merpuka ucnosnn3yercs
npotokosioM OSPF? JIns yero B mpotokone OSPF ucnons3yercs pa3oueHue Ha
30HbI (00mactu)? [lepeunciure Tumnsl MapupytuzatopoB OSPF.

24. Kakyto ¢ynkmuto BoinonsstoT HELLO-cooOmenust B npotokosie OSPF?
Kakyto poisib urpaer B OSPF HazHauenHslii Mapuipytuzarop? [IpuBeaure anroputm
BbIOpaHAa3HAYEHHOT'O0 MapIIPyTU3aTOpPa.

25. OnumuTe 0COOEHHOCTU PAbOTHI MPOTOKOJIOB TPAHCHOPTHOIO YPOBHSI.
YTo Takoe TPAaHCIOPTHBIE MMOPTHI U COKET.

26. Ilpotokonsl TpancnoptHoro ypoBus TCP u UDP. Ocobennoctu
npotokosia UDP.

27. IlpuBenute ocHOBHBIE XapakTepuctuku mporokona TCP. Hamumure
¢bynkun  moneir  TCP-3aromoBka. Omnummre MpOUEAYPY  YCTaHOBJICHHS
jgoruyeckoro coeauHeHust B npotokosne TCP. B 4ém cyThb OKOHHOTrO yrpaBi€HUs
MIOTOKOM?

28. Cucrema naomeHHsix uMmeH DNS. Orpaxaer nu DNS ¢usmndeckoe
ctpoenue cetn? OnummTe cxemsl paspemenns umeH DNS. Kakast u3 cxeMm siBisieTcs
npeanoyYTuTeNnbHen u nouemy? Uro cooboit npeacrasmusiet daiin 3061 DNS?

29. OnuimuTe OCHOBHBbIE (DYHKIIMU TpUKIagHOTO ypoBHs Moaenu OS| u
TCP/IP. TlpuBenute mpumepsbl MPOTOKOJIOB MPHUKIAIHOTO YPOBHS M KPaTKO HUX
OMUIIIUTE.

30. [Touemy mepBbIE TEXHOJOTHH, KOTOPHIE HCIOIH30BAINUCH B JIOKATHHBIX
CETSAX HAa3bIBAIOTCS ““0a30BBIMM TEXHOJIOTHSIMU X JIOKAJIBHBIX ceTei? Uem MOXKHO
OO0BSICHUTH OMyYJsIpHOCTh Texnosnoruu Ethernet.

31. IlpuHLHUIIBI TOCTPOCHHMSI TOKAIBHBIX CETe Ha OcHOBE TexHoJoruu Token
Ring.

32. IIpuHIUIIBI TOCTPOCHMSI JTOKAIBHBIX ceTel Ha ocHoBe TexHoioruu FDDI.

Onucanue HHHOBAIMOHHBIX MOAX0A0B M METO/I0B K NMpPeNnoiaBaHUI0
Y4eOHOM JUCHMIIHHBI

[Ipu opranuzaru 00pa30BaTEIBHOTO MPOIIECCa UCTIONB3YIOTCS CICAYIONINE
METOJIBI:

- Memoo yyebHOU OUCKyccuu, KOTOPBIA MPE/IoiaraeT yyacTue CTyJACHTOB B
[[eJICHANPABIICHHOM OOMEHE MHEHMSIMH, UACSIMU [UJIsl TPEAbIBICHUS W/WIU
COTJIaCOBaHMUSl  CYIIECTBYIOIIMX TMO3MIMK TIO0  OMNpEACIICHHONM  mpolieme.
Hcnonb3oBanue Merofa oOeCleYMBaeT MOSBIEHHWE HOBOTO YPOBHS MMOHUMAHMS
U3y4aeMoil TEeMbl, MPUMEHEHHE 3HAHWM (TEOpUH, KOHIICMIIMI) TpHU PpElIeHUU
npobJieM, orpeeecHre CIIOCOOOB X PEIICHHUS.

- Memoo 2pynnogoeo 00yyYeHus, KOTOPBIM TpPEncTaBiseT coboil dopmy
OpraHu3anuu y4eOHO-TI03HABATEIHHOM JEATETbHOCTH oOyyarommxcs,
MIPEATOJIaramIyo GyHKIIMOHUPOBAHUE PA3HBIX THIIOB MaJIbIX TPYII, paOOTAIOIINX
KaK HaJl OOIIMMHU, TaK U crielupUIecKuMU YIY€OHBIMU 33 IaHUSIMU.

B kadecTBe TEXHMYECKMX CPEICTB JJII OpraHU3alud pabOThl B paMKax
y4eOHON NHUCIMIUIMHBI PEKOMEHIYETCS MCTOJb30BaTh OOpa3oBaTeIbHBIN MOPTAI
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BI'Y (https://edufpmi.bsu.by) — macTpymenT ¢ 3 pexTHBHOMN PYHKINOHATEHOCTBIO
KOHTpOJISI, TPEHUHTA M CAMOCTOSTENIBHOM paboThl.

Metoanyeckue peKOMEHIANNH 10 OPraHU3AIUH
CaAaMOCTOAATEJILHOM Pa0d0THI 00yYaIOIIUXCS

Jlnst  opraHMzanuu  caMOCTOATENbHON paloThl CTYJIEHTOB MO Y4YeOHOU
JTUCIUIUIMHE CJIEIyeT UCIOJB30BaTh COBPEMEHHBIE MH(OPMALMOHHBIE PECYPCHI:
pa3MecTUTh Ha OOpa30BATENLHOM IOpTaje  KOMIUIEKC YYeOHBIX M y4eOHO-
METOJIMYECKUX MaTeprasoB (Yy4eOHO-IPOrpaMMHBIE MaTEpHaIIbl, yHeOHOE U3JaHUE
JUISL TEOPETHYECKOTO0 HW3Y4YeHUs JUCHUIUIMHBI, METOJMYECKHE YKa3aHUs K
71a00paTOPHBIM 3aHATHUSM, MaTEpUAJIbl TEKYIIETO KOHTPOJIS U TEKYIIEH aTTeCTalluu,
MO3BOJISIONIME OINPEACIUTh COOTBETCTBUE YUYEOHOM NEATEIbHOCTH 00YYaroluxcs
TpeOOBaHMSIM 00pa30BaTEILHOTO CTaHAApTa BBICHIETO O0pa3oBaHUS U Yy4eOHO-
IPOrpaMMHOM TOKYMEHTAIIUU, B T.4. BOIPOCHI JIJIs MOATOTOBKH K 3a4€Ty, 3a/laHus,
TECThI, BOIPOCHI JJII CAaMOKOHTPOJsSi, TemaTuka pedepaToB U JAp., CIHUCOK
PEKOMEHTyeMOU TUTEpaTyphl, MHOOPMAITMOHHBIX PECYPCOB H JIp.).

IIpyMepHBINA BAPUAHT 3aJaHUA K 3a4eTy

2620
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Bapuant 1. Hactpoiika npotokona RIP
1. Hacrtpoiika MapuipyTH3aTOpPOB C MOMOIIbIO 0a30BbIX KOMaHJ| HAaCTPOWKH
uHTEpdeiica.
2. Bxmrouenue mapuipytusaiuu mno mporokory RIP.
3. [Iposepka kondurypanuu RIP.
4. KondurypupoBanue cepsepa, kak cepepa DHCP.
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5. Hacrpoiite cepBep Server(, ucnonb3ys nepbiii moaxoasimuii [IP-anpec B cetn
192.168.6.0 /24. HacTpoiiTe MOaX0ASIIH LT3 TI0 YMOJITYaHUIO M MAcCKy ITOJICETH.

6. Ckondurypupyiite cepep, kak cepBep DHCP. Vkaxure KOIM4ECTBO
NOJIKJIFOYAaEeMBbIX TOJIb30BaTeNe - 5, nepsbiid [P - anpec B myne agpecoB DHCP- BTopoit
noaxonasmuid [P-aapec B cetn 192.168.6.0 /24.

7. Hactpoiire PC3 u PC4 xak DHCP - kueHTbI.
8. [IpoBepbTe B3aUMOIOCTUKUMOCTD BCEX y3JI0B B IOCTPOCHHOM CETH.

IIpuMepHBIN NepeYeHb BONPOCOB K IK3aMEeHY

1. OcHOBHBIE  TIOHATHUS ~ KOMIBIOTEpHBIX  cereid. lleam  coszmanus
KOMITBIOTEPHBIX ceTeil. UHTepderichl.

2. KOMIIOHEHTBI KOMITBIOTEPHBIX CETEH.

3. [IpoGnembl CBSI3M HECKOJBKUX KOMIBIOTEPOB. Bribop ¢dusmueckoi
tonojioruu. CTpyKTypHpOBaHHas KabelbHas CUCTEMA.

4. IIpoGsieMbl CBSI3M HECKOJIBKUX KOMIBIOTEPOB. Ajpecalius y3JoB.

5. IlpobnemMbl  CBSI3M ~ HECKOJBKUX  KOMIblOTEpoB.  KoMmyranus
(Omnpenenenue NMOTOKOB, ONpPEAEICHUE MapILIPyTOB, KOMMYTAlUsi B TPAH3UTHOM
y3J1€, MyJIbTUIUIEKCUPOBAHUE U IEMYJIbTUIUIEKCUPOBAHUE).

6. Knaccudukamnmm KOMIbIOTEPHBIX CETEH.
7. KoMmMyTanus KaHaJIoB.
8. KoMmmyTanus nakeTos.

9. MuoroypoBHeBbIH 1oaxo1. ITpotokos. MexypoBHeBbIi nHTEpdeiic. CTek
MIPOTOKOJIOB.

10. Mogens B3auMOJAEUCTBUA OTKPHITHIX cucteM (Mmozenb OSI), ee
Ha3Ha4YeHHE U (YHKIIUU KaXKIOTO YPOBHS.

11. Cere3aBucuMble U ceTeHe3aBUCUMbIE YpOBHU. COOTBETCTBUE (DYHKIIUI
Pa3IMYHBIM TUITAM KOMMYHHKAIIMOHHOTO 000pyI0BaHMs U YpOBHSIM Mozaenu OSI.

12. CrannapTHBIE CTEKH KOMMYHUKAIIMOHHBIX TPOTOKOJIOB.

13. CeteBoli ypOBEHBb KaK CPEICTBO MOCTPOCHUS OONBIINX CETeH (ITOHSATHE
coctaBHOM cetn). Tumsl agpecos crexka TCP/IP.

14. Knaccsr IP-anpecoB. Pacnpenenenne |IP —anpecos.
15. Kmmaccwr IP-ampecoB. Oco6nie IP —aapeca (CornamieHust 0 CrieliuaIbHBIX
azpecax).

16. Knaccet  IP-ampecoB. Macku mnepemenHoil anuHHBL (PeanusoBaTh
CIeAYIONINI TpuMep pazoueHus cetn Ha nojaceTu: 192.168.2.0/24, pa3outs Ha TpU
nozacetu 1o 100, 50 u 10 y310B).

17. Kareropuu IP-agpecoB. OpHoaapecHble, IIHMPOKOBELIATENbHBIE U
MHOT0aJJPECHBIE PACCHLIKH.
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18. Cnoco6s! Haznauenus |P-agpecos. [Iporokon DHCP.

19. OTobpaxenue [P-anpecoB Ha nokaneHblie aapeca. [Iporokon ARP.
20. IIpotokon IP (cTpykTypa 3arojioBka).

21. ®parmenranus [P-makeTos.

22. Mapuipytuzanus. Tabauipl MapmpyTru3anud (OCHOBHBIE KOMITOHEHTHI,
HUCTOYHUKHM 3anuceit B TM).

23. Mapumipytuzanusa. Mapupytusanuss 6e3 macok. MapuipyTuzanust ¢
HCIOJIb30BAaHMEM MACOK MOCTOSIHHOW JJIMHBI. MapuipyTru3anus ¢ UCIOJIb30BAHUEM
MACOK IMEPEMEHHOU JJINHBI.

24. CIDR u mapuipyTu3amnusi.

25. Tpancsiius cereBbix aapecoB. (TexnomoruuNAT, NAPT).

26. IIpotokomnst TpancnoptHOro ypoBHS TCP 1 UDP. IlopTsl 1 COKETHI.
27. Ilpotokonst TpancnoptHoro ypoBHs TCP u UDP. Ilpotokon UDP.
28. [Iporokon TCP u TCP-cermentbl. @yHKIIMH MOJIEH 3aroJioBKa.

29. YcranoBieHue Joruyeckoro coenunenust B npotokosie TCP. OxkonHoe
yIPaBJICHUE TTOTOKOM.

30. OcHOBHBIE OHITHS MapIIPyTU3AIUH.

31. Knaccudukamus aaropuTMOB MapIIpyTH3AINH.

32. MapmipyTtu3zanus B IHTepHEeT. ABTOHOMHAsi CUCTEMA.

33. IIpoTOKOJIBI BHYTPEHHEHN U BHEIIHEH MapIIpyTH3aUH.

34. IIpotoxon RIP. Kparkas xapaktepuctuka RIP. 3anpocs! 1 OTBETHI.
35. Taitmepst RIP u taiim-ayTel. RIP-ipo6iemMsr.

36. OcHosuble xapaktepuctuku OSPF. O630p npotokona OSPF.

37. Metpuka OSPF. 3oub1 OSPF.Turbr MmapmpyTu3aTopoB.

38. HELLO-coo6menus. Beibopsr DR u BDR.

39. IIpotokon EIGRP. Tabmumer EIGRP.

40. IIpoTtoxon morpanuyHoro nuto3a BGP. O0uue npuHIumnsl paboThI.

41. Cuctema nomennbsix umeH DNS. Cxemsl pazpemenus umen DNS. daiin
30HbI DNS.

42. Web-cnyxo6a. I[Tporokoa HTTP.
43. IIpotokon FTP.
44, TIpoTOKOJIbI BJIEKTPOHHOM MOYTHI.

45. OcobeHHOCTH JIOKaIBHBIX ceTer. 3amaun npotokoja LLC B mokaabHBIX
CEeTIX.

46. bazoBble TEXHOJIOTHUH JIOKAIBHBIX cerel. Texnomorus Ethernet.
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47. IlpyHUOMIIBI TTOCTPOEHUS! JIOKAJIBHBIX CETEl Ha OCHOBE TEXHOJIOIMH

TokenRing.
48. TTpuHIUIIBI TOCTPOCHMS JIOKATBHBIX ceTel Ha ocHOBe TexHosioruu FDDI.
49. Ckopoctabie Bepcuu Ethernet.

50. OcHoBel 6e30nacuoctH IP-ceteii. @unbrparus tpaduka. JIucTel focTymna.

51. TeopeTnueckue OCHOBHI niepefaun uHbopManuu. Kanan v auHUS CBSI3U.
CriekTpasbHOE pa3IOKEHUE CUTHAIA.

52. OCHOBHbBIE XapaKTEPUCTHKH KaHAJOB CBS3H. 3aTyXaHUE CHUTHAJa.
BomnoBoe comporuBnenue. Ilomoca mnpomyckanusa. I[lomMexoyCTOMYHMBOCTS.
[TpomyckHast cnocoOOHOCTb.

53. Kaoeapunie cuctemsr KC.

54. Tunel konupoBanus. Puznueckoe, jorudeckoe. Moaynsius. OCHOBHbIE
THUIIBI MOJTYJISILIMY TIPU TIepeaayde udpoBOro CurHaia.

55. OGHapyKeHHEe U KOPPEKIUs OIMHUOOK.

56. MynbTUILIEKCUPOBAHHE u JIEMYJIbTUTLIIEKCUPOBAHUE. Tunb
MYJIbTUIIIEKCUPOBAHMUSI.

57. becipoBoaHbIe JOKanbHbIE ceTH. CTaHIapThl OECIIPOBOAHBIX CETEM.
58. ®duszuueckas peanuzarysi WLAN B MEKPOBOJIHOBOM JTHANa30HE.
59. Texnomoruu mupokomnojocHoro curHana. (FHSS, DSSS.CDMA).
60. OcHoBHBIE TPOOIEMBI CTAHOBIICHUST OECITPOBOAHBIX CETEH.

61. becipoBoaHbBIC KaHATBI. MHOKECTBEHHBIN JOCTYT C KOHTPOJIEM HECYIIEH
u npenotepamiearnemM KoHPIMKToB (CSMA/CA).

62. [IpoGnema poymuHTa B OECIIPOBOJIHBIX CETSX.

63. Ctangapt IEEE 802.11. Turnbl YCTaHOBKH (pEXXHUMBI).
NudpactpykrypHbiil pexxuMm. Criennanbhbiii pesxkum AdHoc.

64. Crannapt IEEE 802.11. ®usundeckuit ypoBeHb. TeXHONIOTUU YIITUPEHUS
crektpa — SS (Spread Spectrum); 0030p TEXHOJIOTHIA.

65. Crannapt IEEE 802.11. KananbHblil ypOBEHb U €T0 MOyPOBHHU.
66. Crannapt IEEE 802.15.1. 6ecnipoBojHoi cBsizu Bluetooth .

67. besomacHocTh B OecnmpoBOAHBIX  ceTsAX. (OCHOBHBIE  CpEJCTBa
0€e30I1aCHOCTH.

68. [loakmouenne k rinobanpHOUM cetn MHTepHeT. Ilpobiema mocmemHei
MUJTH.

69. KoHBepreHIus KOMIBIOTEPHBIX W TEIEKOMMYHUKAIIMOHHBIX CETEH.
70. TpaHCTIOPTHBIE YCIIYTH CETEH OIepaToOpOB CBS3U. BhIIeIeHHbIE KaHAJIBI.
71. CepBucC BBIJICICHHBIX KaHAJIOB YaCTHOW CETH.
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72. I'moGanbHbIe CETH. Y CITYTH U TEXHOJIOTUN (PU3UIECKOTO YPOBHSI.
73. Cetu onepaTopoB CBSI3H.

74. HaznaueHue v TUIBI (MTOKOJICHUH ) IEPBUYHBIX CETCH.
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