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PE®EPAT

JunomHas padora: 54 c., 18 puc., 22 UCTOYHUKOB, 3 MPUII.

HEIITATHAA AKTHMBHOCTDB, AHAJIN3 CETEBOI'O TPA®UKA,
MAHIINMHHOE OBYYEHHUE, PYTHON, TELEGRAM API

Obvexm uccnedosanusi — HeMTaTHAS AKTUBHOCTh KOMITBIOTEPHOM CETH.

Ilpeomem  uccnedoeanusi — OCOOEHHOCTH  BBISIBJICHUSI ~ HEIITATHOMN
aKTUBHOCTU B KOMITHIOTEPHBIX CETSX.

Llenv pabomul — pazpaboTka  aBTOMATU3UPOBAHHOM  CHCTEMBI  JJIst
oOHapy>KeHUsI HEMITATHOW aKTMBHOCTH B KOMITBIOTEPHBIX CETSX M TECTUPOBAHHE
pa3pabOTaHHON CUCTEMBI.

B paGote paccMaTpuBarOTCs METOIBI M TIOJXO/IBI K BBISIBIICHHUIO HEIITATHOMN
AKTUBHOCTH B KOMIIBIOTEpHBIX ceTsaX. C  ydéToM TMPOBEACHHOTO aHaIM3a
pa3pab0TaHO KIHMEHT-CEPBEPHOE TNPHIIOKCHHUE I OOHAPYKCHHsI HEITaTHOU
aKTUBHOCTH, OCHOBAaHHOE Ha METOJaX MAaIWHHOTO oOydeHus. I[IporpamMmmuas
pealin3anys BBITOJIHEHA IIPH MCIIOIB30BAaHHUH sI3bIKa TIporpaMMupoBanus python, a
takxke yrumthl pyshark u telegramAPI. Pe3ynbTathl ucciemoBaHusi MOTYT OBITH
MOJIC3HBI ~ CIEIUATNCTaM, 3aHUMAIOMUMCA  oOecleueHneM KOMITBIOTEPHOMN
0€30MacHOCTHIO.



PODEPAT

JlpiruiomHas npana: 54 c., 18 mait., 22 KpbIHIIbL, 3 Aa.

HAIITATHAS AKTBIYHACIIb, AHAJII3 CETKABATA TPA®IKY,
MAIIBIHHAE HABYYAHHE, PYTHON, TELEGRAM API

Ab'exm dacnedasanms — HAMTATHAS AKTHIYHACIh KaMITyTapHal CeTKi.

IIpaomem dacnedasarnns — acabiiBaclli BhIAYJICHHS HAIITAaTHAN aKThIYHACIT
¥ KaMITyTapHbBIX CETKaX.

Mbma npayst — pacrpalioyka ayramaTbl3aBaHall CICTAMBI JIJISI BBISYJICHHS
HSIITATHAN aKTBIYHACI ¥ KaMIyTapHBIX CETKax 1 TACTaBaHHE pachpaiiaBaHai
CICTOMBI.

VY mpanbl pasriasgaronia MeTaabl 1 MajbIX0Abl J1a BISYJICHHS HSAIITaTHAM
aKTBIYHACII ¥ KAMITyTapHBIX CETKax. 3 yJliKaM MpaBe/i3eHara aHaiai3y pacipaiaBaHa
KJIIEHT-CEPBEpPHAE MPBIKIAJaHHE IS BBIIYJIEHHS HSIITaTHAW aKTBHIYHACII,
3acHaBaHae Ha MeTajlax MalllblHHara HaBy4aHHs. [lparpamuas poamizaibisa
BbIKaHAHA TMPbI BBIKAPHICTAHHI MOBBI IIparpaMaBaHHs python, a Takcama YThUIITHI
pyshark 1 telegramAPI. BpiHiki nmacnegaBaHHs MOTYIL OBIIb  KapbICHBIS
CHENBIUTICTaM, AKis 3aiiMaroliia 3a0ecrsiudsHHEeM KaMITyTapHai Osicriekai.



ABSTRACT
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ABNORMAL ACTIVITY, NETWORK TRAFFIC ANALYSIS,
MACHINE LEARNING, PYTHON, TELEGRAM API

The object of the study is the abnormal activity of a computer network.

The subject of the study is the peculiarities of detecting abnormal activity in
computer networks.

The purpose of research — development of a automated system for detecting
abnormal activity in computer networks and testing the developed system.

The paper discusses methods and approaches to detecting abnormal activity
in computer networks. Based on the analysis, a client-server application for detecting
abnormal activity based on machine learning methods has been developed. The
software implementation is performed using the python programming language, as
well as the pyshark and telegramAPI utilities. The results of the study may be useful
to specialists involved in computer security.



