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PE3EPBHOE  KOIIMPOBAHMUE  JAHHbBLIX, BE3OIIACHOCTHD,
JOCTYIIHOCTDb, HAAEXHOCTDH, BHUPTYAJIbHASI NHO®PACTPYKTVYPA,
KOPIIOPATHIBHASI THOPACTPYKTYPA.

OOBEKTOM HcCNeOBaHUs SBJISIOTCS CUCTEMBI PE3EPBHOTO KOMHUPOBAHUS B
cpelie BUPTyaJH3allid B YCIOBUSAX TNPEANpUATHSA. Tak Kak Ha THIEPBH30pax
pacrojararTcs BakKHbIE 00bEKThI HH(OPMATH3AINH, UX [[EI0CTHOCTD, HAJIC)KHOCTh
1 0€e30MacHOCTh SIBJISIOTCA KJIIOUEBOW Iiebio. JIJist 3TOro co3maroTcsi pe3epBHbIE
KOTIMM BaXHBIX JaHHbIX U1 BM. B mporecce cHATHS pe3epBHBIX KOMUA MOTYT
MPOU30UTU OIMIMOKH, MPHUBOIALIME K MpoOJieMaM BOCCTAHOBJICHUS JAHHBIX WITU
KPUTUYECKUM cOosiM B pabote mpeanpustuil. Llens nanHoil paOOThI: BBLACIUTH
OCHOBHBIE TPOOJIEMBI PE3EPBHOTO KOMHUPOBAHUS BUPTYaJbHBIX MAIIMH |
pa3paboTarb METO/IbI pEHICHUS JaHHBIX TPOOIIEM.

PaccMmoTpenbl ¥ IpoOaHaNU3UPOBAHBI METOJBI PE3EPBHOTO KOMHUPOBAHUS,
pPacCMOTPEHO MPOrpaMMHOE OOeCTeYeHUEe ISl CO3/IaHUs PE3EPBHBIX KOIMHIA,
MIPOAHAIM3UPOBAHBI METOJIbI XpaHEHMs JaHHBIX. Takke B paMKaxX JIUILIOMHOU
paboThl OBUIM PACCMOTPEHBI W TMPOAHATU3UPOBAHBI TPEOOBAHUS K CHCTEME
PE3epBHOTO KOMMPOBAHUS U BepU(DUKAIIUU €€ padoThI.

B pamkax numniomHON paboThl ObUIM pa3pabOTaHbl U MPOTECTHPOBAHBI
CIIEHApHHM TIPOBEPKH PE3EpPBHBIX KOMNUW cepBepa 0a3 maHHBIX. B mporecce
TECTUPOBAHUS CO3JABAJKNCh TpEIHAMEpPEHHbIE cOou B paboTe 0a3bl JaHHBIX U
BUPTYaJIbHOUW MAIlIWHBI.
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AG’exTaM nacienaBaHHs 3'SYISAIONIA CICTAMBI PI3epBOBara KamipaBaHHS ¥
acspon31 BipTyamizambli Ba YMOBax MpaarpbieMcTBa. Tak sSK Ha Trimeppizapax
pa3msIIyaronia BaKHbIA a0’ eKThl 1H(papMaThI3allbli, 1X 1[3JacHaCIlb, HaA3eHHACIID 1
OsicTieka 3'SYIISIoNIa KITF0UaBo MaTai. J{ms raTara cTBaparoIiia p33epBOBbIs KOITii
BaXHBIX JaHbiX 1 BM. V¥V mparpce 3HSIIS pI3epBOBBIX KOIMiM MOTYIh af0bIIIa
MaMBLJIK1, SIK1s IPBIBOI3SAIIB J1a TIpadiieM agHayIeHHS JaHbIX a00 KPBITBIYHBIX 3005y
y mpaibl HOpaamnpbleMcTBay. M»aTa nan3eHail mpailbl: BBUTYYBIb ACHOYHBISA
npabiemMbl pa3epBaBara KaripaBaHHs BIpTyaJbHBIX MAlIbIH 1 paclpaliaBailb METa bl
BBIPAIIIPHHA JJaJ[3€HBIX MPaleM.

Pasmiemxkansl 1 mpaaHadi3aBaHbl MeETaJbl p33epBaBara KarlipaBaHHS,
pasriie/pkaHa TparpamMHae 3a0ecCHsiU’HHE IS CTBapdIHHS PI3EPBOBBIX  KOIIM,
npaaHaii3aBaHbl METaJbl 3aXOYVBaHHSA JaHbBIX. Takcama ¥ paMmkax JbITUIOMHa
paboThl ObUII pa3mie/KaHbl 1 MpaaHali3aBaHbl MarpabaBaHHI Ja CICTAIMBI
pa3epBaBara KarmipaBaHHs 1 Bepbl(iKallbli € Mparbl.

VY pamkax AbITIJIOMHAM Mpatibl OB pacipaliaBaHbl 1 MPaTICTaBaHbl CIPHAPHI
MpaBepKl PAI3EPBOBBIX KOIMIW cepBepa 0a3bl JaHBIX. Y TMpaldce TICTABAHHS
CTBapaJlicsi HAYMBICHBIS 3001 ¥ Tipatibl 0a3bl TaHbIX 1 BIpTyallbHAl MallIbIHBI.
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The object of this research is backup systems in a virtualization environment
within an enterprise. Since important information objects are located on hypervisors,
their integrity, reliability, and security are key goals. To achieve this, backups of
important data and VMs are created. Errors may occur during the backup process,
leading to data recovery issues or critical enterprise failures. The purpose of this
work is to identify the main problems of virtual machine backups and develop
methods to solve these problems.

Backup methods are reviewed and analyzed, software for creating backups is
considered, and data storage methods are analyzed. Additionally, the requirements
for the backup system and the verification of its operation are considered and
analyzed within the framework of the thesis.

As part of the thesis, scenarios for checking database server backups were
developed and tested. During testing, intentional failures in the database and virtual
machine operation were created.



