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AHHOTALMSA

1. CTpykrypa v 00b€eM QUIJIOMHON padoThI

Jlunimomuast paboTa COCTOUT M3 3aJaHus Ha TUIJIOMHYIO pa0oTy, OTJIaBlIeHNUS,
pedepata AUIUIOMHON pabOThI, BBEACHUS, TpPEX TJIaB, 3aKIIOUCHHUS, CIIHCKa
UCIOJIb30BAHHBIX HCTOYHMKOB. OOmuit 0o6beM paboThl cocTaBiser 67 CTpaHUIIL.
CHnucoK HCHOoJIb30BaHHBIX HMCTOYHMKOB 3aHHMMaeT 19 crpanui u Bkiaroudaer 169
MTO3ULINMN.

2. IlepeyeHb KJIOYEBBIX CJIOB

NHO®OPMAIIMOHHA A BE3OITACHOCTHD, NHDO®OPMAIIMOHHO-
KOMMYHUKAIIMOHHBIE TEXHOJIOTUMU (UKT), KUBEPBE3OITACHOCTHD,
KUBEPBOMHA, KHWBEPIIPECTYIIHOCTbh, MEXJIYHAPOJIHOE IIPABO,
MEXIYHAPOJ/IHOE PEI'YJIMPOBAHUE KUBEPBE3O0ITACHOCTU,
MEXIYHAPO/IHOE COTPYIHUYECTBO, MEXIYHAPO/IHBIE
OPTAHU3AINUA, YT'PO3bl KUBEPBE3OITACHOCTM.

3. Conepxanue padoTbl

Obvexm ucciedosanus: MEKIYHAPOJIHBIE OTHOIICHUS, CKJIAJbIBAIOIINECS B
chepe MEKTOCYIapCTBEHHOTO COTPYJIHUYECTBA o 00ecrneYeHun o
knOepOe30macHOCTH.

Ilpeomemom WCCIENOBaHUS BBICTYNAIOT MEXIYHAPOJIHO-TIPABOBBIE AaKTHI,
perynupymoiiee OTHOIeHusT B chepe KuOepOe30MmacHOCTH: aKThl OpPraHOB
MEXTYHAPOJHBIX  OpPraHW3allWid,  3aKIIOYUTEIBHBIE  aKThl  MEXKIYHAPOIHBIX
KOH(epeHIINi, CTATUCTUICCKUE JAaHHBIC 110 TEME HCCIICIOBAHUS.

Llenv  pabomwi:  BbISIBACHWE TpobieM B o0nacT  oOecTedeHHS
knbOepOe3onacHOCTH U (HOPMYITUPOBAHNE HAYYHO-OOOCHOBAHHBIC MPEIIOKECHHS IO
COBEPIIIEHCTBOBAHHUIO HOPM MEKIyHAPOIHOTO MpaBa B TaHHOU cdepe.

Memoowvr  uccnedogamusi:  aHauW3,  CUHTE3,  HUHIAYKIMS,  JEOYKIHUS,
KJaccu(uKaIus, aHaJIoTHsl, TPOTHO3UPOBaHKE, (HOPMAITLHO-JIOTHYECKUHN, CHCTEMHO-
CTPYKTYPHBII, CDABHUTEIBHO-IIPABOBOM, FOPUANUKO-IOTMATHYECKHUH.

llonyuennvie pezynomamul. B pe3ynapTaTe HCCIEIOBAaHUSA CAEIIAHBI BBIBOJBI O
CYIIECTBOBAHUM YIPO3 MEXKIYHAPOJHOU KMOEpOE30MmacHOCTH, a Takke O Haubosee
aKTyaJIbHBIX MpoOsieMax 00ecCreyeHUs MEXIyHApOIHO-IIPABOBOTO PEryJIUpPOBaHUS
kuoepOe3onacHocTu. Takke ObUIM  ONpPEACNICHbl  OCHOBHBIC  HaINpaBJICHUS
COBEPIIICHCTBOBAHUS  MEXKIYHAPOJHOTO  PETYJIMPOBAHUSA B OOCCIICUYCHHS
KnOepOe30acCHOCTH: HEOOXOJUMOCTh 3aKJIIOUEHUS MEXAYHAPOJHOW KOHBEHILIMH O
MEXTYHapOIHON KHOepOe30IacHOCTH.

Pezynomamer uccneoosanusi MOTYT OBITh MCIOJIB30BAaHbI B 00OPAa30BaTEIbHOM
npoIecce, HOPMOTBOPUYECKOM M MPaBOMPUMEHUTEILHOM MpOIIecCe, a TakXke JJs
TATbHEHIIINX HAYIHBIX HCCIICIOBAHUM.



ABTOp pabOTBhl TOATBEPKIAET JITOCTOBEPHOCTH MATEPHATIOB W PE3YJIHTATOB
paboTHl M HE3aBUCUMOCTH €€ BBIMOTHEHUS. Bce TeopeTndeckue, MEeTO0IOTHIeCKUe
MOJIOKEHUSI ¥ KOHIICTIIIUH, 3aMMCTBOBAHHBIC U3 JINTEPATYPHBIX U UHBIX UCTOYHHUKOB,
COIPOBOK/IAIOTCS CCHUIKAMH Ha UX aBTOPOB.



AHATALBIS

1. Crpykrypa i a6'ém abInJioMHal npanbl

JlpimuioMHas mpara ckjiajaeniia 3 3aJaHHs Ha JBITUIOMHYIO TIpaily, 3MecTa,
padepaTta IOBITUIOMHAN Tpaibl, YBAI3EHHS, TPOX KIpayHIKOY, 3aKIIOUYIHHS, CIICY
BBIKAPBICTAHBIX KPBIHIIl. ATynbpHBI ab'éMm mparbsl ckiaagae 67 crapoHak. Crmic
BBIKAPBICTAHBIX KPBIHII 3aiiMae 19 cTtapoHak 1 yxmrouae 169 ma3imbiid.

2. Kiro4aBbifl C10BBI

[HOAPMAIIBIMHA S BSCIIEKA, THOAPMAILIBITHA-
KAMYHIKAIIBIMHBISA TOXHAJIOI'I (IKT), KIBEPBSICIIEKA, KIFEPBAIHA,
KIBEP3JIAUBIHHACIIb, ¥ MIXKXHAPOJIHAE TIIPABA, MDKXHAPOJ/IHAE
POI'VIIIBAHHE KIBEPBACIIEKI, MDKHAPOJHAE CVIIPAIIOYHIIITBA,
MDKHAPOJHBIA APTAHI3AILBIL, ITATPO3bI KIBEPBACITEKI.

3. 3mecT mpausbl

Ab'exm OacnedasanHs: MIXKHAPOIHBIA aTHOCIHBI, SIKisl CKJIaABamoNua ¥ chepsl
MDKA3pKayHara CynpamnoyHInTBa na 3a0ecnausHH1 KibepOscnexki.

Ilpaomemam Oacnedagants BBICTYNAIOLb MDKHAPOAHA-IPABABBIS AKTHI, SIKOE
paryitoe aaHOCIHBI Y cepbl KibepOsiCeKi: aKThl OpraHay Mi>KHAPOJHBIX apraHi3allbli,
3aKJTFOYHBIS aKThl MDKHAPOIHBIX KaH()EPAIHIIBIA, CTATBICTHIYHBIA AAJ3CHBIS 11a TOME
Jacie1aBaHHs

Mbma npaywi: BbIyIeHHE TpablieM y rajiHe 3a0ecrsiydHHS KiOepOsicriekl 1
(dapMmyJisiBAHHE HaBYKOBa-aOTpYHTaBaHbIs IMPANaHOBbI I YAAaCKaHAJIEHHI HOpMay
MDKHapoJHara mpasa ¥ rataii cdepsl.

Memaowl 0acnedasanus: ananis, CIHTI3, IHAYKIbIS, ADAYKIbISA, Kiaciikaiibis,
aHaJoris, IIparHa3zaBaHHe, (bapmanbHa-JarivyHbl, CicTaMHA-CTPYKTYpPHBI,
napayHajlbHa-1IpaBaBoOM, I0PBIJIbIK-IarMaTblYHbI.

Ampvivansisa 6viniki. Y BBIHIKY JaciieaBaHHs 3poOJjeHbl BBICHOBHI IIpa
ICHaBaHHE Marpo3 Mi>XKHapoIHal Ki0epOscCIieKl, a TaKkcaMa Mpa HakOOoJIbII aKTyaTbHBIS
npabseMbl  3a0€crsiudHHA ~MDKHApOJHA-IIpaBaBOTa pAryJisgBaHHS —KiOepOsicreki.
Takcama Obull BbI3HAYaHbl ACHOYHBIS HaNpaMmKl YAacKaHaJIeHHS MDbKHapojHara
paryisBaHHsS ¥ 3a0ecnsiudHHsA — KiOepOsicmeki:  HeaOXOJHACIh  3aKIIOUYIHHS
MixHapoaHaii KaHBEHIIbI a0 M>KHAPOIHAKN K10epOsCIIeKI.

Buiniki oacnedasanmns MOTyIlh OBIIb BBIKAPBICTAHBI ¥ alyKallbIMHBIM IMpardce,
HAapMaTBOPYBIM 1 TMpaBalpbIMSHSIIbHAN Mpaldce, a TakcaMa i JajdeHIbIX
HABYKOBBIX J1aCJICIABAHHAY.

A¥Tap mpainpl nansspjpkKae JakiaAHACIb MaTiphisuiay 1 BbIHIKAY mOpaimbl 1
He3aJIeKHACIb 5I€ BBbIKAHAHHS. YCE TIAPATHIUHBISA, METaJallariyHbIsl MadaXdHHI 1
KaHIPIIIBI, 3ala3bluaHbld 3 JITapaTypHBIX 1 IHIIBIX KPBIHIL, CYyHpaBajKaroiia
crachblIKami Ha 1X ayTapay



ANNOTATION

1. Structure and scope of the diploma work

The diploma work consists of diploma work assignment, table of contents,
diploma work summary, introduction, 3 chapters, conclusion and list of references.
Total scope of work is 67 pages. The list of references occupies 19 pages and includes
169 positions.

2. Keywords

INFORMATION SECURITY, INFORMATION AND COMMUNICATION
TECHNOLOGIES (ICT), CYBERSECURITY, CYBERWARFARE,
CYBERCRIME, INTERNATIONAL LAW, INTERNATIONAL REGULATION OF
CYBERSECURITY, INTERNATIONAL COOPERATION, INTERNATIONAL
ORGANIZATIONS, THREATS TO CYBERSECURITY.

3. The content of the work

The object of the research: international relations developing in the field of
interstate cooperation in ensuring cybersecurity.

The subject of the study are international legal acts regulating relations in the
field of cybersecurity: acts of bodies of international organizations, final acts of
international conferences, statistical data on the research topic.

The purpose of the research: identification of problems in the field of
cybersecurity and formulation of scientifically sound proposals for improving the
norms of international law in this area.

The methods of the research: analysis, synthesis, induction, deduction,
classification, analogy, forecasting, formal-logical, system-structural, comparative-
legal, legal-dogmatic.

The results obtained. As a result of the study, conclusions were drawn about the
existence of threats to international cybersecurity, as well as about the most pressing
problems of ensuring international legal regulation of cybersecurity. The main
directions for improving international regulation in ensuring cybersecurity were also
identified: the need to conclude an international convention on international
cybersecurity.

The results of the study can be used in the educational process, the rule-making
and law enforcement process, as well as for further scientific research.

The author of the work confirms the reliability of the materials and results of the
work and the independence of its implementation. All theoretical, methodological
provisions and concepts borrowed from literary and other sources are accompanied by
references to their authors
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