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HunuiomHas padora: 44 c., 40 puc., 20 HICTOYHUKOB

METO/bI 3AIIUTHI, ARP-CITY®OUHI', DNS-CITY®UHT,
BUPTYAJIbHAA JIABOPATOPUA, UHCTPYMEHTDI AJIAA AHAJIU3A

[lenbto mccaenoBaHus SABIIETCS CO3JaHUE BHUPTYaJIbHON JIAOOpATOpHH IS
M3YYEHUS aTaK TUIA YEJOBEK MOCEPENINHE, U3yUYEHHs CIIOCOOOB 3aIUTHI U aHaIu3a
Tpaduka. B xome uccriemoBaHus NMpoOBEAECH MOIPOOHBIA aHAIN3 CYIIHOCTH AaTaKH
4yenoBeK TmocepeanHe. [IpoaHanu3upoBaHbl CMOCOOBI BBISIBICHUS YSI3BHUMOCTEH.
Omnucanbl THCTPYMEHTHI JUI TIepexBaTa U aHaiu3a Tpapuka B KOMIBIOTEPHOH CeTH.
PeanmzoBanbl cuenapum atak  ARP-cmypunr u  DNS-cnygunar. Omnucansl
WHCTPYMEHTBI M METO/IbI 3aLUTHI OT JAHHBIX ATaK.



POD®EPAT

Heimiomuas npana: 44 c., 40 mait., 20 KpbIHiIL

META/Ibl ABAPOHBI, ARP-CIIY®IHI, DNS-CITY®IHI, BIPTYAJIbHAA
JIABAPATOPBIA, IHCTPYMEHTEHI JUTA AHAJII3Y

Mbprat nmacnemaBaHHS 3'SyNseIia CTBApIHHE BIpTyalbHail JjabapaTopeli  AJis
BBIBYUOHHSI Halajay ThIy YallaBeK MacsApd3iHe, BBIBYUIHHS criocabay abapoHbI 1
aHami3zy Tpadiky. Y xoi3e naciemaBaHHs MpaBe3€HbI Maapabs3Hbl aHaMi3 CyTHACIl
Hamaay 4JajaBek nacspaiasine. [IpaananizaBanbl criocaObl BHISYJICHHS Ypas3miBacisy.
ArmicaHbl TpBUIAALI JJIs TIepaxory 1 aHamizy Tpadiky ¥ KaMmmyTapHail CeTIIbL.
PamizaBansl cupHapel Hananay ARP-cnydinr 1 DNS-cnydinr. Amicansl nppuiasl i
MeTa/ibl a0apOoHbI a1 JaJ3CHBIX Harasay.



ABSTRACT
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PROTECTION METHODS, ARP SPOOOING, DNS SPOOOING, VIRTUAL
LABORATORY, ANALYSIS TOOLS

The goal of the research is to create a virtual laboratory to study man-in-the-
middle attacks, study defense methods, and analyze traffic. The study conducted a
detailed analysis of the essence of a man-in-the-middle attack. Methods for identifying
vulnerabilities are analyzed. Tools for intercepting and analyzing traffic on a computer
network are described. ARP spoofing and DNS spoofing attack scenarios have been
implemented. Tools and methods of protection against these attacks are described.



