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Obwvexm uccredosarusi — BEO-IPUIIOKEHUE.

Llenv pabomwr — PazpaboTka BeO-IPUIIOKEHUS, TTIO3BOJISIONIETO pabOTOIATENSIM
OLICHWBAaTh CTYACHTOB, C OOECIEYECHHEM BBICOKOH  MPOU3BOIUTEIBHOCTH,
MacIITadUPyEeMOCTH U OE30MAaCHOCTH CUCTEMBI. AHAJIU3 Pa3JIMYHBIX TEXHOJOTUMN U
MOJIXO/IOB ISl peaju3alliy JAHHOTO MIPOEKTA.

Memoovwl uccnedosanuss — KOMIBIOTEPHOE MOJETHUPOBAHUE.

B pabote uccienyroTcss NpUHLUIBI U METOJbI Pa3padOTKU BEO-NPUIIOKEHUM,
TaKhe KaK HCHOoJIb30BaHHe React mig co3maHust KIMEHTCKOM dacTH U Nest]S s
cepBepHOil yactu. PaccMmarpuBatorcst 6a3sl nanHbix MongoDB, Redis u PostgreSQL,
UX TPEUMYIIECTBA M HENOCTaTKU B KOHTEKCTE NAaHHOTo mnpoekrta. Mcciemyrorcs
METOJIBI oOecmeueHHnsT OCE30ITacCHOCTH, BKJIIoUas wucnoab3oBanue JWT s
ayTeHTU(PUKALUH, TPUHLIUI HAUMEHBIINX NpUBWIIeTui, BHenpenue WAF st 3amuTsl
OT arak, Mu(poBaHWE JAHHBIX MpPU Meperaye M XpPaHEHUU, MHOTO(aKTOpHas
ayreHTu@uKauus U ucnosb3zoBanue Content Security Policy ang 3ammrter ot XSS-
aTax.

Pe3ynpTraToM QUIIIOMHON paboThl SBISIETCS pa3padOTaHHOE BEO-TIPUIIOKEHUE
JUIsL  OLIEHKH  CTYJEHTOB  pabOTOAATENsIMH, JIEMOHCTPUPYIOIIEE  BBICOKYIO
MIPOU3BOAMTENILHOCTh, HAJAEKHOCTh MW  Oe3omacHOcThb. [IpoBeaeHbl  TECTHI,
noATBepxkAaomue AHPEKTUBHOCTh  BBHIOPAaHHBIX  METOJOB U TEXHOJIOTHIA.
[Tony4yeHHbIe pe3yabTaThl CIIOCOOCTBYIOT YIAYULIEHUIO MPOLECCOB OLIEHKU CTYJIEHTOB
U B3aUMOJEHCTBUSA C paboroaarensiMd, oOecrnednBas BBICOKOE KayecTBO U
0e30MacHOCTh BEO-TIPUIIOKEHUS.
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Ab'exm Oacnedasanns — B30-1aaaTaK.

Mb>ma pabomur — Pacrtiparioyka B30-TIpBIKIaiaHHI, K1 Ja3Bajsie mparaaayinam
aIPHBBAIlG CTYJIPHTAY, 3 3a0€CIITYIHHEM BBICOKAM MpaayKIbIIfHACII, MalTabaBaHaCI 1
Oscrieki cicTAMBL. AHalli3 PO3HBIX TIXHAJOTIN 1 MaAbIX0oAay A plaiizalbll raTara
npaeKTa.

Memaowi dacneoasanns — Kamn I0TIpHAE MaAdJISIBaHHE.

VY nmparnbl faciaeayromia NPeHIBIIEI 1 METaAbl PACIPALIOYK] BIO-NPHIKIaJaHHSY,
Takisl K BbIKappicTaHHe React mist crtBapoHHs KiieHnkaid dactki 1 Nest)S s
cepBepHaii yactki. Pasrsnaromna 6a3el qaa3ensix MongoDB, Redis i PostgreSQL, ix
nepaBari 1 HeJJaxombl ¥ KaHTIKcCIle raTara npaekrta. [lacnenyronma meTtaasl OsCIEK],
ykitoyaroubl BeiKapeicTanHe JWT 1 ayToHTBIDIKALI, HPBIHUBI HAaMEHIIBIX
npsiBiiedy, Ykapanenne WAF 11t abapoHsl aJ] Hanaaay, mblhpaBaHHE 1a/13€HBIX NP
nepagavbl 1 3aX0yBaHHI, mMMaTdakTapHas ayTIHThI(IKALbII 1 BIKapeicTanHe Content
Security Policy nns abaponsl ag XSS-Hamnazaay.

Brinikam npimioMHal mpanel 3'syisienia pacrpaliaBaHae B30-gagaTak s
alPHKI CTYJPHTAY Mpauajayuami, SKOe AIMAHCTPyEe BBICOKYIO MpaAyKIIbIHACIIb,
HajJ3elHacupb 1 Oscneka. IIpaBea3eHbl TACTHI, fKiS MalBAPAXKAOLL 3PEKTHIYHACID
BBIOpAaHbIX MeTajay 1 TAXHAJOrIH. ATpbIMaHbISI BBIHIKI CHPBISIIOLb HaJSMIIISHHIO
mparpcay alnpHKl CTYJIPHTAY 1 y3aemaA3esHHs 3 Mpaiaaayuami, 3a0scredBaroubl
BBICOKYIO SIKACIlb 1 OsicIeKy BAO-TIPBIKIa aHHI.
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WEB-APPLICATION SECURITY, JSON WEB TOKEN, LEAST
PRIVILEGE, WEB APPLICATION FIREWALL, DATA ENCRYPTION, MULTI-
FACTOR AUTHENTICATION, CONTENT SECURITY POLICY, MONGODB,
REDIS, POSTGRESQL

The object of research — web application.

Objectives — Develop a web application that allows employers to evaluate
students, ensuring high performance, scalability and security of the system. Analysis of
various technologies and approaches for the implementation of this project.

Methods — computer modeling.

The paper explores the principles and methods of web application development,
such as using React to create the client side and NestJS for the server side. MongoDB,
Redis and PostgreSQL databases are considered, their advantages and disadvantages
in the context of this project. Security methods are being explored, including the use
of JWT for authentication, the principle of least privilege, the introduction of WAF to
protect against attacks, data encryption during transmission and storage, multi-factor
authentication and the use of Content Security Policy to protect against XSS attacks.

The result of the thesis is a developed web application for evaluating students by
employers, demonstrating high performance, reliability and security. Tests have been
conducted to confirm the effectiveness of the selected methods and technologies. The
results obtained contribute to improving student assessment processes and interaction
with employers, ensuring high quality and security of the web application.



