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NHO®OPMAILIMOHHAA BE3OITACHOCTD, HCIIBITAHUA CHUCTEMBI
SAIIUTBI MHOOPMALUNHA, TTPUKA3 OIIEPATMBHO AHAJIMTUYECKOI'O
HEHTPA TIIPU TNPESUJAEHTE PECIIYBJIMKM BEJIAPYCbH Ne66, YI'PO3bI
MHO®OPMAIIMOHHOM BE30OITACHOCTH, BBISIBJIEHWE U YCTPAHEHUE
YA3BUMOCTEN, MHOOPMAILIMOHHA I CUCTEMA

OO0bekT  wuccnenoBaHWM —  MHPOpPMAIMOHHAs  CHUCTEMa  KOMIIaHHH,
oOpalaTpiBaroIiass JaHHBIE OTPAHUYEHHOTO PACIPOCTPAHEHHUS H  HMEIoIIas
NOJKJIIOYEHUE K OTKPBITHIM KaHajaM Nepeiadu JaHHbIX.

Lenp paboThl — ONMpENENUTh OCHOBHBIE ATAlbl UCHBITAHUA CHUCTEMBI 3aIUTHI
uH(popMaIMK, ONHMPasCh Ha TOCYJAAPCTBEHHbIE IMPABOBBIE aKThl B cepe 3auiuThl
uH(popmanuu, pa3padoTaTb MPOrpaMMy M METOJUKY HCHBITAHUA CHCTEMBI 3aLIUThI
uH(pOpMaIKU, MPOBECTH HCIBITAHUS CUCTEMBbI 3alIUThl MH(OPMAIMU BbIIEICHHON
MH(OPMAITMOHHOW CUCTEMBI.

B nporiecce BBINOTHEHUS AUIOMHOM pabOThl OBLIN MOAPOOHO PACCMOTPEHBI U
CUCTEMATU3UPOBAHbI BO3MOKHBIE YTPO3bl MH(POPMAIITMOHHON O€30MaCHOCTH, a TAKKE
CHOCOOBI TECTHPOBAaHUSA CHCTEM 3alIUThl HMHQOpPMALMK, C TOYKH 3pPEHUs
OCBEJOMJIEHHOCTH 00 HH(POPMAITMOHHOM CUCTEME.

beina pa3paboraHa mporpaMma M METOAMKA HCIBITAHUM CHUCTEMbl 3aIUThI
uH(popMauu, BKItoYaroIas B ce0s 6 3TarnoB, BHIIOJIHIAEMbIX SKCIIEPTHOW KOMHUCCHEN
JUTSL TOTO, YTOOBI YJIOCTOBEPUTHCS B HAJIEXKHOCTH UCIIBITHIBAEMON MH(POPMALIMOHHOM
cucteMbl. JlaHHas mporpamMma MOMKET CIYKUTh OCHOBOM [JIsi TMPOBEICHUS
aTTECTAI[MOHHBIX UCTIBITAHUN CUCTEM 3aIUTHI HTHPOPMALIMH.

Takxxe ObUIM TMPOBEACHBI HCHBITAHUS CUCTEMbI 3alIMTHl MHPOPMALMH IS
NpeoCTaBICHHON UH(POPMAIIMOHHON CUCTEMBI. B X0/1e ucnibiTaHUM ObLITN BBISIBICHBI
YSI3BUMOCTH, SKCILTyaTalMsl KOTOPBIX MOIJIa IPUBECTH K HAPYIIEHHUIO 0€30MMaCHOCTHU U
paboThl HHPOPMALIMOHHOM CUCTEMBI. BBISIBIIEHHBIE YA3BUMOCTH OBLIIM YCTPAHEHBI.

B pesynbrare Obuta pa3paboTaHa W MPOTECTHPOBAHA MpPOTpaMMa MU METOJIMKa
UCIIBITAHUM CHUCTEMBI 3alIUThl HMHQOpMALMHU, MpeAsiararoumas CHUCTEMATH3AIUIO
UCIIBITAHUM, YTO HEOOXOAUMO B CBSI3U C OTCYTCTBUEM OOOOIIEHHON METOJI0JI0TH
WCTIBITAHUU.
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[HOAPMAILIBIMHASL  BSICIIEKA, BBIIIPABABAHHI  CICTAMBbI
ABAPOHBI IHOAPMALIIBIL 3HAK AITEPATBIVHA AHAJIITBIYHAT A IIDHTPA
[IPBI  TIPP3IJIDHIIE  POCHVYBJIKI  BEJAPYCH  Ne66, IIAT'PO3BI
[HOAPMALIBIMHAM  BJCIHEKI, BBISIVJIEHHE 1  YCTPAHEHHE
VPAXBACISY, IHOAPMALBIMHA S CICTOMA

AOG'exT nmacienaBaHHAY - iH(papMallblifHas CICTIMa KaMIlaHii, sikas anparoyBae
naa3eHblsl abMe)kaBaHara paclaycClo/DKBaHHS 1 Mae MaUIyddHHE Ja aJKPBITHIM
KaHaJlaM epajaybl 1a3€HbIX.

MbsTta paboThl - BEI3HAYBILb ACHOYHBIS 3TaIlbl BEIIPA0aBAHHSIY CiICTIMbI a0apOHbI
1H(papManpll, adamiparoybics Ha I3IpXKayHbIA MPaBaBbld akThl ¥ chepbl abapoHbI
1H(apMalpbll, pacupalnasalp Iparpamy 1 METOJBIKY BbIIIpaOaBaHHSAY CICTIMbI a0APOHBI
1H(apMalpll, paBecll BbIMpadaBaHHI CICTAMBI abdapoHbl 1H(papMalbli BbII3eJICHAN
1H(apMalbliiHail CICTAMBI.

VY mparpce BhIKaHaHHS ABITUIOMHAN paOoThl ObUII Mapads3Ha pasriaeKaHbl 1
CICTAMAThI3aBaHbl MardbIMbIsl MArpo3sl 1H(papMalblitHail OsCIIelbl, a TaKcama Crocaobl
TACLIpaBaHHA CICTAM a0apoHbl 1H(apMalbll, 3 MyHKTY IJIeIKaHHS JacBeqyaHacli ad
1H(apMalplitHail cicTaMe.

brina pacnpainiaBana nparpama i METO/IbIKA BbIIpaOaBaHHSY CICTAMbI a0apOHbI
1H(apMalpl, skas ykiarodae ¥ cs0e 6 stanay, sikis BRIKOHBAIOLIIA SKCIIEPTHAN Kamicisi
JUIs. Taro, ka0 mepakaHalla Y HaA3zeWHacil iHgapmalbiiiHaii cictoMmbl. Jlaa3eHas
nparpamMma Mo>ka CIIy>KbIl[b aCHOBaM JJIs IPaBA3€HHS aT3CTALBIMHBIX BEITpaOaBaHHSY
CICTAM axoBbI 1H(apMalbIi.

Takcama ObUTI IpaBeA3€HbI BbIIIpaOaBaHH1 CICTAMBI a0apOHbI 1HPapMallbil IS
npajcTayyieHai iHpapMalbliiHail CICTOMBI. Y XO0J13€¢ BbITIpaOaBaHHSY ObLII BHISYIICHBI
YypasmiBacll, 3KCIUTyaTalplsl sIKiX Marjia mpbIBeCIl Ja MapylIdHHS OsACMeKi 1 Mmpaubl
1H(apMalplitHail cicTaMbl. BeIsynensls ypa3niBacil ObLIl YX1JIEHBIS.

VY BbIHIKY OblIa pachpanaBaHa 1 IpaTdcTaBaHa Mparpama 1 MeTOJbIKa
BbIIIpaOaBaHHAY CICTAMbI a0apoHbI 1H(apmallbli, SKas MpanaHye CICTIMATHI3ALIbIIO
BBITIpa0aBaHHsY, IITO HeaOXO0/IHA ¥ CyBs31 3 aJICYTHACIIO abaryjibHeHal MeTajosari
BbIIIpaOaBaHHSY .
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The object of research is a company information system that processes data of
limited distribution and has a connection to open data transmission channels.

The purpose of the work is to determine the main stages of testing an information
security system, based on state legal acts in the field of information security, to develop
a program and methodology for testing an information security system, and to test the
information security system of a dedicated information system.

In the process of completing the thesis, possible threats to information security
were examined and systematized, as well as methods for testing information security
systems from the point of view of awareness of the information system.

A program and methodology for testing the information security system was
developed, which includes 6 stages performed by an expert commission in order to
ensure the reliability of the information system being tested. This program can serve
as the basis for conducting certification tests of information security systems.

Tests of the information security system for the provided information system
were also carried out. During the tests, vulnerabilities were identified, the exploitation
of which could lead to a violation of the security and operation of the information
system. The identified vulnerabilities have been fixed.

As a result, a program and testing methodology for the information security
system was developed and tested, offering systematization of testing, which is
necessary due to the lack of a generalized testing methodology.



