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PE®EPAT
Jumnomuas pabora: 57 ctp., 3 Tabm., 15 UCTOUHUKOB, 2 TIPHUIL.

[NIOJIMTUKA, PUCKH, YT'PO3bI, CUCTEMA 3ALLIMTHI UTHOOPMAILINU,
[IOJIB3OBATEJIM, HWHO®OPMALMOHHAA CHUCTEMA, TEXHHUYECKOE
3ATAHUE, OBIIAA CXEMA

OObekT uccienoBaHusl — MHPOPMALIMOHHBIE TMOTOKH, (PU3UYECKUE TPaHUIIBI,
OOBEKTHI M CYOBEKTHI MH(OPMAITMOHHON CUCTEMBI BBICIIETO YUeOHOTO 3aBECHHUS.

Ilens pabGoTel — pa3paboTka AOKYMEHTAIIHOHHOTO OOECIEUCHUS CHUCTEMBI
3alUThl UHHOPMAITMOHHOM CHUCTEMBI BBICIIETO yUeOHOTO 3aBEJCHHUS.

3agauu pabOTHI:

— mposectu aHanus cTpykrypsl UC BY3a;

— pazpaboTtaTh NOJIUTUKY MH(OpManronHoi 6e3onacHoctu UC BY3a;

— mposectu aHanu3 puckoB MC

— TPOBECTH OLEHKY yrpo3 C

— pa3paboTaTh TEXHUYECKOE 3aJlaHWd Ha CO3JaHUE CHUCTEMbI 3allHUThI
uHpopmaruu UC BY3a;

— pazpaboTtaTh 00I1IyI0 cXeMy cucTtembl 3aiuThl nHbopmanuu MC BY3a.

B mpornecce BBINOMHEHUS AUIUIOMHOM padoOThl ObUIM MPOAHAIU3UPOBAHBI
OCHOBHBbIE HOpPMAaTUBHBbIE MpaBoBble akThl PecrnyOnmuku bemapych U onpeneneHsl
OCHOBHbIE TpeOOBaHUS K CUCTEME 3alllUThl MH()OPMAIIMOHHONW CHUCTEME BBICILIETO
y4eOHOT0 3aBE/ICHHUS.

b pazpaboTaHbl: MOIUTHKA MH()OPMALIMOHHON 0€3011aCHOCTH, TEXHUYECKOE
3aJlaHi€ Ha CUCTEMY 3alIUThI, O0IAsl CXeMa CUCTEMBI 3aIUTHI.

[IpuBenensl cxema puznueckux rpanui UC BY3a u cxema norokos ganusix 1C
BY3a.



PO®EPAT
Heimomnas padora: 57 c., 3 Tabm., 15 kpeHim, 2 na.

[TAJIITBIKA, PBI3bBIKI, [TAT'PO3bI, CICTOMA ABAPOHBI
IHOAPMAIIBIBI, KAPBICTAJIBHIKI, TH®APMAIBIMHASL  CICTAMA,
TOXHIYHAE 3AJAHHE, AT'VJIbBHAA CXEMA

AOQ’exT macnemaBaHHA — iH(apmarpliiHas Osicrieka, MaToKl JAaHbIX, (Pi31YHBIA
rpaHilbl, ab'eKThl 1 Cy0'eKThl iH(apMalpliHall CICTAMBI BBINDIIIANR HaBy4YalbHAN
YCTaHOBBI.

Mbta paboThl — pacmparoyka JaKyMEHTAIlblfHara 3a0€CTISTYdHHS CICTIMBI
abapoHbI 1H(papMalbliiHal CICT3MBI BBIIIBHIIAN HaByYalbHAl YCTaHOBHI.

3anaubl paboTHI:

— npasecii aHam3 ctpykrypsl IC BHY;

— pacrnpanasaib NamTeiKy iH(papMmanelitHail 0scrnexi [C BHY;

— MpaBeclli aHaJli3 PbI3bIK;

— TpaBecIi aJ3HaKy MMarpo3kl;

— pacmpaliaBailb TAIXHIYHA€ 3aJlaHHI Ha CTBAapdHHE CICTAMBI a0ApOHBI
iH(papmanei IC BHY;

— pacrpanasalib aryJibHyI0 cxeMy cicTaMbl abapoHsl iHpapmaiei [C BHY.

VY mpanpce BbIKaHaHHS JbITUIOMHAN paOOThl ObLIl MpaaHaji3aBaHbl aCHOYHBIS
HapMaTbIyHbI TpaBaBbisl akThl PacnyOmiki bemapych 1 BbI3HauaHbl AaCHOYHBIS
naTpabaBaHHi Jla CICTAMbI a0apoHbl 1H(apMaubliiHall CICTAMBI  BBIIIDHIIAN
HaBy4YaJlbHall YCTAHOBBI.

bou1 pacnpaniaBanbl: namiThika 1H(apManplitHail OgcreKl, TIXHIYHAE 3aJaHHE Ha
CICT3MY aXOBBI, aryJibHasi CXeMa CICTAMbI a0apOHBI.

[IpriBen3ensl cxema ¢i3iunbix Mexay [C BHY 1 cxema nmarokay naazensix 1C
BHY.



ABSTRACT
Thesis: 57 pages, 3 tables, 15 sources, 2 app.

POLICY, RISKS, THREATS, INFORMATION SECURITU SYSTEM,
USERS, INFORMATION SYSTEM, TERMS OF REFERENCE, GENERAL
SCHEME

The object of research is information security, data flows, physical boundaries,
objects and subjects of the information system of a higher educational institution.

The purpose of the work is to develop documentation support for the security
system of the information system of a higher educational institution.

Work tasks:

— analyze the structure of the university;

— develop the information security policy of the IS of the university;

— risk analysis;

— assessment of IP threats;

— determine the requirements for the information security system in the terms
of reference for the creation of the information security system of the IS of the
university;

— develop a general scheme of the information security system of the IS of the
university.

In the process of completing the thesis, the main regulatory legal acts of the
Republic of Belarus were analyzed and the main requirements for the protection system
of the information system of a higher educational institution were determined.

The following were developed: an information security policy, technical
specifications for the security system, and a general diagram of the security system.

A diagram of the physical boundaries of the IS of the university and a diagram of the
data flows of the IS of the university are given.



