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OBECIIEYEHUE JIOBYIIIKHA JUIA KHUBEPITPECTYIIHHMKOB,
TECTUPOBAHUE HA TTPOHUKHOBEHUE

Obvexm ucciredoanusi — CPEACTBA JUISl 3alllUThl W OOHAPYXKEHHS OT
IPOHUKHOBCHUS B HMH(POPMAIMOHHBIC CHCTEMbI M pa3paboTKa JIOBYIIKH IS
KHOEPIPECTYITHUKOB.

Llenv pabomer — W3yyeHUE U aHAIM3 JIOBYIICK ISl KHOEPHPECTYNMHUKOB Kak
CpelICTB OOHAPYKEHUS MPOHUKHOBEHU B MH(OPMAIIMOHHBIE CHUCTEMBI, UCCIIEI0BAHUE
CYLIECTBYIOUIUX MPOTrPaAaMMHBIX pealii3aliil JOBYIIEK, pa3padoTka U TECTUPOBAHUE
CUCTEMBI-JIOBYIIKH.

B pabote paccmarpuBaroTcsi obmias xapaktepuctuka Honeypot-cuctem, ux
KJ1accuuKaius mo pa3auyHbIM MapaMeTpam: Mo CTENEHN HHTEPAKTUBHOCTH, 10 EJH
MPUMEHEHUS, TI0 YPOBHIO aJallTUBHOCTH, MO CIIOCO0Y pa3MelleHus, 0 TUIaM aTak.
Onucanbl cymiecTByromue peanuzauuu Honeypot-cucteM ¢ HU3KUM U BBICOKUM
YPOBHEM B3aMMOJICHCTBUS, U3YUEHBI UX MPUHIUIIBI paOOThl U BBIJCICHBI OCHOBHBIC
npeumyiecTBa U HemoctaTku. Paspaborana cobOctBennass Honeypot-cucrema juis
3aIUTHI OT KHOEPIIPECTYIMHUKOB U JIJIS BBISIBJICHUSI HOBBIX TUIIOB YA3BUMOCTEH U aTak.
PaspaGoranHass JsoBymika It KUOEPHPECTYNMHUKOB UMUTHUPYET  PEaAbHYIO
oneparuorHyr cuctemy Ubuntu 20.04 LTS, k koTopoii peann3oBaHa BO3MOKHOCTb
noAkigroueHuss 4epe3 SSH coeauHeHue, a TakkKe CO37aHbl  YSA3BUMOCTH,
AKCILTYaTUPOBAB KOTOPBIE 3JI0YMBIIIIJIEHHUKU MOTYT MOJIyYUTh
HECAHKIIMOHUPOBAHHBIN JOCTYIl K JIOByIIKe.  Pe3yiabrarom AWIUIOMHON pabOThI
SBIIICTCSI TECTUPOBAHMUE Pa3pa0OTaHHOMW JIOBYIIKH, KOTOPOE MPENCTABIAET U3 CeOs
MMUTALUI0 aTaKl HAa MPOHUKHOBEHHWE B CHUCTEMY-JIOBYIIKY W BKIIOUaeT B ceOs
CJIEYIOIIME ATalbl ATAKU: CKAHUPOBAHUE CHCTEMBI, MOTYYEHUE JAOCTYIA K CUCTEME,
cOOp JaHHBIX BHYTPU CUCTEMBI M aTaka OTKa3a B 0OCTYKUBaHUU.

Takum 00pazoM ymanoch pa3paboTaTh JIOBYHIKY JUIsi KUOEPHPECTYIMHUKOB,
LEJIbI0 KOTOPOU SBIISIETCS CTATh MOJE3HBIM MHCTPYMEHTOM B pyKaxX IMOJIb30BATENS IS
M3Y4YEHUs HOBBIX TUIIOB aTaK.
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KIBEPBACIIEKA, CICTOMBbI HONEYPOT, [TPATPAMHAE
3ABECIISIUPHHE TIACTKI JJId KIBEP3JIAUBIHIIAY, TOCTABAHHE HA
[TPAHIKHEHHE

Ab6'exm Odacnedasannsi — CpoAKi A adapOHBI 1 BBISYJIEHHS aj MpaHIKHEHHS ¥
1H(apMalbIHBISA CICTAMBI 1 pacmpaloyka macTki Jist Kibep3naublHIIaY.

Mbsma pabomsi — BEIBYY2HHE 1 aHAI3 MMAacTaK JUIsl KiOep3IaublHIIay K CPOIKay
BBISIYJICHHS TpaHIKHEHHAY y [H(apMaubliiHbIsg CICTAMBI, AaciielaBaHHE I1CHYIOUBIX
IparpaMHbIX plrati3alblid MacTak, pacmpamoyka i TaCTaBaHHE CiICTIMBI-ACTKI.

VY mpamsl pasmisparoiniia aryipHas XapakTapbeIcThika Honeypot-cictom, ix
Kjacipikanplsi Na PO3HBIX MapamMeTpax: Ia CTYyNEeHl IHT3PAKThIYHACIHl, Ma MAThI
NPBIMSHEHHS, Ma Y3pOYH1 aJanThIyHAcCIl, Ma crnocade pa3MsIIYdHHS, A ThINax
Hamajay. AmicaHbl ICHYHOUblS pdami3anbli Honeypot-cicToM 3 HI3KIM 1 BBICOKIM
y3pOYHEM Y3aeMaJ3esiHHsI, BBIByUaHbI 1X MPBIHIINGI MPAIbl 1 BBUTYYaHbl aCHOYHBIS
nepasari 1 Hemaxonsl. PacnpanaBana ymacHas Honeypot-cicTama juist abapoHbl af
KiOep3naublHIIAY 1 U9 BBISIYJIGHHS HOBBIX ThINIAy ypas3miBacusy 1 Hamajaay.
PacnpanaBanas nactka ajs K10ep3/1ayblHIAY IMITYe p3aJIbHYIO allepalbliHyI0 CiICTAMY
Ubuntu 20.04 LTS, na sgxod poianizaBaHa MarybIMaclb HaaimyudsHHa npa3 SSH
3IIy4?HHE, a Takcama CTBOpaHbl YpasJiBacili, IKCIUIyaTaBayIlibl SIKis 3JIAMBICHIKI
MOTYLb aTpbIMallb HECAaHKIbISIHABAHBI JOCTYH Ja NAcTUbl. BbhIHIKaM JbIIUIOMHAN
npailbl 3'syIisieniiia TSCTaBaHHEe pacipaliaBaHail MacTKi, ikoe ysymsie 3 csi0e IMITalbIo
arakl Ha MPaHIKHEHHE ¥ CICTAMY-NACTKY 1 YKIItoyae ¥ cs0e HACTYIHBIS 3Talbl aTaki:
CKaHaBaHHE CICTAMBI, aTphIMaHHE JOCTYIy JAa CICTAMBI, 300p HOAJA3€HBIX YHYTpPBI
CICTAMBI 1 aTaka aJIMOBbI ¥ a0CITyrOyBaHHI.

TakiM yblHaM aTpeIMaliacsd pacipanaBalb MacTKy A KiOep3iayblHLAY, MITail
AKOM 3'sAyjisenua cralb KapbICHBIM IHCTPYMEHTAM Yy pyKax KapbICTaJbHIKA MAJIs
BBIBYY9HHS HOBBIX THITIAY Hamaaay.
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CYBERSECURITY, HONEYPOT SYSTEMS, CYBERCRIMINAL TRAP
SOFTWARE, PENETRATION TESTING

The object of research — means to protect and detect against penetration into
information systems and the development of a trap for cyber criminals.

Objectives — the study and analysis of traps for cybercriminals as a means of
detecting intrusions into information systems, the study of existing software
implementations of traps, the development and testing of a trap system.

The paper considers the general characteristics of Honeypot systems, their
classification according to various parameters: by the degree of interactivity, by the
purpose of application, by the level of adaptability, by the method of placement, by the
types of attacks. The existing implementations of Honeypot systems with low and high
levels of interaction are described, their principles of operation are studied and the main
advantages and disadvantages are highlighted. A proprietary Honeypot system has been
developed to protect against cybercriminals and to identify new types of vulnerabilities
and attacks. The developed trap for cybercriminals simulates the real Ubuntu 20.04
LTS operating system, to which the ability to connect via SSH connection is
implemented, and vulnerabilities have been created, exploiting which attackers can
gain unauthorized access to the trap. The result of the thesis is testing of the developed
trap, which is a simulation of an attack to penetrate a trap system and includes the
following stages of the attack: scanning the system, gaining access to the system,

collecting data inside the system and a denial of service attack.
Thus, it was possible to develop a trap for cybercriminals, the purpose of which is to
become a useful tool in the hands of the user to study new types of attacks.



