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ITPOI' PAMMHBI MOIYJ/Ib, OHEPALIMOHHAS CUCTEMA, ATAKA,
TECTUPOBAHUE, OKCIIJIOUT, ITPOI' PAMMHOE OBECIIEYEHMUE,
VA3BUMOCTbD

[lenpto wMccnenoBaHus SBISAETCA CO3JAaHUE IMPOTPAMMHOIO MOAYIA I
OTpabOTKM aTak Ha OCHOBE CYILECTBYIOLIEro MporpaMMHoro otecneueHus. B xoxe
WCCJIEI0BaHUs MPOAHAIU3UPOBAHbl OLEHKH CTENEHEH YSI3BUMOCTH IPOrPAMMHOIO
obecneueHus.  llpoananu3upoBaHbl ~ CHOCOOBI  BBISBICHHUS  YSI3BUMOCTEH.
[Tpoananu3upoBaH NpUHLUII PabOTBI CETEBOro Kaprorpaga nmap B 00JacTH
OTIpENIENICHUs] OTKPBITBIX ceTeBbIX ciyx0. [IpuBeneHbl 0a3bl JaHHBIX YA3BUMOCTEN
nporpaMmMHoro obtecneueHus. lIpuBeneHbl NPAKTUYECKHWE NPHUMEPHI BBISBICHUS
YSI3BUMOCTEHN MPOrPaMMHOI0 00€CTIEYEHUS C UCIIOJIb30BAaHUEM BHEIIHUX 0a3 JaHHBIX.
CdopmupoBaHbl PEKOMEHJALMU K BBIOOPY MPOrpaMMHOrO OOecredeHus: JUis
POrPaMMHOTO MOJYJIS.
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IIPATPAMHBI ~ MOJYJIb, ATIEPALIBIMHASL  CICTOMA, ATAKA,
TOCTABAHHE, SKCIUIOUT, ITPATPAMHAE 3ABECITAAYOHHE, YPA3JIIBACLb

Mbraii pacnenaBaHHs 3'Syiseliia CTBap HHE MparpaMHara MOIYIS st
aAnpalioyKi Hamajgay Ha acHOBE ICHyIOuara mparpamHara 3a0ecrsudHHS. Y Xoja3e
JacieflaBaHHs — TpaaHadi3aBaHbl alPHKI CTYNEHSY ypasiiBaclll MparpaMmHara
3abecnsiudHHA. [IpaananizaBanbl crioca0bl BRIAYICHHS YpasmiBacilay. [IpaananizaBansl
IPBIHIBII Ipalbl ceTKaBara kaprorpada nmap y BoOaclil BBI3HAUSHHS aq4bIHEHBIX
ceTkaBbIX ciyx0Oay. IlpeiBen3eHsl 0a3bl MaJ3€HBIX ypasiiBaclUdy IparpamHara
3abecnsudHHA. [IpbIBeA3eHbl MpakThIYHBIA MPBIKJIAAbl BBILYJICHHS Ypa3iiBaclsay
nparpaMHara 3a0€cHsiusHHS 3  BBIKAPHICTAHHEM BOHKAaBbIX 0a3  /1aJ13€HBIX.
CdapmipaBanbl piKamMeHJaIbll  Jla BbIOapy MparpamMHara 3a0€CHsY’HHS IS
nparpamHara MOAYJIsl.



ABSTRACT

Thesis: 59 pag., 30 draw., 1 tabl., 15 sources, 1 app.

SOFTWARE MODULE, OPERATING SYSTEM, ATTACK, TESTING,
EXPLOIT, SOFTWARE, VULNERABILITY

The purpose of the research is to create a software module for testing attacks
based on existing software. The study analyzed assessments of software vulnerability
levels. Methods for identifying vulnerabilities are analyzed. The principle of operation
of the nmap network mapper in the field of identifying open network services is
analyzed. Databases of software vulnerabilities are provided. Practical examples of
identifying software vulnerabilities using external databases are given.
Recommendations for choosing software for the software module have been generated.



