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Obvexm  uccinedosanuss ~—  METOALI  3alIUTBI  BEO-pECypcoB  OT
aBTOMATU3HPOBAHHOTO B3aHMMOJICHCTBUS

Llenvs pabomwvl — aHaIU3 CYIIECTBYIOUIUX CPEACTB 3alUThI BEO-PECYpCOB OT
aBTOMAaTH3UPOBAHHBIX 3aIpOCOB. Amnanwns CYIIECTBYIOIIHUX METOJIOB
MIPOTUBOACHCTBHS 3alllUTHBIM CpeAcTBaM. IIpuMeHeHHe pe3yJbTaToB aHAIM3a IS
pa3paboOTKH MPOrpaMMHOT0 00eCTICUeHUsI, B3aUMOJICHCTBYIOIIET0 C BHIOPAaHHBIM BeO-
PECypCOB U HAIISAHO JIEMOHCTPUPYIOIIEE YSA3BUMbIC K aBTOMATH3aIIMKM MECTa.

Memoovl ucciedosarusi — aHaIM3 UCXOTHOTO KOJIa M CETEBOro Tpaduka

B pab6ote uccnenyercsi chepsl nmpumenenuss RPA u mapcunra, uccneayrorcs
METO/Ibl OOHAPY>KEHHUS U 3alUThl OT aBTOMATUYECKUX 3aIIPOCOB K BEO-peCypcCy, TaKue
kak OnokupoBka 1o ASN, wucnomszoBanus TLS u CANVAS ornedarkos.
Hccaenyrorcst MeToAbl MPOTUBOACUCTBUS 3alllUTaM: M3MEHEHUsI mapameTpoB TLS-
OTI€YaTKa C IIeJIbI0 MUMHUKPUPOBATh TOJ pealdbHbIM Opay3ep, HCIOIb30BaHUE
CHEIUAIN3UPOBAHHBIX MPOTpaMM JJIs W3MEHEHHUS XapaKTEPUCTHK YCTPOWCTBA,
UCCIIENyeTCsl aBTOMaTH3alus BeO-Opay3epe ¢ HCMHOJIb30BAaHHEM HWHCTPYMEHTOB
Selenium u WebDriver.

PesynbraTomM numiaomMHoi paOOThl SBISETCS TPUMEHEHHUE Ha TMPaKTHUKE
MCCJICIOBAHHBIX METOJOB MPOTUBOJICUCTBHS 3aIlIUTaM OT aBTOMAaTUYECKUX 3alPOCOB
JUTsl OOHAPYI)KEHHUS YS3BUMBIX MECT B 3allIUTE BHIOPAHHOTO BeO-pecypca.

[Tomy4yeHHBIE pe3yNbTaThl CIOCOOCTBYIOT pa3BUTHIO Ooiiee A(P(HEKTUBHBIX U
YIOOHBIX JJIsi TIOJIb30BaTeNIel CTPATETUil 3aIUThl, YTO SBJISETCS BAXKHBIM IIIaroM B
HaIpaBJICHUHM TOBBIIEHUS 00IIei 0e30MacCHOCTH U yJI0OCTBa MCIOJIb30BaHUS BeO-

pECypCOB.
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Ab'exm Odacnedasanns — MeTaabl abapoHbI B30-pacypcay ajl ayTamaThl3aBaHara
y3aemMa3esIHHs

Mbma npayer — aHami3 I1CHYIOYBIX CpOJAKay abapoHbI B30-pacypcay an
ayTaMmaTbl3aBaHBIX 3amlbITay. AHAJI3 ICHYIOYBIX METaaay MpPOIiA3EsSHHI aXOyHbIM
CpoJkaM. Y KbIBaHHE BBIHIKAY aHaJi3y JJI paclpalioyki nparpamHara 3a0ecrsiudHHs,
AK1 y3aeMaji3eiiHivuae 3 abpaHbIM BAO-pacypcay 1 HarJisiHa IDMAaHCTPYe YpasiiBbls Ja
ayTamaTbl3allbli MecIa.

Memaowl 0acnedasanns — anaii3 3pIX0J/IHAra Koja i cerkaBara Tpadiky.

VY mpaner gacnenyenma chepbl VkbiBanHI RPA 1 mapcidry, macimemyromia
MeTaJIbl BBISYJICHHS 1 a0apOHBI aJ] ayTaMaThIYHBIX 3albITay J1a B30-pACYPCY, TaKisd SK
omakipoyka ma ASN, BeikapeicTanHi TLS 1 CANVAS an6itkay. lacnemnyrora
MeTajpl MPOIA3esaHHs abapoHaM: 3MeHbl mapamerpay TLS-agbitka 3 wmoaTait
MIMIKpBIpaBallb IMajJl PIaJIbHbI Opay33p, BHIKAPBICTAHHE CIICIBISITI3aBaHBIX Iparpam
JUTS1 3MEHBI XapaKTapbhICTBIK MPbUTAJIbI, Tacieayella ayTaMaThI3albis B30-0pay3apsl 3
BbIKapbICTaHHEM Mpbutaj Selenium 1 WebDriver.

BeiHikam  gpimioMHai  mparel  3'syssenia yoKbIBaHHE  HA  ITPAKTHITIBI
JacieaBaHbIX METajlay MpoIia3essHH abapoHaM aJi ayTaMaThIYHBIX 3ambITay IS
BBISTYJICHHSI Ypa3JiBbIX Meciay y abapoHe abpaHara B30-pacypcy.

ATpBIMaHbI BBIHIKI CIIPBISIONb PA3BIIII0 OO A(EKTHIVHBIX 1 3pYUHBIX IS
KapbICTAJIbHIKAY CTpATAriii abapoHBI, MTO 3'AYIIsiela BaXXHbIM KPOKaM y HalpaMKy
MIABBIIIIHHS aryJibHai OSCIeK! 1 3py4HACIl BBIKAPBICTAHHS B30-pacypcay.
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The object of research — Methods for protecting web resources from automated
interactions.

Objectives — Analysis of existing means of protecting web resources from
automated requests. Analysis of existing methods to counter protective measures.
Application of the analysis results to develop software that interacts with a selected
web resource and clearly demonstrates vulnerabilities to automation.

Methods — Analysis of source code and network traffic.

The works explores the application areas of RPA and parsing, and investigates
methods for detecting and protecting against automated requests to web resources, such
as blocking by ASN, using TLS and CANVAS fingerprints. It also examines
countermeasures against these protections: altering TLS fingerprint parameters to
mimic a real browser, using specialized programs to change device characteristics, and
automating web browsers using Selenium and WebDriver tools.

The outcome of the work is the practical application of the studied methods to
counteract protections against automated requests, aimed at identifying vulnerabilities
in the protection of a selected web resource. The results contribute to the development
of more effective and user-friendly protection strategies, which is an important step
towards improving the overall security and usability of web resources.



