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PE®EPAT

HumuomHas pabora: 59 crpanun, 14 puCyHKOB, 26 HCTOYHUKOB,
6 PUIIOKEHUH.

BUPTYAJIbHAA PEAJIBHOCTDB, VR OUKH, UNITY, KOHTPOJIJIEPEI
JABVKEHUA PYK, AYTEHTUOUKALMA, ITAPOJIb, X3, COJIb, ITOAITUCS,
CBEPTOYHBIE HEMMPOHHBIE CETH

Obvexm uccnedosanusi — TIPOIECC AYTCHTH(PUKAIMK B BUPTYaIbHOU
pPEaATbHOCTH.

Lenv pabomsr — pa3paboTaTh CUCTEMY ayTeHTU(UKAIIUHU, UHTETPUPOBAHHYIO B
BUPTYAJIbHYIO PEAbHOCTh, ISl oOecrnedeHus 0e30macHoro M yAoOHOTO JIOCTyIa
M0JIb30BaTENEH K KOHPUAECHIMATBHOU HH(POPMALIUH.

Memoobr  uccnedosanuss — CpPaBHUTENBHBIA  aHajdN3, KOMIIBIOTEPHOE
MOJICTTUPOBAHHE.

B nanHoit paboTe paccMaTpUBaIOTCS CYIIECTBYIOIINE TEXHOJIOTUHM BUPTYabHON
peanbHOCTU, UX OCOOEHHOCTH U CIIOCOOBI MPUMEHEHHS], & TAKXKE PAJ UHCTPYMEHTOB,
UCIIOJIB3YEMBIX MpHU pa3pabOTKe MPHIIOKEHU 11 COOTBETCTBYIOLIUX TapHUTYp. A
TAK)KE€ HCCIEAYIOTCS CYLIECTBYIOUIME METOJbl AyTEHTU(UKAIUHU, BBIIEISIOTCA
MIPEUMYLIECTBA U HEJOCTATKH KAaXA0r0o UX HUX. Ha 0OCHOBaHMM pe3ynbTaTOB TaHHOTO
UCCJIEIOBAHMS ONPEHEISIIOTCA aJrOPUTMBbI, KOTOPbIE MOTYT OBITh pPEaM30BaHbI B
BUPTYaJIbHON PEATBHOCTHU.

[TogpoOHO paccMaTpuBarOTCs MapoJibHas ayTeHTU(PUKALMS, €€ YI3BUMOCTH U
CIOCOOBI 3aIIMTHI, @ TAKXKE ayTEHTU(UKALMS 0 MOAIUCH U CIIOCOOBI €€ pealn3aluu.
beina paspaboraHa cucrema JBYX(AKTOPHOW ayTeHTU(HKAUMKW UM BHEIpPEHA B
BUPTYAJIbHYIO pPEAJIbHOCTh. Pe3ynbTaToM AUIUIOMHON paboThl sBisieTCs HaOop
CKpHIITOB M 00BbekTOB Jys TiaTdopmbel Unity u oOyueHHass cBEpTOUHAs HEHpPOHHAS
CETb.

COBOKYIIHOCTh ~ TNOJYYEHHBIX PE3YJIbTAaTOB MOJKHO HCIOJIb30BATH  KAaK
MPOrpaMMHBIM HHCTPYMEHT MPHU pa3padOTKe MPUII0KEHUI BUPTYaIbHON peagbHOCTH,
B KOTOPBIX €CTh HEOOXOJUMOCTh B pa3rpaHUYEHUH JOCTYyIA.



PODEPAT

JpiruiomMHas mpana: 59 craponak, 14 MamoHkay, 26 KpbIHiIL, 6 1agaTkay.

BIPTYAJIbHAA POAJIBHACIb, VR AKVJIAPLBI, UNITY, KAHTPOJIEPHI
PYXY PVYK, AVTOHTBI®IKAIIBIA, ITIAPOJIb, XD, COJIb, IIOMIIIC,
CBEPTAUHBISI HEMPOHHBISA CETKI

Ab'exm dacnedasanmus — mpanpC ayTIHTHI(IKAIGI ¥ BIpTyalbHal prajbHACIII.

Mbma mnpayer — pacnpainaBallb CICTAIMY ayTIHThIGIKAIBI, 1HTITPABaHYIO ¥
BIPTyaJIbHYIO plaJIbHACIb, JUIs 3a0€CHsUdHHs OsiclieyHara 1 3pydHara JOCTYIy
KapbICTaJIbHIKAY /1a KaH(1IPHIBIUIbHAN 1H(papMaIllblii.

Memaowl 0acnedasanns — napayHalbHbI aHAIII3, KAMIT'IOTIpHAE M JIIBaHHE.

VY nmam3eHadt mpainbl pa3rigarolila  ICHYIOUBIS TAIXHAJOTIl BipTyallbHAi
prasbHacI, 1X acabmiBaciii 1 crocaldbl MPHIMSHEHHS, a TaKcama IIdpar IHCTPYMEHTay,
SKisl BBIKAPBICTOYBAIOIIIIA TIPBI PACTIPALIOYIIbl TIparpam Jjisi aArnaBeHbIX TapHITYp. A
TakcaMa JIaciIeIyIonIa ICHYFUYbIsl MEeTaIbl ayTIHTHI(IKAIIBI1, BRUTYYAIOIIa IepaBari 1
HeJaxombl KokHara 3 1x. Ha majcraBe BhIHIKAY Jaja3eHara JaaciiefaBaHHs
BBI3HAUAIOIIAa aJFapbITMbI, SIKiS MOTYIb OBIIlb pdaji3aBaHbl ¥ BIpTyalibHa
pRabHACIII.

[Tagpabsizna pasrisgaroliia mapojbHas ayTIHTHIPIKALBIA, sie ypas3miBacii 1
criocaObl abapoHbI, a TakcaMa ayTAIHTHI(IKALBIS T1a TIOAIICY 1 CrIocadbl sie pIasi3allbli.
beina pacnpanaBana cictoma aByxdakTapHail ayTOHTHIQIKAIBI 1 YBed3eHa ¥
BIPTYaJIbHYIO prajibHACI[h. BhIHIKaM JIBITUIOMHAN TIpallsl 3'syisenina Habop CKPHITITOY

1 a0'exray mis miatdopmbl Unity 1 HaBpyyaHasi CBEpTayHasi HEMPOHHAs CETKa.

CykymHaclib aTpbIMaHbIX BBIHIKAY MOKHA BBIKAPBICTOYBAIlh SIK IMparpaMHbl
IHCTPYMEHT TIpbl paclpainoyibl nagaTkay BipTyaldbHall poajbHACIl, Yy SKIX ECIb
HeabXoIHACIb Y pa3MeKaBaHHI TOCTYITY.



ABSTRACT

Thesis: 59 pages, 13 drawings, 28 sources, 6 applications.

VIRTUAL REALITY, VR GLASSES, UNITY, HAND MOTION
CONTROLLERS, AUTHENTICATION, PASSWORD, HASH, SALT,
SIGNATURE, CONVOLUTIONAL NEURAL NETWORKS

The object of research — the authentication process in virtual reality.

Obijectives — to develop an authentication system integrated into virtual reality
to ensure safe and convenient user access to confidential information.

Methods - comparative analysis, computer modeling.

This work examines the existing virtual reality technologies, their features and
applications, as well as a number of tools used in the development of applications for
the corresponding headsets. The existing authentication methods are also investigated,
the advantages and disadvantages of each of them are highlighted.

Based on the results of this study, algorithms that can be implemented in virtual
reality are determined. Password authentication, its vulnerabilities and security
methods, as well as signature authentication and ways to implement it are discussed in
detail. A two-factor authentication system has been developed and implemented in
virtual reality. The result of the thesis is a set of scripts and objects for the Unity
platform and a trained convolutional neural network.

The totality of the results obtained can be used as a software tool in the
development of virtual reality applications in which there is a need for access control.



