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PE®EPAT

Junnomuast pabota: 53 cTpanuisl, 33 pucynka, 8 Tabmuil, 10 HCTOUHUKOB.

CTE'AHOI'PAONYECKHUE METO/IbI, HEOAHOPO/HBIE YYACTKU
N30BPAXKEHNH, «CHNJTA HEOAHOPOJHOCTWN», «KAPTA
HEOJHOPOJHOCTW», METO KYTTEPA, COOBILIEHUE, PSNR

Obvexkm uccrnedoéanusi — HEOTHOPOJAHBIE YYACTKH KapTorpaduueckux
U300paKeHHIA.

Llenv pabomwvl — ONTUMHU3UPOBATH IO TapaMeTPy HE3aMETHOCTU IMPOIECC
CKPBITHSL CEKPETHOTO COOOIIeHHS B KapTorpadhuueckoM KOHTEUHEpE.

Memoowl uccnedosanus — creraHorpaUuecKrue METObI.

B pabore paccMaTpuBarOTCs XapaKTEPUCTUKH HEOJHOPOAHOCTH YYAaCTKOB
KapTorpaUuecknux HM300paKEHH, a TaKKe BBOIATCS  IOHATHUA  «CHJIbI
HEOJHOPOIHOCTHY, «CUJIbI BCTPAUBAHUSD) U «KapThl HEOTHOPOAHOCTIY. M300paskeHue
pazOuBaercss Ha OJOKM S5X5 TMKCeNel, OLEHUBAETCS MPUTOJHOCTh OJIOKOB
M300paKEeHHsI AJI1 BCTPAUBAHUS B HUX COOOIIEHHS IO UX HEOoJHOpoAHOCTH. [1o aTum
JAHHBIM CTPOMUTCSl «KapTa HEOJHOPOAHOCTH» Bcero u3oOpaxeHus. Paspaboran
QITOPUTM BCTPAaWBAHMSI W W3BJICUEHUS [aHHBIX, OTJIMYAIOLIUKCA OT 0a30BOTO
anroput™ma Kytrepa, Tem, 4TO B HEro BKJIIOYEHBI ONEpaIMy OLIEHKU MPHUTrOJAHOCTH
0JI0KOB KapTorpaduueckoro u300pakeHus Jjisi creranorpaduueckux MoaudUuKaiuii.
OnpeneneHbl ONTUMANIbHBIE, C TOUYKHU 3pEHUS] HE3aMETHOCTH BCTpauBaHUs COOOILICHU,
3HAQYEHUS «CWIbl BCTpauWBaHUs» OUT COOOIIEHUH B OJIOKM HU300paKECHUS.
BcerpanBanne oneHeHo ¢ nomombio MeTpuku PSNR, wn3BieueHne ¢ MOMOMIIBIO
MPOLIEHTHOT'O COOTHOIIEHUS OIMOOK U3BJICUEHUS COOOIEHUS.

JunoMHas pabota npoBounack B pamkax 3aganus ['TIHU (rocynapctBeHHon
IIPOrpaMMbl HAYYHBIX MCCIIEI0BaHUN) «METO bl U allTOPUTMBbI CTETaHOTPa()UUECKOrO
CKppITHsI HMHPopMauuu 00 O00bEKTaX W KOMMYHHUKAIMSIX B  LU(POBBIX
Kkaprorpaduyeckux nzoopaxxenusx» Ha 2021 - 2025 ropsi.

Jloknazipl MO AMIIIOMHOM paboTe omyOIMKOBaHbI B COOPHUKE HAYYHBIX TPYIOB
(mo MarepuajiaM CTYJEHYECKHMX Hay4dyHO-TeXHUYeCKHX KoHpepenuuit) BHTY,
kaeapel «VHTeNNeKTyalbHble U MEXaTPOHHbIE CUCTEMB» M B MarTepuanax |V
MexayHap. Hayd.-nipakT. koHd., Mwunck, 25-26 amp. 2024 r. KommbloTepHbie
TexHoJIoTuu U aHanu3 JaHHbeix (CTDA’2024).



PODEPAT

Heimmomnas pana: 53 craponki, 33 Mamonka, 8 Tadmir, 10 KpbeIHiL.

CLIETAHATPA®IYHBISI METAJIBI, HEAJTHACTAUHBIA VYACTKI
MAJIIOHKAY, «CIIA HEAJTHACTAMHACIII», «KAPTA
HEAJTHACTAMHACLI», METAJI KYTTOPA, IIABEJIAMJIEHHE, PSNR

Ab'exm dacneoasanns — HeaqHACTAWHBISA YUACTKI KapTarpadiyHbIX MaJTIOHKAY.

Mbma npayst — anTbIMi3aBallb Ia MapaMeTPbl He3ayBaKHACII MPardC
YTOWBAaHHS CaKpATHAra MmaBeJaMIIeHHs ¥ KapTarpa(iuHbIM KaHTIUHEPHI.

Memaowl dacnedasanns — cTaraHarpaiuyHbls METabl.

Y pabore pasriasgaroliia XapakTapbICThIKI HeaJgHAcTalHACIl YdacTkay
KapTarpadiuHbIX MaJIIOHKaY, a TaKcaMa YBOA3AIINA MaHAIII “‘CUIbl HeaJHaCTalHAaCI”,
“ciipl YOynaBaHHs 1 “KapThl HeaJHacTaliHaci”. MatoHak pa3z0iBaeliia Ha OJI0Ki 5% 5
MIKCeJIAy, alPHbBaella MpbIATHACIL OJOKay MaitoHKa Juisl YOyJaBaHHS ¥ 1X
naBeJlamJIeHHsI Ma 1X HeaaHacTadHacii. [la raThIX gaa3eHslx Oyayernna ‘“‘kapta
HeaJHacTaliHacli” ycaro MajitoHKa. PaciipariaBanbl anrapbIT™ yOy1aBaHHS 1 BBIMAHHSA
TAA3€HbIX, aJpo3Hbl aJ 0azaBara anrapeitMy KyTapa, ThIM, IITO ¥ SAr0 YKIHOYaHBIA
ameparnpll  aJ3HaKl MOpblAaTHAcIl Oyokay KaprarpagiyHara MajliOHKa s
cTaraHarpaiuHbix Maabl(ikanblii. Bel3HaUaHbl anThIMAIbHBIS, 3 TYHKTY [JIEKAHHS
He3ayBa)KHAclLl YOyJaBaHHs IaBelaMJICHHAY, 3HAUYHHI ‘“‘ciibl YOynaBaHHs” OIT
naBeJamJICHHSAY y OJIOKI MajtoHKa. YOyJaBaHHE allPHEHa 3 jJamamMorail MeTphIKi
PSNR, BpiManHe 3 JanaMoraii aJCOTKaBbIX CYaJHOCIH TMaMblIaK BbIMaHHS
NaBeJaMJICHHS.

HpimnomHas npaua mnpaBoaszinacs ¥ pamkax 3azanns JAITHJL (3spxaynait
nparpamMbl HABYKOBBIX JaclI€JaBAHHSY )» META/IbI 1 aJIrapbITMbI CTETaHOTPa(UIECKOTro
yToiiBaHHs 1H(apmanpl ad ald'ekTax 1 KaMyHIKalbsax ¥ J140aBbIX KapTarpadiuHbIx
Mamonkax " Ha 2021 - 2025 ragsl.

Jaknaasl ma IbIIUIOMHAN Tpatbl anmyOsikaBaHbls ¥ 300pHIKY HaBYKOBBIX Ipall
(ma maTaphIsIax CTYAIHIIKIX HAaBYKOBa-TAIXHIYHBIX KaHgepaHubil) BHTY, kadenps
«IHTAMEeKTyalIbHbIS 1 MEXAaTPOHHBIX CICTAMBDY 1 ¥ MaTapbisiax [V MixHap. HaByK.-
npakT. KoHd., MiHck, 25-26 kpac. 2024 r. KamMn'toTspHbIS TIXHAJOTIl 1 aHaI3
nam3eHbix (CTDA ' 2024).



ABSTRACT

Thesis: 53 pages, 33 figures, 8 tables, 10 sources.

STEGANOGRAPHIC METHODS, HETEROGENEOUS AREAS OF
IMAGES, “STRENGTH OF HETEROGENEOUSITY”, “HETEROGENEOUSITY
MAP”, CUTTER METHOD, MESSAGE, PSNR

The object of research — heterogeneous areas of cartographic images.

The purpose of the research — optimize the process of hiding a secret message
in a cartographic container in terms of invisibility.

Methods of research — steganographic methods.

The paper examines the characteristics of the heterogeneity of areas of
cartographic images, and also introduces the concepts of “heterogeneity strength”,
“embedding force” and “heterogeneity map”. The image is divided into 5x5 pixel
blocks, and the suitability of the image blocks for embedding a message in them is
assessed based on their heterogeneity. Based on these data, a “heterogeneity map” of
the entire image is constructed. An algorithm for embedding and retrieving data has
been developed, which differs from the basic Kutter algorithm in that it includes
operations for assessing the suitability of cartographic image blocks for steganographic
modifications. The optimal values of the “embedding strength” of message bits in
image blocks have been determined, from the point of view of imperceptibility of
message embedding. Embedding is evaluated using the PSNR metric, extraction using
the percentage of message retrieval errors.

The diploma work was carried out within the framework of the task of the State
Scientific Research Program “Methods and algorithms of steganographic concealment
of information about objects and communications in digital cartographic images” for
2021 - 2025 years.

Reports on the diploma work published in the collection of scientific papers (on
the materials of student scientific and technical conferences) BNTU, department
“Intelligent and mechatronic systems” and in the materials of the IV International
Scientific and Practical Conference, Minsk, 25-26 April 2024 Computer Technologies
and Data Analysis (CTDA'2024).



