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PE®EPAT

Jlunuiomuast pa6ota: 53 c., 2 puc., 2 Tabi., 12 muctuHTroB, 24 NICTOYHUKA, 2 TIPUJL.

Kiruessie cinoa: BE3OIIACHOCTD, BJIOYHAS KPUIITOCHUCTEMA,
ATAKA PACITO3HABAHUN A, XAPAKTEPUCTHUKA.

OO0bekT wuUccaenoBaHMsA: OOBEKTOM HCCIEIOBAaHUS SBIAIOTCS OJIOYHBIC
KPUIITOCUCTEMBI, B YACTHOCTH TOCYJAapCTBEHHBIN CTaHAAPT CHMMETPHYHOTO M-
poBanus Pecry6iuku benapycs Belt.

Ieapr wuccaeqoBaHus: pacCMOTPETb ABTOMATHUYECKHE CPEACTBA OLICHKHU
HaAEKHOCTU OJOYHBIX KpUOTOCUCTeM. OILIEHUTh HaJA&KHOCTh TOCYJIaPCTBEHHOIO
cTaHaapTa cuMMeTpuuHoro mudpoBanusa Pecyonvku benapycs Belt.

Metoabl uccieI0BaHMs: a) TEOPETHUYECKUE: HM3YyUYECHHE JIUTEpPATyphl, IO-
CBAILUIEHHON ONMHMCAHMIO aTaK pAaclO3HAaBaHWS Ha OJIOYHBIE KPUIITOCUCTEMBI, aBTO-
MaTHU3UPOBAHHBIM CPEICTBAM I OIEHKH HAJEKHOCTH OJIOUHBIX KPUNTOCHUCTEM U
MeTOJiaM, JIEKaIIUM B OCHOBE JIaHHBIX aBTOMATU3WPOBAHHBIX CPEACTB. 0) MpPaKTHU-
YECKHE: UCIOIb3ysd aBToMatu3upoBaHHbIH HHCTpyMeHT CASCADA, oueHHUTH Ha-
NEXKHOCTh TOCYAAPCTBEHHOIO CTaHAapTa CUMMETpHYHOro mmudpoBanus Pecmy0-
muku benapycs Belt.

IHonyuyeHHble pe3yJbTaThbl: MOJTyYEHbI OLICHKH HaJIEKHO-
CTU TOCYJapCTBEHHOI'O CTaHJapTa CUMMETpu4Horo mudposanus PecnyOnuku be-
napyck Belt ¢ momompio cpenctBa CASCADA, koTtopoe paHee HE MPUMEHSIIOCH
JUIA OLIEHKH HaJeXHOCTH Belt.

OO0Js1acTb BO3MOJKHOTO TIPMMEHEHHUsI. TEOpPETHYECKass W IpPaKTU4YecKas
Kpunrorpadus.
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Object of research: the object of the research is block ciphers, in particular
Belt — the state standard of symmetric encryption of the Republic of Belarus.

Purpose of research: is to consider the automatic tools used to evaluate
the security of block ciphers. To evaluate the security of the state standard of
symmetric encryption of the Republic of Belarus (Belt).

Research methods: are a) theoretical: the study of the literature devoted
to the description of distinguishing attacks on block ciphers, automatic tools
for evaluating the security of block ciphers and the methods underlying these
automatic tools. b) practical: using the automatic tool CASCADA, evaluate the
security of the state standard of symmetric encryption of the Republic of Belarus
(Belt).

Obtained results and their novelty: security estimates of the state
standard of symmetric encryption of the Republic of Belarus (Belt) were obtained
using the tool CASCADA. CASCADA hasn’t previously been used to evaluate
the security of the Belt.

Area of possible application: is theoretical and practical cryptography.



