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OO0bekT HMccaeqoBaHusi: S-0JIOKM, WX NMPUMEHEHHs] B OJOYHBIX HmHUdpax B
KaueCTBE DJIEMEHTA PACCEHBAHUS U TICPEMEIINBAHUS.

Heab padoThI: aHAIN3 CKOPOCTH IIEPEMEIINBAHMS, €€ 3aBUCUMOCTb OT BTOPOTO
abCONIOTHOTO COOCTBEHHOTO 3HAYECHHUS MATPHUIBI MEPEXOIHBIX BEPOSATHOCTEH.
[Toctpoenue cemeiictBa ynpoménusix mudpoB 'OCT 28147-89 u naxoxaeHue Ha
HEM HAWITy4IIero cCeMencTBa S-0JI0KOB IpU BEIOUPAEMbIX MapamMeTpax.

MeToabl mHcC/IeIOBAHUSI: a) TEOPETUUYECKUE: W3YUYECHHE HCTOYHUKOB,
MOCBAMIEHHBIX OJOYHBIM KPUNTOCHCTEMAaM M HCIOJB3YeMBIX B HHUX S-Ol0Kax,
IpUMEHSIEMbIM Il mM(poBaHus WHOOpPMAIMU; H3YyYEHHE METOJOB aHalu3a Hu
XapaKTePUCTHUK ITUX OJIOKOB,

0) mpakTHueckue: pa3paboTKa MPOrpaMMHON peanu3aluy YNPOIIEHHOTO HIH(pa
['OCT 28147-89, a Takxe BbIOpaHHBIX METOJ0B aHAIN3A.

Pe3yabTar: cpaBHeHHE THUIOB S-OJIOKOB W OMNHCaHWE HX BIUSHUS Ha
NepeMeIIMBaHue W pPacCeMBaHME, CBSI3b C BBIOPAHHOM  XapaKTePUCTUKOU
NepeMeIlIMBaHus; peajlu3alus Ha s3bIke MporpammupoBanus Python cemericTpa
ynpomiéaaoro mmdpa 'OCT 28147-89 u MmeTonoB aHanmm3a S-0J10KOB.

O6Js1acTh npuMeHeHusi: Kpunrorpaduyeckas cdepa.
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Object of study: S-boxes, their applications in block ciphers as a scattering and
mixing element.

Purpose of work: analysis of the mixing rate, its dependence on the second
absolute eigenvalue of the transition probability matrix. Construction of a family of
simplified GOST 28147-89 ciphers and finding the best family of S-boxes on it with
selected parameters.

Research methods: a) theoretical: study of sources devoted to block
cryptosystems and the S-blocks used in them, used to encrypt information; studying
methods of analysis and characteristics of these blocks;

b) practical: development of a software implementation of a simplified GOST
28147-89 cipher, as well as selected analysis methods.

Result: comparison of S-box types and description of their influence on mixing
and dispersion, connection with the selected mixing characteristic; implementation in
the Python programming language of the simplified GOST 28147-89 cipher family and
S-box analysis methods.

Scope: the cryptographic field.



